Transportna vrstva

UDP
TCP

RTP, RTCP, ...



‘ Transportna vrstva

= spolahlivy transport dat zo zdrojoveho do cielovéeho
uzla nezavisle od vyuzitej fyzickej siete alebo sieti

= sluzby pouzivatelom - procesom v aplikacnej vrstve

= transportna entita - hardver al. softvéer v transportnej
vrstve

KIS, M.Oravec, KTL FEI STU



‘ Transportna vrstva

o transportna sluzba:
= Spojovo orientovana
m bez spojovej orientacie
o adresovanie a riadenie toku dat
o kod transportnej vrstvy bezi na pouzivatelskych pocitacoch

o vrstvy 1-4 - transport service provider
o vrstvy 5-7 - transport service user
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‘ Sluzby poskytované vyssim vrstvam

Logicky vztah sietovej, transportnej a aplikaCnej vrstvy:

Host 1 Host 2
Application Application
(or session) Application/transport (or session)

layer Transport | interface layer

- address /

T [T1

TPDU
Transport 1 . | Transport
entity T Transport entity
l protocol l
Network — R
address Transport/network

interface

Network layer Network layer
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Primitivy jednoduchej transportnej sluzby

Primitive TPDU sent Meaning
LISTEN none Block until some process tries to
connect
CONNECTION Actively attempt to establish a
SIS REQUEST connection
SEND DATA Send information
RECEIVE | none Block until a Data TPDU arrives
DISCONN | DISCONNECTION | This side wants to release the
ECT REQ. connection
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Ramec, paket, TPDU

= TPDU - trasportna PDU:

Frame Packet TPDU
header header header
/ / i
[4 v _Z
TPDU payload
- Packet payload
B Frame payload
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‘ Berkeley Sockets

= Soket

= Primitivy soketov pre TCP:

Primitive

Meaning

SOCKET

Create a new communication end point

BIND

Attach a local address to a socket

LISTEN

Announce willingness to accept connections; give queue size

ACCEPT

Block the caller until a connection attempt arrives

CONNECT

Actively attempt to establish a connection

SEND

Send some data over the connection

RECEIVE

Receive some data from the connection

CLOSE

Release the connection




‘ Winsock

= Sokety pre MS Windows

o rozhranie je implementované v podobe Specifikacie
Winsock (Windows Sockets)

o dostupné v dynamickej kniznici funkcii winsock.dll
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‘ Transportny protokol

Router Router Subnet

\ /

® ®
\ Physical \

communication channel Host

(a) (b)
(a) Prostredie linkovej vrstvy (b) Prostredie transportnej vrstvy

= transportna vrstva <-> linkova vrstva
o adresovanie
o pociatoCné vytvorenie spojenia
0 mozna existencia pamatovej kapacity podsiete
o buffering a riadenie toku dat
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‘ Adresovanie

Host 1 Host 2
o Server 1 Server 2
. Application TSAP 1208 | Application
m  TSAP (Transport Service process / layer
Access Point) y,
1 \
. ! Transport k
= Internet: E\Transport layer |TSAP 152&\\ TSAP1836
o par (IP addresa, lokalny ! connection \
L L
ort - )
port) :\ NSAP Network AN
n ATM: | layer i NSAP
o par (AAL, SAP) 5 ;
1
i Data link '
_ , I layer '
m stabilné adresy - uvedené : |
na znamych miestach : , :
. I Physical :
(UNIX: /etc/services) i layer :
1 1
\ 7

——————————————————————————————

TSAP (Transport Service Access Point), NSAP (Network Service Access
Point) a transportné spojenia
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‘ Vytvorenie spojenia

Host 1 Host 2 Host 1 Host 2

Layer
Process Process
Server Server
AN B
4 TSAP
= Y,
@) (b)
(a) Initial connection protocol (b) name server, directory server
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Transportné protokoly
Internetu: UDP

UDP - User Datagram Protocol

RTP - Real-Time Transport Protocol
RTCP: Real-Time Transport Control Protocol



‘ UDP - User Datagram Protocol

= UDP - protokol bez spojovej orientacie

= moznost aplikacie poslat enkapsulované IP datagramy bez
vytvorenia spojenia

= RFC 768

= UDP segment: 8B hlaviCka + inf. pole

= Hlavicka UDP:

- 32 Bits

Y

Source port Destination port

UDP length UDP checksum
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UDP

A
W
\]
o
s
w

Y

Source port Destination port

UDP length UDP checksum

= zdrojovy a cielovy port
o identifikacia koncovych bodov v uzle zdroja a ciela

= UDP length:

o 8B hlavicka + data

= UDP checksum:

o volitelné pole
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UDP

= UDP nerobi:
o riadenie toku
o riadenie chybovosti
o znovuvysielanie pri prijme zlého segmentu

= UDP robi:

o rozhranie k IP protokolu s demultiplexovanim viacerych procesov
pouzitim portov

o aplikacie klient-server (kratka poziadavka klienta s oCakavanim
kratkej odpovede)

= napr.: DNS
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‘ RTP - Real-Time Transport Protocol

= vyuzitie UDP pre multimedialne aplikacie v realnom Case
= RFC 1889

s RTP - transportny protokol pre aplikacie v realnom Case
(internetové radio, internetova telefénia, videokonferencie,...)

m pozicia RTP v protokolovom zasobniku:
o Vv pouzivatel'skom priestore, vyuziva UDP
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RTP

User
space

Multimedia application

Ethernet
header

IP UDP

RTP

header header header

Socket interface

v

RTP payload

UDP
OS
Kernel IP
Ethernet

(@)

<-— UDP payload ———

IP payload >

A

A

(a) Umiestnenie RTP v protokolovom zasobniku

Ethernet payload >
(b)

(b) Zapuzdrenie paketov

o RTP - transportny protokol v aplikaCcnej vrstve
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‘ RTP a QoS

= RTP - multiplexovanie niekolkych signalov v realnom Case do prudu
UDP paketov

= unicasting alebo multicasting
= RTP vyuziva UDP - bez zabezpelenia QoS

= kazdemu RTP paketu sa inkrementuje sekvencné Cislo - chybajuce
udaje sa interpoluju

= RTP nema riadenie toku dat, riadenie chybovosti, potvrdenia,
mechanizmy na vyziadanie znovuvyslania
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‘ RTP a QoS

= RTP definuje PROFILY
o pre kazdy profil niekolko formatov kddovania
o info o kddovani - pole Payload type v hlavicke RTP

= timestamping
o Casovu znacCka prvej vzorky v kazdom pakete
0 zmensSuje jitter, umoznuje synchronizaciu
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Hlavicka RTP

- 32 bits >
| || N I O O R O
Ver. CC Payload type Sequence number
Timestamp
Synchronization source identifier
|
o
|
. .
|
|
|
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A

32 bits

Hlavicka it

RTP Ver. |P|X CC M Payload type

Sequence number

Timestamp

Synchronization source identifier

Version

P - padding paketu

X - pritomnost rozsSirenia hlaviCky

CC - pocCet prispievajucich zdrojov

M - marker bit, Specificky aplikacii

Payload type - pouzity kddovaci algoritmus
Sequence number - pocitadlo
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\

32 bits

A

Hlavicka 0

CC M Payload type

Sequence number

RTP -

Timestamp

Synchronization source identifier

= Timestamp - Casova znacCka
= Synchronization source identifier - ktorému prudu paket patri (multiplex a

demultiplex viacerych datovych pradov)
= Contributing source identifier - volitefné, zoznam mixovanych prudov

KIS, M.Oravec, KTL FEI STU



RTCP: Real-Time Transport Control Protocol

= podpora RTP

o spatna vazba

= oneskorenie, jitter, Sirka pasma, pretazenie, ...
o synchronizacia

= rézne prudy vyuzivaju r6zne Casovanie
o pouzivatelské rozhranie

= pomenovanie zdrojov - ASCII text

o transport dat nie
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Transportné protokoly
Internetu: TCP

TCP - Transmission Control Protocol



TCP

spolahlivé end-to-end spojenie cez niekolko prepojenych podsieti
RFC 793, 1122, 1323

= TCP entita akceptuje prud pouzivatelskych dat z lokalnych procesov,
deli ich na Casti a posiela kazdu Cast ako samostatny IP datagram

= Casovace, znovuvysielanie, preusporiadanie do spravneho poradia
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‘ TCP model sluzieb

m TCP sluzba:
o vytvorenie soketov
o spojenie identifikované dvojicou (soket1, soket2)

= Soket

o Cislo (adresa) soketu: IP adresa uzla + port méze sa vyuzit
sucasne pre viac spojeni

o < 1024: zname porty pre standardne sluzby
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‘ TCP model sluzieb

Niektoré zname cCisla portov:

Port Protocol Use
21 FTP File transfer
23 Telnet Remote login
25 SMTP E-mail
69 TFTP Trivial File Transfer Protocol
79 Finger Lookup info about a user
80 HTTP World Wide Web
110 POP-3 Remote e-mail access
119 NNTP USENET news
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‘ TCP model sluzieb

= Cisla portov:

|€| Dane

a http:/ /www.iana.org/assignments/port-numbers - Micre ;|g|5|
File Edit Wiew Faworites Tools  Help .1.’
- - — n .

@ Back - -_J - \ﬂ \ELI __I\J | /- | Search H;:( Favorites {:‘3 | = »
Address I:El ikt £ v iana,org/assignments/port-numbers j Go | Links ‘@ -
Google - || [Clzearch - & | °\ Lockfor Map + »
—

man 18/ tep Mezzage Send Protocol j‘
man 13/ adp Mezzage Send Protocol —
# FRina WNethaniel <-—--none—-—-x»
chargen 19/t Character Generator

chargen 19/ adp Character Generator

ftp-data 20/ ten File Transfer [Default Data]
ftp-data 20/ udp File Transfer [Default Data]

ftn 21/ten File Transfer [Control]

ftn 21/ udp File Transfer [Control]

# Jon Postel <postellisi.edus

==h 2z/ten S5H Rewote Login Protocol

==h 2z udp S5H Rewote Login Protocol

# Tatu Tlonen <ylofcs.hut.fix
telnet 23/ ten Telnet

telnet 23/ udp Telnet

# Jon Postel <postellisi.edus

24/t any private wail systemn
24/ udp any private wail systemn

# Rick Adsm=s <rickRUUNET.UU.NET:
Swtp 25/ ten Simple Mail Transfer

Swtp 25/ udp Simple Mail Transfer

# Jon Postel <postellisi.edus

# 26/ ton Thassigned

# 26/ udp Thassigned -
< I _*|_I

|_|_|_|_|_|ﬂ Internet i
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TCP model sluzieb

= Moznosti:
o priradenie démonov k portom v Case bootovania

o jediny démon v Case bootovania - inetd (Internet daemon) v
UNIXe

= TCP spojenia
o plny duplex, point-to-point (multipoint nie, TCP nepodporuje
multicast ani broadcast)
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‘ TCP model sluzieb

TCP spojenie je prud bajtov, nie prud sprav

napr. vysielaci proces predava TCP prudu 4 segmenty po 512B:

IP header TCP header
\ /

A

V]

B

A B CD

(a) 4 segmenty po 512B
(b) 2048 B dat dorucCenych aplikacii

(b)
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‘ Protokol TCP: TCP segment, MTU

m 32bitové sekvencné Cisla
o Cislovany je kazdy bajt TCP prudu
o samostatné 32 bitove Cisla pre potvrdenia a pre oknové mechanizmy

TCP segment - vymena dat medzi TCP entitami
o 20 B hlaviCka (plus volitelna Cast)+data v inf. poli (O al. viacero B)

a ohranigenie dizky segmentu
= TCP segment < IP payload
= segment sa musi zmestit do MTU danej siet (MTU, max. transfer unit)
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‘ Protokol TCP

= sliding window
o nie jednoduché:
= segmenty mozu prist mimo poradia

= oneskorenie - potom znovuvyslanie, méze byt s inym
rozsahom bajtov
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‘ Hlavicka TCP segmentu

((
J)

{{
J)

A

32 Bits

Y

Source port

Destination port

Sequence number

Acknowledgement number

TCP
header
length

UIA|[P|R|SI|F
R|C|S|[S|Y]|I Window size
G|K|H|T|IN|N

Checksum

Urgent pointer

Options (0 or more 32-bit words)

((
J)

Data (optional)

f{
J)
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Hlavicka TCP segmentu

32 Bits

Destination port

Sequence number

Acknowledgement number

P
S
H

R
S
T

S|F
Y| I
N|N

Window size

Source port
TCP UlA
header R|C
length G|K

Checksum

Urgent pointer

((
)

Options (0 or more 32-bit words)

((
))

({
1J

Data (optional)

((
1)

= TCP segment:
o 20 B hlavi¢ka
o volitelna Cast
o max. 65495 B
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32 Bits

IS N S N N — ] IS N S N — I IS S S [N N — I IS S S N N —

Hlavicka TCP segmentu Source po Destination por

Sequence number

Acknowledgement number

TCP U/A|P|R|S|F
header RIC|S|S|Y]|!I Window size
length G|K|H[T|N|N
Checksum Urgent pointer
%: Options (0 or more 32-bit words)
% Data (optional)

Source port, destination port
o port + I[P adresa: jedinecny 48 bitovy koncovy bod

Sequence number, Acknowledgement number
o Cislovanie, potvrdzovanie

TCP header length
o pocet 32bitovych slov v TCP hlavic¢ke (kvoli Options)

pole 6 bitov - nepouzivané
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Hlavicka TCP segmentu

= 6 jednobitovych flagov

L U000 Do

32 Bits

IS N S N N — I IS N S N — I IS S S [N N — I IS S S N N —

Source port Destination port
Sequence number
Acknowledgement number
TCP U|lA|P|R|S|F
header R|C|S|S|Y]|I Window size
length G|K|H|T|N|N
Checksum Urgent pointer

Options (0 or more 32-bit words)

[
i F

i

Data (optional)

L

URG - 1 ak sa pouziva urgent pointer
ACK - 1 ak potvrdenie, 0 ak bez potvrdenia
PSH - PuSHed data: doruCenie dat bez bufferingu

RST - reset spojenia

SYN - vytvorenie spojenia

FIN - zruSenie spojenia
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32 Bits

Hlavicka TCP segmentu B B Bttt ettt

Source port Destination port

Sequence number

Acknowledgement number

TCP U/A|P|R|S|F
header RIC|S|S|Y]|!I Window size
length G|K|H[T|N|N

Checksum Urgent pointer

Options (0 or more 32-bit words)

[
i F

Data (optional)

i

L

= Window size

o flow control - sliding window s premenlivou velkostou okna
o window size - pocet B bez potvrdenia

= Checksum
o kontrolny sucet hlaviCky, dat a koncepcnej pseudohlavicky
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= pseudohlaviCka pre kontrolny sucet
o detekcia zle dorucenych paketov
o naruSenie protokolovej hierarchie

A

32 Bits

\

Source address

Destination address

00000000 Protocol = 6 TCP segment length
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Hlavicka TCP segmentu = Lo L I

Source port Destination port
Sequence number
Acknowledgement number
TCP U|lA|P|R|S|F
header R|C|S|S|Y]|I Window size
length G|K|H[T|N|N
Checksum Urgent pointer

Options (0 or more 32-bit words)

[
i F

i

Data (optional)

L

= Options

o pridavné moznosti nepokryte regularnou hlavickou
napr. Specifikacia max. TCP inf. pola, ktoré uzol akceptuje
moznost vacsieho okna pre sliding window
0 RFC 1323: option ,Window scale”: pridanie 14 bitov pre Window

size (okna 2730 B)

pouzitie selective repeat namiesto go-back-n, RFC 1106
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‘ Bezdrotoveé TCP

= bezdrét. siete: strata paketov kvOli nespolahlivosti, nie kvoli pretazeniu
RieSenia:
o nepriame TCP (indirect TCP) - rozdelenie nehomogénneho TCP spojenia na
viacero homogénnych
o modifikacia sietového softwaru v zakladnovej stanici

Sender TCP #1 Base
station
/ \ / L
< /
Mobile
host
Router Antenna
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