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Riadenie pret’azenia (Congestion Control)

= pretazenie:
o pamate
o pomalé procesory
o pomalé linky
o nesulad Casti systému

= rozdiel congestion control <-> flow control
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‘ Metody riadenia pret’azenia

(closed loop)

* Informuj o pretazeni
« Uprav Cinnost’ siete

Bez spatnej vazby | Prevencia dobrym navrhom zdroj
(open loop) siete ciel
* Monitoruj systém licitn 5ob
So spatnou « Detekuj miesto vzniku expliciina sp. vazba
vazbou pretazenia

implicitna sp. vazba
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‘ Aplikacia metdd riadenia pret'azenia
= siete s virtualnymi okruhmi

o vV sietovej vrstve

= datagramoveé siete
o Vv transportnej vrstve
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Metody prevencie pret’azenia — systémy bez spitnej vazby
(open loop systems)

Layer Policies

Transport e Retransmission policy

¢ Out-of-order caching policy
e Acknowledgement policy

¢ Flow control policy

e Timeout determination

Network e Virtual circuits versus datagram inside the subnet
¢ Packet queueing and service policy

e Packet discard policy

e Routing algorithm

¢ Packet lifetime management

Data link e Retransmission policy
¢ Qut-of-order caching policy

e Acknowledgement policy
¢ Flow control policy
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Kvalita sluzby
(Quality of Service)

QoS



‘ QoS

= kvalita sluzby QoS: mnozina konkrétnych atributov a ich
parametrov, ktoré presne charakterizuju danu triedu sluzby

= definicie QoS:
o X.140 - QoS v ramci ref. modelu OSI
o 1.350 - QoS v ISDN
o 1.371 - QoS v ATM
o 1.380 - definicia parametrov dvojbodovych spojeni IP siete

= SLA (service level agreement) - kontrakt medzi koncovymi
pouzivatelmi siete a sietovym poskytovatelom
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Kvalita sluzby (Quality of Service)

- QoS - vo vSeobecnosti 4 parametre:
- spolahlivost
- oneskorenie
- jitter
- Sirka pasma
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‘ Poziadavky

Application Reliability | Delay Jitter | Bandwidth
E-mail High Low Low Low
File transfer High Low Low Medium
Web access High Medium | Low Medium
Remote login High Medium | Medium | Low
Audio on demand Low Low High Medium
Video on demand Low Low High High
Telephony Low High High Low
Videoconferencing | Low High High High
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‘ Metody pre dosiahnutie QoS

= ,nadzabezpecenie” (overprovisioning)

= vyuzitie vyrovnavace] pamate (buffering)

= tvarovanie prevadzky (traffic shaping) a dohlad nad
nou (traffic policing)
o leaky bucket, token bucket

= vyhradenie prostriedkov (resource reservation)

= riadenie vstupov (admission control)

= proporcné smerovanie (proportional routing)

= planovanie paketov (packet scheduling)
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,,INadzabezpecenie* (overprovisioning)

= tolko kapacity smerovacov, velkosti vyrovnavacich pamati a sirky
pasma kolko treba ©

= drahé rieSenie ®
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Vyuzitie vyrovnavacej pamate (buffering)

= V prijimaci:
o nezvysuje spolahlivost ani Sirku pasma
o zmensuje jitter (pre multimedialne aplikacie)
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‘ Tvarovanie prevadzky a dohl'ad nad fou

(trattic shaping, tratfic policing)

Traffic shaping - tvarovanie prevadzky :
= nerovnomerny vystup zo zdroja

= tvarovanie prevadzky - vyrovnanie prevadzky na strane servera (nie na
strane klienta)

= dohoda

o SLA - service level agreement
o Traffic Contract
a

Traffic policing - monitorovanie prevadzky, dohlad nad prevadzkou

= |eaky bucket algorithm
= token bucket algorithm
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‘ Algoritmus deravého vedra (The Leaky Bucket Algorithm)
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Algoritmus vedra s povoleniami (The Token Bucket Algorithm)

e Tvarovanie prevadzky (traffic shaping)
e Vyhladzovanie toku buniek, redukovanie zhlukovosti buniek
e Jedna z moznosti - TOKEN BUCKET (forma leaky bucket)

p znameni/sek

Generator
znameni 1
Kapacita B
znameni
Kapacita
K paketov !
> ‘ Ser-@ >
Prichadzajuci Odchadzajuci
paket paket
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Algoritmus vedra s povoleniami (The Token Bucket

Algorithm)
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Vyhradenie prostriedkov (resource
reservation)

= 3 typy prostriedkov
o Sirka pasma
o velkost vyrovnavacej pamate
o rychlost CPU
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Riadenie vstupov (admission control)

= predpoklad: vstupna prevadzka je uz dobre tvarovana
= smerovac sa rozhoduje, Ci zdroj prijme alebo odmietne

= treba dohodnut parametre toku (vysielac, prijimac,
smerovace, ...)

= Specifikacia toku

Parameter Unit
Token bucket rate Bytes/sec
Token bucket size Bytes
Peak data rate Bytes/sec

Minimum packet size | Bytes

Maximum packet size | Bytes

Priklad Specifikacie toku
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Proporcné smerovanie (Proportional Routing)

= rozdelenie prevadzky pre kazdy ciel cez viacero ciest

KIS, M.Oravec, KTL FEI STU



Planovanie paketov (Packet Scheduling)

= ked smerovac spracovava viacero tokov

=V pripade, ze spracovava pakety podla poradia ich prichodu
hrozi, ze agresivny vysielaC zaberie vacsiu cast pasma -
dosah na QoS inych zdrojov

= fair queueing alg. - smerovaC ma osobitné rady pre kazdy tok

= weighted fair queueing - vyssia priorita pre niektoré zdroje
(video, ...)
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‘ IntServ, Integrated Services

= pre streaming multimédii, unicast aj multicast
= RFC 2205-2210, flow-based algorithms, integrated services

= rezervacia sietovych zdrojov smerovaCmi siete
= tok - prud datagramov s IP adresou ciela, identifikatorom protokolu
vysSej vrstvy, adresou aplikacnhého portu procesu
= IntServ - triedy sluzieb:
o sluzba s riadenou zatazou (control load) - podobne ako best effort pri
slabej zatazi siete
o zarucCovana sluzba (guaranteed service) - definovana Sirka pasma a
oneskorenie pre dany tok v sieti TCP/IP

= hlavny protokol pre IntServ - RSVP
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RSVP

= Resource reSerVation Protocol
= RFC 2205

= umoznuje viacerym vysielaCom vysielat viacerym skupinam
prijimacov, umoznuje jednotlivym prijimacom zmenit kanal,
optimalizuje Sirku pasma, eliminuje pretazenie

= multicastove smerovanie vyuzivajuce spanning trees
= smerovaci algoritmus nie je suCastou RSVP
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‘ DiftServ, Differentiated Services

= IntServ-vyZaduje nastavovanie parametrov tokov vopred

= DiffServ - lokalny pristup ku QoS, v kazdom smerovaci
samostatne, bez ohlfadu na celkovu cestu

m RFC 2474,2475

= IntServ - tzv. ,flow-based” pristup
s DiffServ - tzv. ,class-based” pristup

= skupina smerovacov - administrativna doména - definuje sa
mnozina tried sluzieb

= pole v pakete Type of Service (IPv4: ToS, IPv6: TClass)

= bez nastavovania vopred, bez rezervovania zdrojov, bez
dohodovania kazdeho toku
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‘ DittServ - Expedited Forwarding

= RFC 3246
= definovanie tried sluzieb nezavisle od siete
m 2 triedy sluzieb
o obycCajna
o expedited (pakety s prednostnym dorucenim
= smerovac - 2 nezavislé rady (fronty) pre obe triedy sluzieb

Expedited packets |:> () ] = () L]

Regular packets |:> —
[]




‘ DittServ - Assured Forwarding

= Assured Forwarding - zaruCené posielanie

= RFC 2597

= 4 prioritné triedy

= 3 vyradovacie triedy (nizka, stredna, vysoka)
= spolu 12 tried sluzieb

= mozna implementacia toku dat pre zarucené posielanie:
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router

Output
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—>
PPN | Shaper/
Packets ——>>| Classifier Marker [C—> dropper
— >
Four
— priority —

classes
Class Queued packet



Prepinanie navesti (LL.abel Switching) a MPLS

= label switching - prepinanie navesti, znacCiek

= pridanie navestia (znacky) kazdému paketu, smerovanie
podla navestia namiesto cielovej] adresy

= navestie - index v internej smerovacej tabulke,
smerovanie je vyhladavanie v tabulke, VELMI RYCHLE!

= blizko virtualnym okruhom! (X.25, ATM, frame relay)

= label switching, tag switching > RFC 3031: Multiprotocol
Label Switching, MPLS
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MPLS

smerovanie (routing) <-> prepinanie (switching)
kde dat navestie?

format ramca (na linke s protokolom PPP)

Heagers
PPP MPLS P TCP User data CRC
Bits / 20 31 8-~
Label QoS|S| TTL




Headers

MPLS

PPP MPLS IP TCP User data CRC

f H\&H“h%

/ -“\*-..

/ hh“""'--...

/ T~
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Bits - 20 3 1 8~ ~~_
Label QoS|S TTL

= hlavicka MPLS:

o Label - obsahuje index
(v internej smerovacej tabulke)
0 QoS - trieda sluzby

o S (Stack) - zasobnik navesti (viacnasobné navestia v
hierarchickych sietach), ak S=0, paket sa vyradi (kvoli sluCkam)

o TTL

= MPLS - hlavicka nie je Castou hlaviCky link. ani siet’. vrstvy -
nezavislost od linkovej a sietovej vrstvy - MPLS prepinace su
schopné prepajat’ IP pakety aj ATM bunky (,multiprotocol®)

KIS, M.Oravec, KTL FEI STU



MPLS

= odlisnost od tradicnych virtualnych okruhov:
uroven zoskupovania (agregacie)
0 Smerovace zoskupia viaceré toky s rovnakym cielom
a pouziju pre ne rovnake navestia

o FEC (Forwarding Equivalence Class) - toky
zoskupene pod jednym navestim (nielen podla paketu
ale aj podla ich triedy sluzby)
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MPLS

= MPLS <-> tradiCné virtualne okruhy:

o MPLS - pakety okrem navestia obsahuju aj svoju cielovu
adresu

= paket moze niest cely zasobnik navesti

= bit S - info pre smerovac, Ci paket obsahuje este dalSie
navestie
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