Siet’ova vrstva




‘ Siet’ova vrstva

= end-to-end prenos (cela cesta od zdroja do
ciela)
= vCitane vsetkych smerovacov

o linkova vrstva - prenos ramcov medzi 2 bodmi (z
jedného konca média na druhy)
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Smerujeme k IP ... (ako casti TCP/IP)

OSI TCP/IP
7 Application Application
6 Presentation T~ Not present
. Session l,/ in the model
4 Transport Transport
3 Network Internet
2 Data link Host-to-network
1 Physical
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Vsuvka - IP adresy
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‘ Prepajanie paketov Store-and-Forward

Router Carrier's equipment

Process P1

H2

O"

- Process P2

LAN
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Internetovska komunita vs. teletonny svet
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‘ Siete bez a so spojovou orientaciou

= Siete bez spojovej orientacie (connectionless)

o pakety vstupuju do siete nezavisle a su aj nezavisle
smerovaneé

o bez vystavby spojenia
o paket sa nazyva DATAGRAM

= Siete so spojovou orientaciou (connection-oriented)
o vystavba spojenia - SIGNALIZACIA
o spojenia sa nazyva VIRTUALNY OKRUH (virtual circuit)
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‘ Sluzba bez spojovej orientacie
(Connectionless Service)

Packet Router Carrier's equipment
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Smerovacia tabulka a smerovaci algoritmus

= smerovacia tabulka (routing table)
0 navod, kam poslat paket pre kazdy mozny ciefl

= smerovaci algoritmus (routing algorithm)

o algoritmus, ktory spravuje smerovacie tabulky a
robi rozhodnutia o smerovani
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Sluzba so spojovou orientaciou (Connection-Oriented

Service)

O"/ Process

Process P1

Router

Carrier's equipment

- Process P2

A's table C's table E's table
Hi1'1|[CT 1 A1l[ET1 G F
H3: 1 C:2 Ai2||E:2 Ci2||F:

In Out
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Porovnanie steti s datagramami a s virtualnymi okruhmi

Issue

Datagram subnet

Virtual-circuit subnet

Circuit setup

Not needed

Required

Addressing

Each packet contains
the full source and
destination address

Each packet contains a
short VC number

State information

Routers do not hold
state information about connections

Each VC requires router
table space per connection

Routing

Each packet is
routed independently

Route chosen when VC
is set up; all packets
follow it

Effect of router failures

None, except for packets
lost during the crash

All VCs that passed
through the failed
router are terminated

Quality of service Difficult Easy if enough resources
can be allocated in
advance for each VC

Congestion control Difficult Easy if enough resources

can be allocated in
advance for each VC




Smerovacie algoritmy

(Routing algorithms)



‘ Pojmy

Smerovaci algoritmus - Cast softvéru sietovej vrstvy zodpovedna
za rozhodnutie, ktorou vystupnou linkou sa posle prichadzajuci
paket

o pre datagramové podsiete rozhodnutie pre kazdy paket

o pre virt. okruhy - rozhodnutie iba pri zostaveni virt. okruhu (tzv.
session routing)

posielanie (forwarding) na vyst. linku <-> smerovanie (routing) -
vyplnovanie a aktualizacia smerovacich tabuliek

smerovacie algoritmy:
o neadaptivne - statické (cesty urcené vopred)
o adaptivne - dynamické (zmeny na zaklade topoldgie, prevadzky,

)
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Smerovacie algoritmy - kratucky prehl'ad

Statickeé algoritmy

= smerovanie najkratSou cestou (Shortest Path Routing) - podsiet’ ako
neorientovany graf

= NAJKRATSIA cesta: vetvam prislicha METRIKA (hop, geograficka vzdialenost,
Sirka pasma, pravadzka, naklady, priemerna dlzka radu, oneskorenie, ...)

= Dijkstrov algoritmus vypoctu najkratSej cesty (staticky algoritmus)
= zaplavové smerovanie (Flooding)

Dynamicke algoritmy
= Distance Vector Routing (Bellman-Ford, Ford-Fulkerson, RIP)
= Link State Routing

> Hierarchické smerovanie

> Broadcastové smerovanie

> Multicastové smerovanie

> Smerovanie pre mobilné uzly

» Smerovanie v ad-hoc sietach (mobilné su uzly aj smerovace)
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Protokol IP

(Internet Protocol)



Vs lels

5
=

Hlavicky TPv4 a IPv6

1] 4 8 16 19 31
Verzion Type of Service Total Lenszth Version | Priority Flow Label
Payload Length Next Header | Hop Limit
Idennfication Flag= Fragment Offzet
Time to Live Protocol Header Checksom —
Source Address . - Source Address
E -
Destination Address =
Option: + Padding -
(2) IPvd - Destination Address
(k) IPv6
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‘ Hlavicka IPv4

20 octets

Type of Service Total Length

16 19 31

Identification Flags Iragment Offset

Time to Live

Protocol Header Checksum

Source Address

Destination Address

Options + Padding
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‘ H 1 LIV ] I P l Version | IHL Type of Service Total Length
a« » 1 C a » & Identification Flags Fragment Offset

Time to Live Protocol Header Checksum

20 octets

Source Address

Destination Address

Options + Padding

= Version (4 bits): Indicates version number, the value is 4

= |HL — Internet Header Length (4) bits: length of header in 32-bit words;
the minimum value is 5, for a minimum header length of 20 bytes (max is 15
-> 60 bytes)

= Type of Service (8 bits): provides guidance to end-system IP modules and
to routers along the datagram’s path (examples of TOS: minimize delay,
maximize throughput, maximize reliability, minimize monetary cost, normal
service — various combinations of speed and reliability are pOSSIb|e)

= Total Length (16 bits): total datagram length, in bytes (max 65536, for
gigabit networks longer datagrams will be needed)

= Identifier (16 bits): a sequence number, that, together with the source
address, destination address, and user protocol, is intended to identify a
datagram uniquely
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Bit: 0 4 8 16 19 31

Hlavicka [Pv4

Total Length

Identification Flags Fragment Offset

20 octet
=
2
~
=
-
z
g

Header Checksum

Source Address

Destination Address

Options + Padding

Flags (3 bits):only 2 bits are defined

o the More Fragments (MF) bit — indicates whether this is the last fragment in
the original datagram (all fragments except the last one have this bit set)

o the Don’t Fragment (DF) bit — when it is set, it prohibits fragmentation

Fragment Offset (13 bits): indicates where in the original datagram this
fragment belongs, measured in 64-bit units (this implies that fragments
other than the last fragment must contain a data field that is multiple of 64
bits in length)

Time to Live (8 bits): specifies how long (in seconds — max 255 s) a
datagram is allowed to remain in the internet; every router, that processes a
datagram must decrease the TTL by at least one — in practlce TTL is similar
to a hop count (hop = the passage of a packet through one router), when it
hits zero, the packet is discarded and a warning packet is sent to the source
(this prevents datagrams for wandering around forever)
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Bit: 0 4 8 16 19 31

Total Length

Hlavicka [Pv4

Fragment Offset

20 octet
=
2
~
4
=
=
£
~
-
z
g
g

Header Checksum

Destination Address

Options + Padding

Protocol (8 bits): indicates the next higher-level protocol, which is to receive the
data field at the destination (e.g. TCP, UDP)

Header checksum (16 bits): an error-detecting code applied to the header only
(because some header fields may change during transmit (e.g. TTL or segmentation-
related fields), this is reverified and recomputed at each router

Source Address (32 bits): coded to allow a variable allocation of bits to specify the
network and the end system attached to the specified network

Destination Address (32 bits): same characteristics as source address

Options (variable): encodes the options requested by the sending user

Palddinr? (variable): used to ensure that the datagram header is a multiple of 32 bits
in lengt

Data (variable): the data field must be an integer multiple of 8 bits in length; the
maximum length of the datagram (data field + header) is 65 535 bytes
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‘ Classless Routing

Classless IPv4 addressing

jedno z rieseni nedostatku IP adries

RFC 1519

pridelovanie zostavajucich adries v blokoch premenlivej dizky
bez ohfadu na triedy (A ,B, C)

napr. ak organizacia potrebuje 2000 adries, dostane blok 2048 adries
kazdej polozke smerovacej tabulky sa priradi 32-bitova maska

jednotna smerovacia tabulka pre vsetky siete:
o pole trojic (IP adresa, sietova maska, vystupna linka)

AND kazdej polozky smerovacej tabulky s 32-bitovou maskou, az potom
porovnanie s adresami v smerovacej tabulke

ak je zhoda s 2 polozkami, akceptuje sa pripad s viacerymi 1
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‘ Classless Routing

napr. volné adresy pocnuc 192.24.0.0
potreby univerzit:

o Cambridge: 2048 adries

University | First address | Last address | How many | Written as
Cambridge | 194.24.0.0 194.24.7.255 2048 194.24.0.0/21
Edinburgh 194.24.8.0 194.24.11.255 1024 194.24.8.0/22
(Available) | 194.24.12.0 194.24.15.255 1024 194.24.12/22
Oxford 194.24.16.0 194.24.31.255 4096 194.24.16.0/20
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Privatne IP adresy

= tri intervaly IP adries:

o 10.0.0.0 - 10.255.255.255/8 (16 777 216 adries)
o 172.16.0.0 -172.31.255.255/12 (1 048 576 adries)
o 192.168.0.0 - 192.168.255.255/16 (65 536 adries)

= interné vyuzitie je lubovolné
= nesmu sa objavit na internete

= NAT (Network Address Translation): RFC 3022

Frame Relay 23



Riadiace protokoly siet’ovej
vIstvy

(Internet Control Protocols)



‘ ICMP - Internet Control Message

Protocol

= |CMP - hlasenie neCakanych

udalosti
= definované spravy ICMP

m  ZOZNnam SPprav ------------------->
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The Internet Control Message Protocol
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Time Exceeded
Parameter FProblem
Timestamp
Timestamp Reply
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ICMP - Internet Control Message Protocol

Message type Description
Destination unreachable | Packet could not be delivered
Time exceeded Time to live field hit 0
Parameter problem Invalid header field
Source quench Choke packet
Redirect Teach a router about geography
Echo request Ask a machine if it is alive
Echo reply Yes, | am alive
Timestamp request Same as Echo request, but with timestamp
Timestamp reply Same as Echo reply, but with timestamp

Hlavné spravy ICMP
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‘ ARP— Address Resolution Protocol

= mapovanie IP adries na linkové adresy (napr.
Ethernet MAC adresy)
o konfiguracné subory ®
2 ARP © (RFC 826)

= broadcast paket po Ethernete: Kto vlastni IP adresu
X.y.z.q?

= komunikacia v ramci jednej podsiete
= komunikacia medzi podsietami
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‘ ARP— Address Resolution Protocol

=
CS Router has g EE Router has
2 |IP addresses 5 2 |IP addresses
192.31.604. 192.31.60.7
192.31.65.1 192.31.63.3
192.31.65.7 192.31.65.5 192.31.63.8
a X\ »
1 2 3 4
Ethernet
E1 E2 E3 E4 E5 E6 addresses
CS Ethernet Campus EE Ethernet
192.31.65.0 FDDI ring 192.31.63.0
192.31.60.0
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'RARP, BOOTP

RieSenie opacnej otazky: Aka IP adresa zodpoveda danej Ethernetovej
adrese?

a

napr. bootovanie bezdiskovej pracovnej stanice

= RARP

a
a
a

RFC 903
RARP server odpoveda na lokalny broadcast (RARP poziadavka)

RARP pouziva adresu 11...1, nie j smerovana smerovacmi — 1 RARP
server pre kazdu podsiet’

= BOOTP

a
a
g

RFC 951, 1048, 1084
vyuziva UDP spravy smerované smerovacmi

aj pridavné infomacie pre bezdiskovu pracovnu stanicu (IP adresa
servera s jej memory imagom, IP adresa default smerovaca, router,
subnet maska

nevyhoda — manualna konfiguracia tabuliek mapovania IP adresa <->
Ethernet adresa

KIS, M.Oravec, KTL FEI STU



DHCP - Dynamic Host Configuration Protocol

= RFC 2131, 2132
= manualne aj automatickeé priradenie adries
= DHCP server na poziadavku uzla priraduje IP adresu
= DHCP relay agent pre kazdu LAN
= leasing adresy

Newly-booted

host looking for DHCP Other DHCP

its IP address relay networks Router server

\ / \ / /
0
T N
DHCP Discover Unicast packet from

packet (broadcast) DHCP relay to DHCP server
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