Part III�Payment System

Overview



Introduction�Part III presents the description and processing of the payment system portion of the SET protocol, including all messages related to authorization, capture, and management of the payment system.�� 

Organization�Part III includes the following chapters:��

Chapter�Title�Contents�Page��1�� REF P3C1 \* MERGEFORMAT �Common Data and Flows��Presents data structures used throughout the protocol, and describes the message flows embodied in the protocol.�� PAGEREF P3C1 �264���2�� REF P3C2 \* MERGEFORMAT �Cardholder/Merchant Messages��Describes the messages exchanged between the Cardholder and Merchant in the course of the protocol.�� PAGEREF P3C2 �306���3�� REF P3C3 \* MERGEFORMAT �Merchant/Payment Gateway Messages��Describes the messages exchanged between the Merchant and Payment Gateway in the course of the protocol.�� PAGEREF P3C3 �345���

�Chapter 1�Common Data and Flows

Overview



Introduction�Chapter 1 presents the data structures common to payment messages, and presents the message flow model for the payment system.�� 

Organization�Chapter 1 includes the following sections:��

Section�Title�Contents�Page��1�� REF P3C1S1 \* MERGEFORMAT �Data Structures��Presents data structures common to multiple payment messages.�� PAGEREF P3C1S1 �265���2�� REF P3C1S2 \* MERGEFORMAT �General Flow��Presents a summary of a typical payment flow, plus a summary of all messages which may be present in payment system flows.�� PAGEREF P3C1S2 �301��� 

Notation�The notation used in the tables describing structure of the messages is presented on page � PAGEREF map_Notation �59�.�� 

�Section 1�Data Structures

 

Definition�SET messages include several data structures that bear data items which recur from message to message, representing control structures, recurring application data, etc.

The following tables define logically related groups of fields that appear in several places in the various messages. These definitions are presented here for ease of reference, and to provide the common understanding needed to understand the protocol.��

Data Structure�Page��� REF map_TransIDs \* MERGEFORMAT �TransIDs��� PAGEREF map_TransIDs �267���� REF map_PI \* MERGEFORMAT �PI (Payment Instruction)��� PAGEREF map_PI �271���� REF mapInstallRecurData \* MERGEFORMAT �InstallRecurData��� PAGEREF mapInstallRecurData �274���� REF map_AuthToken \* MERGEFORMAT �AuthToken��� PAGEREF map_AuthToken �275���� REF map_AcqCardMsg \* MERGEFORMAT �AcqCardMsg��� PAGEREF map_AcqCardMsg �278���� REF map_CapToken \* MERGEFORMAT �CapToken��� PAGEREF map_CapToken �280���� REF map_PANData \* MERGEFORMAT �PANData��� PAGEREF map_PANData �283���� REF map_PANToken \* MERGEFORMAT �PANToken��� PAGEREF map_PANToken �284���� REF map_SaleDetail \* MERGEFORMAT �SaleDetail��� PAGEREF map_SaleDetail �285���	� REF blockCommercialCardData \* MERGEFORMAT �Commercial card data��� PAGEREF blockCommercialCardData �288���	� REF blockAutomobileRentalData \* MERGEFORMAT �MarketAutoCap��� PAGEREF blockAutomobileRentalData �290���	� REF blockHotelStayData \* MERGEFORMAT �MarketHotelCap��� PAGEREF blockHotelStayData �292���	� REF blockPassengerTransportData \* MERGEFORMAT �Market transport data��� PAGEREF blockPassengerTransportData �293���	� REF blockLocation \* MERGEFORMAT �Location��� PAGEREF blockLocation �294���� REF map_RRTags \* MERGEFORMAT �RRTags��� PAGEREF map_RRTags �295���� REF mapBatchStatus \* MERGEFORMAT �BatchStatus��� PAGEREF mapBatchStatus �296���� REF mapTransactionDetails \* MERGEFORMAT �TransactionDetail��� PAGEREF mapTransactionDetails �298���� REF mapAmountFields \* MERGEFORMAT �Amount Fields��� PAGEREF mapAmountFields �299���� REF mapDateFields \* MERGEFORMAT �Date Fields��� PAGEREF mapDateFields �300���Continued on next page
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Payloads�Payloads are message components that do not directly affect protocol logic, that is, whether and when to send messages and how to treat them cryptographically.  From the protocol point of view, they are opaque fields.  However, they constitute the payment content of the messages.  Protocol software is concerned with encryption, decryption, signatures, checking for hash matches, and so on.  Payment software is concerned with processing payloads.�� 

�TransIDs

 

Purpose�TransIDs provides all the information to uniquely define the transaction and transaction characteristics of which the message is a part.  In particular, TransIDs enables an entity (protocol participant) to relate each message to the transaction of which it is a part, and therefore to the request/response pair (since the request/response pairs can occur only once in each transaction).�� 

TransIDs data���

TransIDs�{LID-C, [LID-M], XID, PReqDate, [PaySysID], Language }��LID-C�Local ID; convenience label generated by and for Cardholder system.��LID-M�Local ID; convenience label generated by and for Merchant system.��XID�Globally unique ID.��PReqDate�Date of purchase request; generated by Merchant in PInitRes or by Cardholder in PReq.��PaySysID�Used by some payment card brands to label transaction from time of authorization onward��Language�Cardholder’s natural language�� 

Notes�TransIDs provides a variety of identifiers for transactions.  XID is described below.  LID-C, LID-M, and PaySysID are identifiers which are assigned by the Cardholder, Merchant, and/or payment system infrastructure to tag transactions in a manner convenient for each of them; however, other parties may not assume characteristics of these labels. LID-M may often be used to hold the MerchantÕs order number associated with the transaction.  PReqDate provides the date of the transaction start and Language provides the language the Cardholder requests for the transaction.  They are included here for convenience so that they travel with each message.��

Generating XID�XID is a transaction ID that is usually generated by the Merchant system, unless there is no PInitRes, in which case it is generated by the Cardholder system. It is a randomly generated 20 byte variable that is globally unique (statistically).  Merchant and Cardholder systems shall use appropriate random number generators to ensure the global uniqueness of XID.��Continued on next page
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TransIDs field generation and usage�The following table specifies when a TransIDs field is generated and used in all the SET messages. The notation used is (notes are listed after the table):

R	Field is required; it is generated by sender of the message and copied to the MessageWrapper.

C	Field is conditional. It may be generated for this message and repeated in MessageWrapper. Otherwise, it is copied from previous message if it exists.

N/P	Not Present in the message or in the MessageWrapper.

(	Copied from the request or the previous message in the protocol. Repeated in MessageWrapper.

I	May be present in an “item” in a data structure of the message.  Not present in the MessageWrapper.��

Message�LID-C�LID-M�XID�PaySysID��PInitReq�R�C 1�N/P�N/P��PInitRes�(�( (C 2)�R�N/P��PReq�(�(�( (R 3)�N/P��PRes�(�( (C 2)�(�C 4��InqReq�(�(�(�C 5��InqRes�(�(�(�C 4��AuthReq�(�(�(�N/P��AuthRes�(�(�(�C 6��AuthRevReq�(�(�(�C��AuthRevRes�(�(�(�(��CapReq�I�I�I�I��CapRes�I�I�I�I��CapRevReq�I�I�I�I��CapRevRes�I�I�I�I��CredReq�I�I�I�I��CredRes�I�I�I�I��CredRevReq�I�I�I�I��CredRevRes�I�I�I�I��Table � SEQ Table \* ARABIC �26�: TransIDs Field Usage

Continued on next page
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Message�LID-C�LID-M�XID�PaySysID��PCertReq�N/P�C�N/P�N/P��PCertRes�N/P�(�N/P�N/P��BatchAdminReq�I�I�I�I��BatchAdminRes�I�I�I�I��CardCInitReq�R�N/P�N/P�N/P��CardCInitRes�(�N/P�N/P�N/P��Me-AqCInitReq�N/P�C�N/P�N/P��Me-AqCInitRes�N/P�(�N/P�N/P��RegFormReq�(�(�N/P�N/P��RegFormRes�(�(�N/P�N/P��CertReq�(�(�N/P�N/P��CertRes�(�(�N/P�N/P��CertInqReq�(�(�N/P�N/P��CertInqRes�(�(�N/P�N/P��� REF _Ref389648643 \* MERGEFORMAT �Table 26: TransIDs Field Usage� (continued)

 �Notes:

Copied from the SET Initiation Process if present.

If no previous LID-M for this transaction exists, the Merchant may generated one for this message.

If no PInitReq/PInitRes pair, generated by the Cardholder.

If sent after receiving an AuthRes with a PaySysID.

If sent after receiving a PRes with a PaySysID.

Payment Gateway may generate for this message.��Continued on next page
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Generation of TransIDs�Construct a TransIDs as follows:��

Step�Action���If a message has been previously received for the current transaction, copy all fields which have been received.���If this is a new transaction, generate all required fields as specified in individual messages and the table above.���Populate any optional fields desired which may be generated by the current entity; these are specified in individual messages.�� 

Processing of  TransIDs�The processing of TransIDs depends on the message. The processing of each message with a TransIDs will describe its processing.�� 

�PI (Payment Instruction)

 

Purpose�PI (Payment Instruction) is the most central and sensitive data structure in SET.  It is used to pass the data required to authorize a payment card payment from the Cardholder to the Payment Gateway, which will use the data to initiate a payment card transaction through the traditional payment card financial network.  The data is encrypted by the Cardholder  and sent via the Merchant, such that the data is hidden from the Merchant unless the Acquirer passes the data back to the Merchant.�� 

Variations�There are three versions of the PI. The first two are created by Cardholders; the third is created by Payment Gateways to support split shipments and recurring payments. The variations are:��

PIUnsigned�Created by a Cardholder with no signature certificate. Used in a PReqUnsigned message.

Data integrity is provided through the addition of a hash of the PI data which is protected in the OAEP block.  No source authentication is provided by this mechanism.��PIDualSigned�Created by a Cardholder who possesses a signature certificate. Used in a PReqDualSigned message.

The cardholder’s signature authenticates the source as well as providing data integrity.��AuthToken�Created by the Payment Gateway. The Merchant extracts the PI for later incorporation into AuthReq.

This version is used to support split shipment, and is passed back from the Payment Gateway after initial authorization to be used to request subsequent authorizations.��Continued on next page
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PI data���

PI�< PIUnsigned, PIDualSigned, AuthToken >

Cardholder creates PIUnsigned or PIDualSigned.

Payment gateway creates AuthToken to support split shipments or installment/recurring payments.

Merchant shall retain the PI for later incorporation into AuthReq. ��PIUnsigned�EXH(P,  PI-OILink, PANToken)

See page � PAGEREF blockPANToken �284� for PANToken.��PIDualSigned�{PISignature, EX(P,  PI-OILink, PANData)}

See page � PAGEREF blockPANData �283� for PANData.��AuthToken�See page � PAGEREF blockAuthToken �275�.��PI-OILink�L(PIHead, OIData)

See page � PAGEREF blockPIHead �273� for PIHead. See page � PAGEREF blockOIData �325� for OIData.��PISignature�SO(C, PI-TBS)��PI-TBS�{HPIData, HOIData}��HPIData�DD(PIData)��HOIData�DD(OIData)

See page � PAGEREF blockOIData �325� for OIData.��PIData�{PIHead, PANData}

See page � PAGEREF blockPIHead �273� for PIHead. 

See page � PAGEREF blockPANData �283� for PANData.��Table � SEQ Table \* ARABIC �27�: PI�xe "PI"�

Continued on next page
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PIHead���

PIHead�{TransIDs, Inputs, MerchantID, [InstallRecurData], TransStain, SWIdent, [AcqBackKeyData], [PIExtensions]}��TransIDs�See page � PAGEREF blockTransIDs �267�.��Inputs�{HOD, PurchAmt} ��MerchantID�Copied from Merchant signature certificate��InstallRecurData�See page � PAGEREF blockInstallRecurData �274�.��TransStain�HMAC(XID, CardSecret)��SWIdent�String identifying the software (vendor and version) initiating the request. It is specified in the PI so the Payment Gateway knows the software of the Cardholder.��AcqBackKeyData�{AcqBackAlg, AcqBackKey}��PIExtensions�The data in an extension to the payment instructions must be financial and should be important for the processing of an authorization by the Payment Gateway, the financial network, or the issuer.��Table � SEQ Table \* ARABIC �28�: PIHead�xe "PIHead"�



Notes�The application data in this message consists of PIData, from which PANData is distinguished by being provided a stronger cryptographic treatment.  PANData is the payment card information.  PIData includes all other purchase data, and transaction identification and cryptographic support variables.  These are detailed in the discussion of the purchase messages later in this document.�� 

�InstallRecurData

 

Purpose�InstallRecurData allows the Cardholder to authorize installment payments or recurring payments.�� 

InstallRecurData data��� 

InstallRecurData�{InstallRecurInd, [IRExtensions]}��InstallRecurInd�< InstallTotalTrans, Recurring >��IRExtensions�The data in an extension to installment or recurring data must be financial and should relate to the processing of subsequent authorizations by the Merchant and the Payment Gateway.

Note: The installment/recurring data is not transmitted to the issuer.��InstallTotalTrans�Cardholder specifies a maximum number of permitted Authorizations for installment payments. ��Recurring�{RecurringFrequency, RecurringExpiry}��RecurringFrequency�The minimum number of days between Authorizations (a frequency of monthly is indicated by a value of 28), and…��RecurringExpiry�a final date, after which no further Authorizations are permitted. ��Table � SEQ Table \* ARABIC �29�: InstallRecurData�xe "InstallRecurData"�



Extension guideline�The split/recurring data is a component of the payment instructions that is copied into the authorization token. The data in an extension shall be financial and should relate to the processing of subsequent authorizations by the Merchant and the Payment Gateway.

Note: The split/recurring data is not transmitted to the Issuer.�� 

�AuthToken

 

Purpose�AuthToken represents data required by a Payment Gateway for subsequent authorizations of a transaction, which is provided by a Payment Gateway at the time of previous authorization of the transaction.  The Payment Gateway updates the AuthToken as necessary, and only the Payment Gateway can read the information it contains.�� 

AuthToken data���

AuthTokenData�{TransIDs, PurchAmt, MerchantID, [AcqBackKeyData], [InstallRecurData], [RecurringCount], PrevAuthDateTime, TotalAuthAmount, AuthTokenOpaque}��PANToken���TransIDs���PurchAmt�Fields copied from Cardholder-produced PIHead. See page � PAGEREF blockPIHead �273�.��MerchantID���AcqBackKeyData���InstallRecurData���RecurringCount�Number of recurring Authorizations performed so far.��PrevAuthDateTime�Date and time of Merchant’s last Authorization in a sequence of recurring Authorizations.��TotalAuthAmount�The total amount authorized so far by all Authorizations for this XID.��AuthTokenOpaque�Opaque data defined by the generating Payment Gateway.��Table � SEQ Table \* ARABIC �30�: AuthToken�xe "AuthToken"�

Continued on next page
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Generation of AuthToken����Construct AuthTokenTBE as follows:�������If this is the first authorization (i.e. it is being generated from a PI)�Populate PANToken, TransIDs, PurchAmt, MerchantID and, if present in the PI, AcqBackInfo and InstallRecurData from the PI.

Populate RecurringCount with 1.

Populate PrevAuthDateTime with the current date.

Populate TotalAuthAmount with the AuthAmt from the authorization response which will contain this AuthToken.

�����If this is a subsequent authorization (i.e. it is being generated from a previous AuthToken)�Populate PANToken, TransIDs, PurchAmt, MerchantID and, if present, AcqBackInfo and InstallRecurData from the previous AuthToken.

Increment the RecurringCount by 1.

Populate PrevAuthDateTime with the current date.

Increase TotalAuthAmount by the AuthAmt from the authorization response which will contain this AuthToken.

�����If this is an authorization reversal (i.e. it is being generated from a previous AuthToken)

�Populate PANToken, TransIDs, PurchAmt, MerchantID, PrevAuthDateTime and, if present, AcqBackInfo and InstallRecurData from the previous AuthToken.

If this is a reversal of the full authorized amount (i.e. the AuthNewAmt in the AuthRevReq is 0), decrement the RecurringCount by 1.

Decrease TotalAuthAmount by the AuthNewAmt from the authorization reversal response which will contain this AuthToken.����Construct PANToken (see page � PAGEREF map_PANToken �284�).������Envelope the data with the EncX encapsulation using P1 = P2 = Cert�PE as the s and r parameters, the AuthTokenTBE (from Step 1) as parameter t, and PANToken (from Step 2) as parameter p.����� Continued on next page
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Processing of AuthToken���Step�Action���Extract the AuthToken from the EncX encapsulation using the Payment Gateway’s private encryption key.���If this is an authorization request and the AuthToken has already been used in an authorization, set the AuthCode to piPreviouslyUsed.���If this is an authorization reversal request and the AuthToken has not been used in an authorization, set the AuthCode to piAuthMismatch.���If this is an authorization request and InstallRecurData is specified with Recurring information:

Verify that the current date is before the RecurringExpiry date.  If it does not verify, set AuthCode to recurringExpired.

Verify that the current date is later than the PrevAuthDate plus the number of days specified in RecurringFrequency.  If it does not verify, set AuthCode to recurringTooSoon.���If this is an authorization request and InstallRecurData is specified with Installment information, perform specific payment card brand policy.���If AuthCode has not been set in the previous steps, forward the data from the AuthToken to the authorization process.��

�AcqCardMsg

 

Purpose�This field provides a mechanism for an Acquirer to send a message back to the Cardholder, without exposing it to the Merchant.  It may be sent after the Payment Gateway has received the AuthReq message from the Merchant.�� 

AcqCardMsg data��� 

AcqCardMsg�EncK(AcqBackKeyData, P, AcqCardCodeMsg)

AcqBackKeyData is supplied by the Cardholder in the PI. The encrypted message is destined to the Cardholder.��AcqBackKeyData�Copied from PIHead.AcqBackKeyData; see page � PAGEREF blockPIHead �273�.��AcqCardCodeMsg�{AcqCardCode, AcqCardMsgData}��AcqCardCode�Enumerated code.��AcqCardMsgData�{[AcqCardText], [AcqCardURL], [AcqCardPhone]}��AcqCardText�Textual message to be displayed to Cardholder.��AcqCardURL�URL referencing HTML message to be displayed to Cardholder.��AcqCardPhone�Phone number to be presented to the Cardholder.��Table � SEQ Table \* ARABIC �31�: AcqCardMsg�xe "AcqCardMsg"�

 

Notes�This is tunneled from the Acquirer to the Cardholder through the Merchant. The Cardholder sends the symmetric key needed to decrypt it upstream in the PI. The Merchant receives it in AuthRes and is required to copy it to PRes and InqRes.

This is an optional field of the protocol, and it is available only if supported by the profile of a payment card brand via the Payment Gateway’s encryption certificate (Cert�PE).��Continued on next page
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AcqCardCode�The following values are defined for AcqCardCode.��

messageOfDay�A message the Acquirer wishes to display to all users.��accountInfo�Information about the account to be passed back to the user.��callCustomerService�Prompts the application to display a message requesting that the user call Customer Service.��Figure � SEQ Figure \* ARABIC �25�: Enumerated Values for AcqCardCode�xe "AcqCardCode"��xe "Enumerated Values for AcqCardCode"�

 

�CapToken

 

Purpose�CapToken represents data required by a Payment Gateway for capture of a transaction, which is provided by a Payment Gateway at the time of authorization of the transaction. It is generated by the Payment Gateway when an authorization is requested without a capture.�� 

CapToken data��� 

CapToken�< Enc(P1, P2, CapTokenData), �   EncX(P1, P2, CapTokenData, PANToken ), �   {} >

P1 and P2 denote Payment Gateways:

P1 is the sender.

P2 is the receiver. 

In this version of SET, P1 and P2 are always the same Payment Gateway.��CapTokenData�{AuthRRPID, AuthAmt, TokenOpaque}��PANToken�See page � PAGEREF blockPANToken �284�.��AuthRRPID�The RRPID that appeared in the corresponding AuthReq or AuthRevReq.��AuthAmt�Actual amount authorized, which may differ from Cardholder’s PurchAmt.��TokenOpaque�Opaque data defined by the generating Payment Gateway.��Table � SEQ Table \* ARABIC �32�: CapToken�xe "CapToken"�

Continued on next page
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Generating CapToken�This version of SET, only supports encryption to the same Payment Gateway; that is, P1=P2.��

Step�Action���If generated during an authorization process, set the AuthAmt in CapTokenData equal to the AuthAmt to be returned in the AuthRes.

Otherwise, if generated during an authorization reversal process, set the AuthAmt in CapTokenData equal to the AuthNewAmt to be returned in the AuthRevRes.���Populate the TokenOpaque in CapTokenData with private data required for clearing.���If the Merchant normally receives PANToken from the Acquirer, then:

Populate PANToken from details in the PI.

Use EncX encapsulation with CapTokenData in the normally encrypted part and PANToken in the extra encrypted part.

Otherwise:

Use Enc encapsulation with CapTokenData.�� Continued on next page
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Processing of CapToken���

Step�Action���Extract the CapTokenData from the EncX or Enc encapsulation using the Payment Gateway’s private encryption key.���If this is a capture request and the CapToken has already been used in a capture request, set the CapCode in the CapResPayload to duplicateRequest.���If this is a capture reversal request, credit request, or credit reversal request and the CapToken has not previously been used in a capture request, set the CapRevOrCredCode in the CapRevOrCredResPayload to originalNotFound.���If this is a capture reversal request and the CapToken has already been used in a capture reversal request, set the CapRevOrCredCode in the CapRevOrCredResPayload to duplicateRequest.���If CapCode or CapRevOrCredCode has not been set in the previous step, forward the data from the CapToken to the capture process.��

�PANData

 

Purpose�PANData contains the information identifying the specific payment card account.  The structure is broken out so that it can conveniently be separated and encrypted under appropriately strong encryption for sensitive data.�� 

PANData data���

PANData�{PAN, CardExpiry, PANSecret, EXNonce}

Always in the extra (OAEP) slot of an encapsulation operator.��PAN�Primary Account Number; typically, the account number on the card.��CardExpiry�Expiration date on the card.��PANSecret�Secret value shared among Cardholder, Payment Gateway, and Cardholder CA; prevents guessing attacks on PAN in the Cardholder certificate.��EXNonce�A fresh nonce to foil dictionary attacks on PANData.��Table � SEQ Table \* ARABIC �33�: PANData�xe "PANData"�

 

Generating PANData��� 

Step�Action���Populate PAN with the cardholder’s account number.���Populate CardExpiry with the cardholder’s account expiration date.���Populate PANSecret, which was received from Certificate Authority with the Cardholder certificate.  For a cardholder without a certificate, all the octets of  this field are set to zero (00 hex).���Generate a fresh EXNonce.�� 

�PANToken

 

Purpose�PANToken, like PANData, contains the information identifying the specific payment card account.  PANToken is used when PANSecret is not needed to provide blinding of the data.�� 

PANToken data���

PANToken�{PAN, CardExpiry, EXNonce}

Always in the extra (OAEP) slot of an encapsulation operator.��PAN�Primary Account Number; typically, the account number on the card.��CardExpiry�Expiration date on the card.��EXNonce�A fresh nonce to foil dictionary attacks on PANToken.��Table � SEQ Table \* ARABIC �34�: PANToken�xe "PANToken"�

 

Generating PANToken��� 

Step�Action���Populate PAN with the cardholder’s account number.���Populate CardExpiry with the cardholder ’s account expiration date.���Generate a fresh EXNonce.�� 

�SaleDetail

 

Purpose�SaleDetail collects data associated with sale represented by the payment card transaction.  It is generated as part of the settlement process between the Merchant and the Payment Gateway.��

Brand-specific mapping�The mapping of the order identification from SaleDetail to the data formats used by payment card brands will be published as requirements in brand-specific documentation and does not appear in the SET version 1.0 documents.��

Merchant generating SaleDetail�For AuthReq, CredReq, and CapReq, optional: Populate BatchID with the value of a currently open batch for the Brand and BIN associated with the transaction and a BatchSequenceNumber.

For AuthReqRev CapReqRev, and CredReqRev: copy BatchID and BatchSequenceNumber from corresponding AuthReqPayload (for a AuthReqReq), from corresponding CapReq (for a CapReqRev), or from corresponding CredReq (for a CredReqRev).��

Payment Gateway receives SaleDetail�For AuthReq, CredReq, and CapReq: if present, verify the BatchID is an open batch for the Brand and BIN; and verify that the BatchSequenceNumber is unique within the Batch.

For AuthReqRev, CredReqRev, and CapReqRev: if present, verify that BatchID and BatchSequenceNum correspond to the AuthRRPID of the original transaction.��

Extension guideline�The sale detail carries information from the Merchant necessary for the Payment Gateway to produce a clearing request message (for payment) that can be processed by the Acquirer or financial network for transmission to the Issuer. The data in an extension to the sale detail shall be financial and should be important for the processing of a capture request by the Payment Gateway, the financial network or the Issuer.��Continued on next page
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SaleDetail data���

SaleDetail�{[BatchID], [BatchSequenceNum], [PayRecurInd], [MerOrderNum], [AuthCharInd], [MarketSpecSaleData], [CommercialCardData], [OrderSummary], [CustomerReferenceNumber], [CustomerServicePhone], OKtoPrintPhoneInd, [SaleExtensions]}

Note: This field may appear in an AuthReq with CaptureNow set to TRUE or in the capture-related messages; when appearing in AuthReq, the fields noted as originating from AuthResPayload are not present.��BatchID�Identification of the settlement batch for merchant-acquirer accounting.��BatchSequenceNum�The sequence number of this item within the batch.��PayRecurInd�Enumerated transaction type.��MerOrderNum�Merchant order number.��AuthCharInd�Copied from AuthResPayload; see page � PAGEREF blockAuthResPayload �359�.��MarketSpecSaleData�{[MarketSpecDataID], [MarketSpecCapData]}��CommercialCardData�Description of items for this capture; see page � PAGEREF blockCommercialCardData �288�. Typically, this information is only included for commercial card products under special arrangement between the merchant and the customer.��OrderSummary�A summary description of the order.��CustomerReferenceNumber�A reference number assigned to the order by the Cardholder.��CustomerServicePhone�The Merchant’s customer service telephone number��OKtoPrintPhoneInd�A Boolean value indicating if the Issuer may print the customer service telephone number on the Cardholder’s statement.��Table � SEQ Table \* ARABIC �35�: SaleDetail�xe "SaleDetail"�

Continued on next page
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�styleref "Block Label"�SaleDetail dataFields� (continued)���

SaleExtensions�The data in an extension to the sale detail must be financial and should be important for the processing of a capture request by the Payment Gateway, the financial network, or the issuer.��MarketSpecDataID�Copied from AuthResPayload; see page � PAGEREF blockAuthResPayload �359�.��MarketSpecCapData�< MarketAutoCap, MarketHotelCap, MarketTransportCap >

Market-specific capture data.��MarketAutoCap�Automobile rental charge description. See page � PAGEREF blockMarketAutoCap �290�.��MarketHotelCap�Hotel charge description. See page � PAGEREF blockMarketHotelCap �287�.��MarketTransportCap� Passenger transport data. See page � PAGEREF blockMarketTransportCap �293�.���styleref "Caption"�Table 35: SaleDetail�, continued



PayRecurInd�The following values are defined for PayRecurInd.��

unknown    �The type of transaction is unknown��singleTransaction�The transaction consists of a single authorization and capture��recurringTransaction�The transaction consists of multiple authorizations and captures that are repeated on a regular basis��installmentPayment�The transaction consists of multiple authorizations and captures that are performed a fixed number of times��otherMailOrder�Any other mail order transaction��Figure � SEQ Figure \* ARABIC �26�: Enumerated Values for PayRecurInd�xe "Enumerated Values for PayRecurInd"��xe "PayRecurInd"�

Continued on next page
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Commercial card data���

CommercialCardData�{[ChargeInfo], [MerchantLocation], [ShipFrom], [ShipTo], [ItemSeq]}��ChargeInfo�{[TotalFreightShippingAmount], [TotalDutyTariffAmount], [DutyTariffReference], [TotalNationalTaxAmount], [TotalLocalTaxAmount], [TotalOtherTaxAmount], [TotalTaxAmount], [MerchantTaxID], [MerchantDutyTariffRef], [CustomerDutyTariffRef], [SummaryCommodityCode], [MerchantType]}��MerchantLocation�Location; see page � PAGEREF blockLocation �294���ShipFrom�Location; see page � PAGEREF blockLocation �294���ShipTo�Location; see page � PAGEREF blockLocation �294���ItemSeq�{Item +}�1 to 999 item level detail records��TotalFreightShippingAmount�The total amount added to the order for shipping and handling.��TotalDutyTariffAmount�The total amount of duties or tariff for the order.��DutyTariffReference�The reference number assigned to the duties or tariff for the order.��TotalNationalTaxAmount�The total amount of national tax (sales or VAT) applied to the order.��TotalLocalTaxAmount�The total amount of local tax applied to the order.��TotalOtherTaxAmount�The total amount of other taxes applied to the order.��TotalTaxAmount�The total amount of taxes applied to the order.��MerchantTaxID�The tax identification number of the Merchant.��MerchantDutyTariffRef�The duty or tariff reference number assigned to the Merchant.��CustomerDutyTariffRef�The duty or tariff reference number assigned to the Cardholder.��Table � SEQ Table \* ARABIC �36�: CommercialCardData�xe "CommercialCardData"�

Continued on next page
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�styleref "Block Label"�Commercial card data� (continued)���

���SummaryCommodityCode�The commodity code that applies to the entire order.��MerchantType�The type of merchant.��Item�{Quantity, [UnitOfMeasureCode], Descriptor, [CommodityCode], [ProductCode], [UnitCost], [NetCost], DiscountInd, [DiscountAmount], [NationalTaxAmount], [NationalTaxRate], [NationalTaxType], [LocalTaxAmount], [OtherTaxAmount], ItemTotalCost}��Quantity�The quantity for the line item.��UnitOfMeasureCode�The unit of measure for the line item.��Descriptor�A description of the line item.��CommodityCode�The commodity code for the line item.��ProductCode�The product code for the line item.��UnitCost�The unit cost of the line item.��NetCost�The net cost per unit of the line item.��DiscountInd�Indicates if a discount was applied.��DiscountAmount�The amount of discount applied to the line item.��NationalTaxAmount�The amount of national tax (sales or VAT) applied to the line item.��NationalTaxRate�The national tax (sales or VAT) rate applied to the line item.��NationalTaxType�The type of national tax applied to the line item.��LocalTaxAmount�The amount of local tax applied to the line item.��OtherTaxAmount�The amount of other taxes applied to the line item.��ItemTotalCost�The total cost of the line item.���styleref "Caption"�Table 36: CommercialCardData�, continued

Continued on next page
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MarketAutoCap���

MarketAutoCap�{[RenterName], [RentalLocation], RentalDateTime, [AutoNoShow], [RentalAgreementNumber], [ReferenceNumber], [InsuranceType], [AutoRateInfo], [ReturnLocation], ReturnDateTime, AutoCharges}��RenterName�The name of the person renting the vehicle.��RentalLocation�Location; see page � PAGEREF blockLocation �294�.��RentalDateTime�The date (and optionally time) the vehicle was rented.��AutoNoShow�Enumerated code indicating that the customer failed to show up to rent the vehicle as scheduled.��RentalAgreementNumber�The rental agreement number.��ReferenceNumber�The rental reference number.��InsuranceType�The type of insurance selected by the renter.��AutoRateInfo�{AutoApplicableRate, [LateReturnHourlyRate], [DistanceRate], [FreeDistance], [VehicleClassCode], [CorporateID]}��ReturnLocation�Location; see page � PAGEREF blockLocation �294�.��ReturnDateTime�The date (and optionally time) the vehicle was returned.��AutoCharges�{RegularDistanceCharges, [LateReturnCharges], [TotalDistance], [ExtraDistanceCharges], [InsuranceCharges], [FuelCharges], [AutoTowingCharges], [OneWayDropOffCharges], [TelephoneCharges], [ViolationsCharges], [DeliveryCharges], [ParkingCharges], [OtherCharges], [TotalTaxAmount], [AuditAdjustment]}��AutoApplicableRate�<DailyRentalRate, WeeklyRentalRate>��LateReturnHourlyRate�The hourly charge for late returns.��DistanceRate�The rate charged per mile in excess of any free distance allowance.��FreeDistance�The distance the vehicle can travel per day without incurring an additional charge.��Table � SEQ Table \* ARABIC �37�: MarketAutoCap�xe "MarketAutoCap"�

Continued on next page
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�styleref "Block Label"�MarketAutoCap� (continued)���

VehicleClassCode�The class of vehicle rented.��CorporateID�The corporate identification number that applies to the rental rate.��RegularDistanceCharges�The amount of charges for the rental (excluding extras classified below).��LateReturnCharges�The amount of charges for returning the vehicle after the date and time due back.��TotalDistance�The total distance the vehicle was driven.��ExtraDistanceCharges�The amount of the charges resulting from exceeding the free distance allowance.��InsuranceCharges�The amount of charges resulting from insurance.��FuelCharges�The amount of refueling charges.��AutoTowingCharges�The amount of charges resulting from towing.��OneWayDropOffCharges�The amount of the drop-off charges resulting from a one�way rental.��TelephoneCharges�The amount of charges resulting from the use of the rental vehicle telephone.��ViolationsCharges�The amount of charges resulting from violations assessed during the rental period.��DeliveryCharges�The amount of charges resulting from the delivery of the rental vehicle.��ParkingCharges�The amount of charges resulting from parking the rental vehicle.��OtherCharges�The amount of other charges not classified elsewhere.��TotalTaxAmount�The total amount of taxes applied to the rental.��AuditAdjustment�The amount the transaction was adjusted as a result of auditing by the rental company.��DailyRentalRate�The daily rental rate.��WeeklyRentalRate�The weekly rental rate.���styleref "Caption"�Table 37: MarketAutoCap�, continued

Continued on next page
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MarketHotelCap���

MarketHotelCap��{ArrivalDate, [HotelNoShow], DepartureDate, [DurationOfStay], [FolioNumber], [PropertyPhone], [CustomerServicePhone], [ProgramCode], [HotelRateInfo], HotelCharges}��ArrivalDate�The date the Cardholder checked in (or was scheduled to check in) to the hotel.��HotelNoShow�Enumerated code indicating that the customer failed to check in to the hotel as scheduled.��DepartureDate�The date the Cardholder checked out of the hotel.��DurationOfStay�The number of days the Cardholder stayed in the hotel.��FolioNumber�The folio number.��PropertyPhone�The telephone number of the hotel.��CustomerServicePhone�The customer service telephone number (of the hotel or the hotel chain).��ProgramCode�A code indicating the type of special program that applies to the stay.��HotelRateInfo�{DailyRoomRate, [DailyTaxRate]}��HotelCharges�{RoomCharges, [RoomTax], [PrepaidExpenses], [FoodBeverageCharges], [RoomServiceCharges], [MiniBarCharges], [LaundryCharges], [TelephoneCharges], [BusinessCenterCharges], [ParkingCharges], [MovieCharges], [HealthClubCharges], [GiftShopPurchases], [FolioCashAdvances], [OtherCharges], [TotalTaxAmount], [AuditAdjustment]}��DailyRoomRate�The daily room rate. This value includes applicable taxes unless the DailyTaxRate is specified.��DailyTaxRate�The amount of taxes applied to the daily room rate.��Table � SEQ Table \* ARABIC �38�: MarketHotelCap�xe "MarketHotelCap"�

Continued on next page
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�styleref "Block Label"�MarketHotelCap� (continued)���

RoomCharges�The total amount charged for the room (excluding extras classified below).��RoomTax�The amount of tax applied to the RoomCharges.��PrepaidExpenses�The total amount of pre-paid expenses.��FoodBeverageCharges�The total amount of food and beverage charges.��RoomServiceCharges�The total amount of room service charges.��MiniBarCharges�The total amount of mini bar charges.��LaundryCharges�The total amount of laundry charges.��TelephoneCharges�The total amount of telephone charges.��BusinessCenterCharges�The total amount of business center charges.��ParkingCharges�The total amount of parking charges.��MovieCharges�The total amount of in-room movie charges.��HealthClubCharges�The total amount of health club charges.��GiftShopPurchases�The total amount of gift shop purchase charges.��FolioCashAdvances�The total amount of cash advances applied to the room.��OtherCharges�The total amount of other charges (not classified above).��TotalTaxAmount�The total amount of taxes applied to the bill.��Audit Adjustment�The amount the transaction was adjusted as a result of auditing by the hotel.���styleref "Caption"�Table 38: MarketHotelCap�, continued



Market transport data���

MarketTransportCap�{PassengerName, DepartureDate, OrigCityAirport, [TripLegSeq], [TicketNumber], [TravelAgencyCode], [TravelAgencyName], [Restrictions]}��PassengerName�The name of the passenger to whom the tickets were issued.��DepartureDate�The departure date.��OrigCityAirport�The city of origin for the trip.��TripLegSeq�{TripLeg +}�1 to 16 TripLeg records.��TicketNumber�The ticket number.��TravelAgencyCode�The travel agency code.��TravelAgencyName�The travel agency name.��Table � SEQ Table \* ARABIC �39�: MarketTransportCap�xe "MarketTransportCap"�

Continued on next page
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�styleref "Block Label"� (continued)���

Restrictions�Enumerated code indicating restrictions on refunds or changes.��TripLeg�{DateOfTravel, CarrierCode, ServiceClass, StopOverCode, DestCityAirport, [FareBasisCode], [DepartureTax]}��DateOfTravel�The date of travel for this trip leg.��CarrierCode�The carrier code for this trip leg.��ServiceClass�The class of service for this trip leg.��StopOverCode�Enumerated code indicating whether stopovers are permitted for this trip leg.��DestCityAirport�The destination city for this trip leg.��FareBasisCode�The fare basis code for this trip leg.��DepartureTax�The departure tax for this trip leg.���styleref "Caption"�Table 39: MarketTransportCap�, continued



Location data���

Location�{CountryCode, [City], [StateProvince], [PostalCode], [LocationID]}��CountryCode�The ISO 3166 country code for the location.��City�The city name of the location.��StateProvince�The name or abbreviation of the state or province.��PostalCode�The postal code of the location.��LocationID�An identifier that the Merchant uses to specify one of its locations��



�RRTags

 

Purpose�RRTags carries message identification data; in particular, RRPID serves as the unique identifier for a message pair.�� 

RRTags data���

RRTags�{RRPID, MerTermIDs, Date}��RRPID�Fresh request/response pair ID.��MerTermIDs�{MerchantID, [TerminalID], [AgentNum], [ChainNum], [StoreNum]}��Date�Current date for aging logs.��MerchantID�Cardholder inserts this data in PIHead. It is copied from MerID in the Merchant signature certificate. ��TerminalID�Merchant inserts this data in AuthReq.��AgentNum�Merchant inserts this data in AuthReq.��ChainNum�Merchant inserts this data in AuthReq.��StoreNum�Merchant inserts this data in AuthReq.��Table � SEQ Table \* ARABIC �40�: RRTags�xe "RRTags"�

 

Generate RRTags���

Step�Action���Generate a fresh RRPID.  Save in transaction database.���Populate MerTermIDs from stored data at Merchant, describing the location of the sale.���Populate Date with current date.�� 

�BatchStatus



Purpose�To return the status of a batch from a Payment Gateway to the Merchant or to reconcile the value of a batch from the Merchant to the Payment Gateway.��

BatchStatus data���

BatchStatus�{OpenDateTime, [ClosedWhen], BatchDetails, [BatchExtensions]}��OpenDateTime�The date and time the batch was opened.��ClosedWhen�{CloseStatus, CloseDateTime}��BatchDetails�{BatchTotals, [BrandBatchDetailsSeq]}��BatchExtensions�The data in an extension to the batch administration message must be financial and should be important for the processing of the batch administration request.��CloseStatus�Enumerated code indicating status of batch close.��CloseDateTime�The date and time the batch was closed.��BatchTotals�{TransactionCountCredit, TransactionTotalAmtCredit, TransactionCountDebit, TransactionTotalAmtDebit, [BatchTotalExtensions]}��BrandBatchDetailsSeq�{BrandBatchDetails +}��TransactionCountCredit�The number of transactions that resulted in a credit to the Merchant's account.��TransactionTotalAmtCredit�The total amount credited to the Merchant's account.��TransactionCountDebit�The number of transactions that resulted in a debit to the Merchant's account.��TransactionTotalAmtDebit�The total amount debited from the Merchant's account.��Continued on next page
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�styleref "Block Label"�BatchStatus data� (continued)���

BatchTotalExtensions�The data in an extension to the batch administration response message must be financial and should be important for the processing of the batch administration request.

Note: Information regarding the processing of the request itself should appear in an extension to BatchAdminResData; information regarding the status of a batch should appear in an extension to BatchStatus; information regarding detail for an item within the capture batch should appear in an extension to TransactionDetail.��BrandBatchDetails�{BrandID, BatchTotals}��BrandID�Payment card brand (without product type).��Table � SEQ Table \* ARABIC �41�: BatchStatus�xe "BatchStatus"�



�TransactionDetail



Purpose�To provide details of a transaction in a batch from a Payment Gateway to the Merchant or to reconcile the value of a transaction from the Merchant to the Payment Gateway.��

TransactionDetail data���

TransactionDetail�{TransIDs, AuthRRPID, BrandID, BatchSequenceNum, [ReimbursementID], TransactionAmt, TransactionAmtType, [TransactionStatus], [TransExtensions]}��TransIDs�The transaction identifiers from the authorization/capture processing of the item.��AuthRRPID�The RRPID that appeared in the corresponding AuthReq or AuthRevReq.��BrandID�Payment card brand (without product type).��BatchSequenceNum�The sequence number of this item within the batch.��ReimbursementID�Enumerated code indicating the type of reimbursement for the item.��TransactionAmt�The amount for the item of the type indicated by TransactionAmtType. The amount is always specified as a positive value.��TransactionAmtType�Enumerated code indicating the type of amount (credit or debit)��TransactionStatus�Enumerated code indicating the result of passing the transaction to the next upstream system.��TransExtensions�The data in an extension to the batch administration response message must be financial and should be important for the processing of the batch administration request.

Note: Information regarding the processing of the request itself should appear in an extension to BatchAdminResData; information regarding the status of a batch should appear in an extension to BatchStatus; information regarding detail for an item within the capture batch should appear in an extension to TransactionDetail.��Table � SEQ Table \* ARABIC �42�: TransactionDetail�xe "TransactionDetail"�



�Amount Fields



Amount format�Amounts in the SET payment messages are expressed in terms of three fields: currency, amount, and amtExp10. These components are specified in the field values:

currency amount amtExp10

where currency, amount, and amtExp10 are numeric ASCII strings described further below. The elements shall appear in the specified order (currency, amount, amtExp10).����Field�Definition�����currency�The value shall be a numeric ASCII string specifying the three-digit ISO 4217 currency code. For example, a payment denominated in U.S. currency will have a currency value of “840”. The values shall be between 1 and 999 inclusive.�����amount�The value shall be a numeric ASCII string representing the amount of the payment, specified in terms of the stated currency. The value shall be a non-negative integer.�����amtExp10�The value shall be a numeric ASCII string representing an exponent base 10 such that

amount * (10 ** amtExp10)

shall be the value in the minor unit of the currency specified in ISO 4217. The value may be either a negative or positive integer.���

Example�In order to represent US $2.50 in the PurchAmt field, the corresponding values for currency, amount, and amtExp10 fields are 840, 250, and -2, respectively. ��

�Date Fields



Date field format�Dates in SET are typically indicated in the form of a string representing the calendar date and UTC time, in the format:

YYYYMMDDHHMM[SS[.f[f[f]]]]Z

where Z is a literal upper-case letter Z.

That is, the string should consist of a four-digit representation of the year that includes the century, a two-digit representation of the month, a two-digit representation of the day in the month, a two-digit representation of the hour (on a 24-hour clock), a two-digit representation of the minutes after the hour, an optional representation of the seconds after the minute, and a literal upper-case letter Z.

If present, the seconds field shall be a two-digit representation of the seconds followed optionally by a representation of fractional seconds. Fractional seconds are indicated by a decimal point, followed by one to three digits.

No separators are used aside from the decimal point in the optional representations of fractional seconds.

Examples:

199602232106Z�19960223210630Z�19960223210630.123Z

Midnight shall be represented in the form: YYYYMMDD000000Z, where YYYYMMDD represents the day following the midnight in question.

Following are examples of invalid representations:

19920520240000Z (midnight represented incorrectly)�19920622123421.0Z (spurious trailing zeros)��

�Section 2�General Flow

Payment Flow

 

Collection of request /response messages�The main flow for SET payment processing involves collections of paired request/response messages between Cardholder and Merchant, and between Merchant and Payment Gateway.  These pairs of messages each supports a step in the payment process.  There is a basic set of required pairs, and additional sets of optional pairs.�� 

���

Purchase�The PReq/PRes message provide the basic purchase process between the Cardholder and Merchant.  The PRes message may be returned immediately as in the picture below, or anytime later in the protocol.  The information returned will depend on the stage of the protocol at which the PRes is returned.�� 

Authorization�Authorization is performed by the Merchant to the Payment Gateway using the AuthReq/AuthRes messages.  Authorization provides the Merchant approval by the Issuer to continue processing.�� 

Capture messages�Capture may be accomplished with the CapReq/CapRes message pair.  This activity completes the purchase for the Payment Gateway, and results in the actual charge against the cardholderÕs account.��Continued on next page

��styleref "Map Title"�Payment Flow�, continued

 

Protocol summary�� REF _Ref369931175 \* MERGEFORMAT �Figure 27� below shows a typical example of a purchase protocol flow.  Optional messages are written in italics.�� 

���PInitReq�����PInitRes�����PReq������AuthReq�����AuthRes����PRes������CapReq�����CapRes����Figure � SEQ Figure \* ARABIC �27�: Purchase Protocol Flow

 

Basic purchase flow�Figure 1 is the basic purchase flow, with the Merchant choosing to request authorization and capture after purchase confirmation, and with initial messages to perform full initialization.��Continued on next page
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Payment flow options�� REF _Ref369931617 \* MERGEFORMAT �Figure 28� below (which continues on the next page) shows all the possible messages which may occur in the processing of a transaction (optional messages are in italics).  All the messages shown here will be described in the following sections.  Note that the ordering of the messages in this flow is permissible, but other orderings are also allowed.��

�������PInitReq�����PInitRes�����PReq�����PRes������AuthReq�����AuthRes�����AuthRevReq�����AuthRevRes����InqReq�����InqRes������CapReq�����CapRes����InqReq�����InqRes�����

Figure � SEQ Figure \* ARABIC �28�: Payment Flow Options

Continued on next page
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�styleref "Block Label"�Payment flow options� (continued)

��

����CapRevReq�����CapRevRes�����CredReq�����CredRes����InqReq�����InqRes���������������������Error���Error�����styleref "Caption"�Figure 28: Payment Flow Options� (continued)



 ��� Continued on next page
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Inquiry messages�The InqReq/InqRes message pair enables the Cardholder to inquire of the status of the transaction.  The InqReq can be sent anytime after the Cardholder has sent a PReq to the Merchant.��

Payment messages�The PReq/PRes message pair encompass the actual purchase by the Cardholder from the Merchant.�� 

Authorization reversal�AuthRevReq and AuthRevRes are used when authorizations need to be reversed.�� 

Capture reversal�CapRevReq and CapRevRes comprise the capture reversal process, used to reverse a capture before settlement has occurred.��

Credit�CredReq and CredRes comprise the credit process, similar to capture reversal, except that it is used after settlement.�� 

Gateway Certificate�PCertReq/ PCertRes message pair provide a mechanism for the Merchant to obtain the Gateway Encryption Certificates which are needed before a message to the Payment Gateway can be encrypted.�� 

Batch administration�BatchAdminReq and BatchAdminRes provide the means for the Merchant to open, close, and obtain status and transaction data on batches maintained by the Payment Gateway for managing the MerchantÕs transactions.�� 

Error�A general error message is provided for reporting protocol and/or processing errors.�� 

�Chapter 2�Cardholder/Merchant Messages

Overview

 

Introduction�Chapter 2 describes messages exchanged between the Cardholder and Merchant.�� 

Organization�Chapter 2 includes the following sections:��

Section�Title�Contents�Page��1�� REF P3C2S1 \* MERGEFORMAT �Payment Initialization Request/Response��Presents the PInitReq and PInitRes messages, which support initialization of the protocol, including selection of the payment card and set up of cryptographic data.�� PAGEREF P3C2S1 �307���2�� REF P3C2S2 \* MERGEFORMAT �Purchase Order Request/Response��Presents the PReq and PRes messages, which encompass the purchase transaction between the Cardholder and Merchant.�� PAGEREF P3C2S2 �316���3�� REF P3C2S3 \* MERGEFORMAT �Inquiry Request/Response��Presents the InqReq and InqRes messages, enabling the Cardholder to query the Merchant as to the status of the transaction.�� PAGEREF P3C2S3 �340��� 

�Section 1�Payment Initialization Request/Response Processing

Overview

 

Introduction�The initialization request processing consists of two messages, a request from a Cardholder to Merchant, and a response from the Merchant back to the Cardholder.��

���PInitReq

����PInitRes

����� 

Purpose�The purpose of this message pair is to obtain certificates and CRLs for the Cardholder. In the absence of this message pair, this information must be obtained through some other means (such as a CD-ROM). These messages are usually preceded by a shopping phase and a SET Initiation Process.

The request message, PInitReq, identifies the Brand of the Card to be used, provides a local Cardholder defined identifier for the transaction, sends a challenge variable to ensure freshness of the response message, and sends a set of Thumbs, which identify relevant certificates and CRLs already held by the Cardholder, so that they need not be resent.

The response message, PInitRes, contains the requested data, including certificates and CRLs (included in the signature).  These are provided within the signature of the response message.  Also a Merchant date and an XID are established and the Merchant replies with the CardholderÕs challenge, and adds a challenge of its own.�� 

Variations�The protocol allows these messages to be omitted in non-interactive environments, with the data provided in these messages provided by off-line mechanisms (such as CD-ROM) and the challenges omitted, with less guarantee of freshness of messages.�� 

�Cardholder Generates PInitReq

 

Create PInitReq�The Cardholder shall perform the steps below to create a PInitReq message.��

Step�Action���Generate RRPID for identifying message and matching response message to request.���Populate Language, the CardholderÕs chosen language for the transaction.���Generate LID-C, to be identifier for message pair, since XID has not been assigned.  This field may be assigned sequentially or randomly, but should not be repeated frequently.���If  Merchant supplied a LID-M in the SET Initiation Process, copy it into the message.���Generate a fresh Chall-C.���Populate BrandID based on selected form of payment (input from shopping software or from the SET Initiation Process).���Populate the BIN (first 6 digits of the cardholder’s account number).���Optional:  Populate Thumbs for certificates, CRLs, and BrandCRLIdentifier held at the Cardholder.  This should include the Root certificate.  If these are included, fewer certificates, etc. will need to be sent in PInitRes.���Save RRPID, LID-C, LID-M (if available), Chall-C, and Thumbs (if available) in transaction database.���Optional: Populate any PInitReq extensions.���Invoke Compose Message Wrapper (see page � PAGEREF block_Compose_msgwrpr �76�) to send to Merchant.�� Continued on next page
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PInitReq data�The PInitReq message provides the context for a transaction, by specifying the CardholderÕs preferred language, IDs for the transaction, and specification of the Brand of the card to be used.  In addition Thumbs are presented, where certificates are cached, and a cryptographic challenge is provided to ensure that the response message will be fresh.�� 

PInitReq�{RRPID, Language, LID-C, [LID-M], Chall-C, BrandID, BIN, [Thumbs], [PIRqExtensions]}��RRPID�Request/response pair ID.��Language�Cardholder’s natural language.��LID-C�Local ID; convenience label generated by and for the Cardholder system.��LID-M�Copied from SET initiation messages (if present) described in the External Interface Guide.��Chall-C�Cardholder’s challenge to Merchant’s signature freshness.��BrandID�Cardholder’s chosen payment card brand.��BIN�Bank Identification Number from the cardholder’s account number (first six digits).��Thumbs�Lists of Certificate, CRL, and BrandCRLIdentifier thumbprints in Cardholder’s cache.��PIRqExtensions�Note: The purchase initialization request is not encrypted, so this extension shall not contain confidential information.��Table � SEQ Table \* ARABIC �43�: PInitReq�xe "PInitReq"�

Continued on next page
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Merchant processes PInitReq�When the Merchant receives a PInitReq, it shall process the message as follows.��

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���If LID-M is present, search for transaction record based on LID-M. If record not found:

Return an Error message with ErrorCode set to unknownLID.

Stop processing PInitReq.���If LID-M is not present, find the transaction record based on other criteria outside the scope of SET. Optional:  If Merchant has not generated a LID-M for this transaction, generate a LID-M and store in transaction record.���Generate a fresh XID.���Save XID, RRPID, Language, LID-C, Chall-C, BrandID and BIN in transaction record.���If Thumbs present, save in transaction record.���If any PInitReq extensions exist, process them. If an extension is unknown and criticality flag is True, generate Error message, otherwise ignore extension. If extension is known, process extension.��

�Merchant Generates PInitRes



Create PInitRes�After the Merchant processes the PInitReq, it shall create the PInitRes as follows.��

Step�Action���Construct PInitResData as follows:

Construct TransIDs as follows:

Copy LID-C, XID, and Language from transaction record.

If transaction record has a LID-M, copy it.

Populate TransIDs.PReqDate with current date.

Copy RRPID from transaction record.

Copy Chall-C from transaction record.

Generate fresh Chall-M.

If Thumb for current BrandCRLIdentifier was not received or is not current, populate BrandCRLIdentifier with current one.

Select the Payment Gateway based on the information from PInitReq (BrandID, BIN, and cardholder’s certificate). Populate PEThumb with the thumbprint of the selected Payment Gateway’s certificate (Cert�PE).

Copy Thumbs from PInitReq if present. This enables the Cardholder to verify that the Merchant correctly received all Thumbs sent, and no others.

Optional: add any PIRsExtensions.���Invoke Compose SignedData (see Part I, page � PAGEREF blockComposingSignedData �94�). If Thumb for Cert�PE not received in PInitReq, include Cert�PE in the signature.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msgwrpr �76�) to send to Cardholder.��Continued on next page
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PInitRes data�The PInitRes contains the following data:��

PInitRes�S(M, PInitResData)��PInitResData�{TransIDs, RRPID, Chall-C, Chall-M, [BrandCRLIdentifier], PEThumb, [Thumbs], [PIRsExtensions]}��TransIDs�See page � PAGEREF blockTransIDs �267�.��RRPID�Request/response pair ID.��Chall-C�Copied from PInitReq.��Chall-M�Merchant’s challenge to Cardholder’s signature freshness.��BrandCRLIdentifier�List of current CRLs for all CAs under a Brand CA. See page � PAGEREF blockBrandCRLIdentifier �249�.��PEThumb�Thumbprint of Payment Gateway key-exchange certificate.��Thumbs�Copied from PInitReq.��PIRsExtensions�Note: The purchase initialization response is not encrypted, so this extension shall not contain confidential information.��Table � SEQ Table \* ARABIC �44�: PInitRes�xe "PInitRes"�

 Continued on next page
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Cardholder processesPInitRes�When a Cardholder receives a PInitRes, it shall process the message as follows.��

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�). ���Invoke Receive SignedData (see Part I, page � PAGEREF block_Receive_msg_wrapper �77�).���Verify TransIDs as follows:

Search for transaction based on LID-C. If record not found:

Send an Error message with ErrorCode set to unknownLID.

Stop processing PInitRes.

If a LID-M was sent in the SET Initiation Process, verify LID-M with LID-M in transaction record. If mismatch:

Send an Error message with ErrorCode set to unknownLID.

Stop processing PInitRes.

If a LID-M was not sent, and there is a LID-M:

Send an Error message with ErrorCode set to unknownLID.

Stop processing PInitRes.���Verify RRPID against the RRPID in the transaction record. If RRPIDs different:

Return an Error message with ErrorCode set to unknownRRPID.

Stop processing PInitRes.���Verify Chall-C against the Chall-C in the transaction record. If Chall-Cs different:

Return an Error message with ErrorCode set to challengeMismatch.

Stop processing PInitRes.��� As an optional controlled by the cardholder, extract the merchant’s name from the merchant’s certificate, and display the name to the user. Proceed if the cardholder approves of the merchant. Otherwise, stop processing PInitRes.���Save data, including TransIDs, and Chall-M in transaction record.���Process BrandCRLIdentifier if present (see page � PAGEREF blockBrandCRLIdentifier�249�).���Use PEThumb to identify the encryption certificate (Cert�PE) to use in PReq to encrypt data for the Payment Gateway.��Continued on next page
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� REF blockCardholderProcessesPInitRes \* MERGEFORMAT �Cardholder processesPInitRes� (continued)

��

�Verify that the brand of the merchant’s certificate and the payment gateway’s certificate (Cert�PE) matches the brand specified by the cardholder in the PInitReq. If mismatch, inform the cardholder and stop processing PInitRes.���If Thumbs present, verify with Thumbs sent in PInitReq. If Thumbs the same, go to Step 14, otherwise:

Return Error message with ErrorCode set to thumbsMismatch.

Stop processing PInitRes.���If Thumbs not present, verify that Thumbs was not sent in PInitReq.  If Thumbs sent in PInitReq:

Return Error message with ErrorCode set to thumbsMismatch.

Stop processing PInitRes.���If PIRsExtensions exist, process them. If an extension is unknown and its criticality flag is True, generate Error message, otherwise ignore extension. If extension is known, process extension.���Check Cert�PE (identified by PEThumb) for unsigned transactions.  If the indicator in Cert�PE does not allow unsigned transactions and the cardholder does not have a certificate, inform the cardholder that the transaction cannot proceed and stop processing.���Cardholder may now proceed with the purchase request.�� 

�Extension Guidelines



PInitReq�The purchase initialization request carries enough information about the cardholder’s selection of a card for payment for the Merchant software to select an appropriate Payment Gateway certificate.

Note: the purchase initialization request is not encrypted so this extension shall not contain confidential information.��

PInitRes�The purchase initialization response carries copies of data from the purchase initialization request and the Merchant and Payment Gateway certificates. The information from the request is copied into the response because the response is signed by the Merchant; the signature allows to Cardholder to ensure that the request was received by the Merchant intact.

Note: the purchase initialization response is not encrypted so this extension shall not contain confidential information.��



�Section 2�Purchase Order Request/Response Processing

Overview

 

Introduction�The PReq/PRes messages encompass the actual purchase by the Cardholder from the Merchant.�� 

���PReq

����PRes

���� 

Purpose�The purchase order request/response messages are at the heart of the payment protocol.  This is the Cardholder/Merchant payment pair that embodies the payment from the CardholderÕs point of view.�� Continued on next page
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Variations�The PReq message may or may not be preceded by a PInitReq/PInitRes message pair.  PRes may be returned before authorization and capture.  The Merchant-Payment Gateway processing performed affects the contents of the messages.

If a Cardholder certificate is available, a dual signature is used to provide integrity and authentication for the two parts of this message. �� 

Introduction�The Purchase request/response messages encompass the actual payment between the Cardholder and the Merchant. PReq is the most complex message in the protocol.  It consists of two parts: an Order Instruction (OI), for the Merchant, and a Payment Instruction (PI), tunneled through the Merchant to the Payment Gateway.  These two items are, conceptually, separately signed.  The separate signatures are combined in a provably secure optimization: a dual signature.

The Merchant is assumed to get the Order Description (OD) and PurchAmt out of band.

The salted hash of OD and PurchAmt, that is, HODInput, shall be included in the PI.  The Payment Gateway verifies that the hash tunneled to him through the Merchant by the Cardholder equals the hash provided by the Merchant in AuthReq.

Some cardholders will not have certificates. Messages created by such cardholders are not signed; instead the PIHead is linked to OIData.  Integrity of such messages is guaranteed by: 

OAEP used with the PI; 

H(PIHead) in OAEP block (along with PANData); 

H(OIData) with PIHead; 

Comparison by Payment Gateway of H(OIData) as supplied by the Merchant with H(OIData) with PIHead.��

�Cardholder Generates PReq



Create PReq�The Cardholder shall create a PReq message as follows (these steps apply to both PReqUnsigned and PReqDualSigned).��

Step�Action���Retrieve PurchAmt and OD from the results of the shopping phase.���Construct OIData as follows:�������If PInitReq/PInitRes messages were exchanged:�Copy TransIDs from PInitRes.�����Otherwise:�To produce TransIDs, Cardholder shall generate PReqDate (current date/time), LID-C, and XID.��� �Generate a fresh RRPID; store to verify reply from Merchant.����If PInitReq/PInitRes messages were exchanged:�Copy Chall-C from PInitRes.�����Otherwise:�Generate fresh Chall-C.����Generate fresh ODSalt.

Construct HODInput as follows:

Copy OD from the SET Initiation Process.

Populate PurchAmt with the purchase amount approved by the cardholder during the SET Initiation Process.

Copy ODSalt from Step 2.C.

If the cardholder is to make installment or recurring payments, populate InstallRecurData (see page � PAGEREF mapInstallRecurData �274�).

Optional: add any ODExtenstions.���Generate HOD with HODInput from Step 2.D.��Continued on next page
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� REF blockCreatePReq \* MERGEFORMAT �Create PReq� (continued)

��

Step�Action��2��If the PInitReq/PInitRes messages were exchanged:�Copy Chall-M from the PInitRes.

Do not populate BrandID.�����Otherwise:�Do not populate Chall-M.

Populate BrandID to reflect desired card to be used.����Populate BIN (with the first six numbers of the cardholder’s PAN).

If HODInput from Step 2.D has any ODExtensions, populate ODExtOIDs with all the OIDs in ODExtensions. The ODExtOIDs shall be listed in the same order as the ODExtensions so that the merchant can recompute the same hash.

Optional: add any OIExtenstions.��3�Construct PIHead as follows:

Copy the TransIDs computed Step 2.A..

Construct Inputs as follows:

Copy  HOD from Step 2.e.

Copy PurchAmt from Step 2.d.2).

Copy MerchantID from the Merchant certificate in PInitRes, or other means such as a CD-ROM catalog.

Copy InstallRecurData from Step 2.d.4) if available.

Generate TransStain as an HMAC using XID as the data and CardSecret as the key (see Part I, page � PAGEREF blockHMAC�Error! Bookmark not defined.�). If the cardholder does not have a certificate, use a CardSecret filled with all zeros.

Populate SWIdent, which is derived from local data. This value shall match the value in MessageWrapper.��Continued on next page
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� REF blockCreatePReq \* MERGEFORMAT �Create PReq� (continued)

��

Step�Action��3�If the tunneling extension of Cert_PE is present , construct AcqBackInfo as follows (see Passed Keys below)::

Search the tunneling extension for an encryption algorithm acceptable to the Cardholder. If found, populate AcqBackAlg; otherwise, do not construct AcqBackInfo and go to Step F.

Generate a fresh AcqBackKey (appropriate to AcqBackAlg).

Optional: add any PIExtentions.���Construct PANData as described on page � PAGEREF map_PANData �283�.���Construct PI-OILink with the L operator using PIHead from Step 3 (parameter t1) and OIData from Step 2 (parameter t2). See Part I, page � PAGEREF blockL�Error! Bookmark not defined.�.���Using the results of Steps 2, 3 and 4, construct a PReqDualSigned if the cardholder has a certificate or a PReqUnsigned if the cardholder does not have a certificate.  Note: if the Payment Gateway certificate indicates that signed messages are required, and the cardholder does not have a certificate, the Cardholder system shall inform the cardholder that the transaction may not be accepted before composing the PReq.��

Passed keys�When a Payment Gateway is prepared to encrypt data back to an end entity, its certificate lists one or more symmetric encryption algorithms that it supports in order of preference. The end entity that wants to have data encrypted should select the first algorithm for the list that it supports and generate a symmetric key. This key is passed to the Payment Gateway in a PReq.��Continued on next page
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Completing PReqDualSigned���

Step�Action���Construct PISignature as follows:

Construct PI-TBS as follows:

Construct HPIData as digested data of PIData. See Part I, Digested Data, page � PAGEREF blockDigestedData�Error! Bookmark not defined.�.

Construct HOIData as digested data of OIData. See Part I, Digested Data, page � PAGEREF blockDigestedData �Error! Bookmark not defined.�.

Complete PISignature with the SO operator using the cardholder certificate (parameter s), and PI-TBS (parameter t). See Part I, page � PAGEREF blockSO�Error! Bookmark not defined.�.���Apply the EX operator using the Payment Gateway’s public key (parameter r),  PI-OILink from Cardholder Composes PReq Step 5 (parameter t) and PANData from Cardholder Composes PReq Step 4 (parameter p). See Part I, page � PAGEREF blockEX�Error! Bookmark not defined.�.���Form PIDualSigned as the concatenation of PISignature computed in Step 1 and the encrypted data computed in Step 2.���Construct PIData as the concatenation of PIHead from Cardholder Composes PReq Step 3 and PANData from Cardholder Composes PReq Step 4.���Construct OIDualSigned with the L operator using OIData from Cardholder Composes PReq Step 2 (parameter t1) and PIData from Step 4 (parameter t2). See Part I, page **#**.���Construct PReqDualSigned as the concatenation of PIDualSigned from Step 3 and OIDualSigned from Step 5.��Continued on next page
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Completing PReqUnsigned���

Step�Action���Construct PIUnsigned with the EXH operator using the Payment Gateway’s public key (parameter r),  PI-OILink from Cardholder Composes PReq Step 5 (parameter t), and PANToken from Cardholder Composes PReq Step 4. See page **#**.���Construct PIDataUnsigned as the sequence of PIHead and PANToken.���Construct OIUnsigned with the L operator using OIData from Cardholder Composes PReq Step 2 (parameter t1) and PIDataUnsigned from Step 2 (parameter t2). See Part I, page **#**.���Construct PReqUnsigned as the sequence of PIUnsigned Step 1 and OIUnsigned Step 3.��Continued on next page
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Overall PReq data�The purchase request message supports cardholders with or without certificates. The PReq data consists of: 

Order Instruction (OI) for the Merchant, and 

Payment Instruction (PI) which is tunneled encrypted through the Merchant to the Payment Gateway.

Authentication and integrity are achieved using a dual signature if the cardholder has a certificate (PReqDualSigned). Integrity is achieved by using hashes protected in the OAEP envelope if the cardholder is operating without a signature certificate (PReqUnsigned).��PReq�< PReqDualSigned, PReqUnsigned >��PReqDualSigned�See page � PAGEREF blockPReqDualSigned �323�.��PReqUnsigned�See page � PAGEREF blockPReqUnsigned �324�.��Table � SEQ Table \* ARABIC �45�: PReq�xe "PReq"�

 

PReqDual�Signeddata�The PReqDualSigned is created by cardholders with certificates.��

PReqDualSigned�{PIDualSigned, OIDualSigned}��PIDualSigned�See “� REF map_PI \* MERGEFORMAT �PI (Payment Instruction)�” on page � PAGEREF map_PI �271�.��OIDualSigned�L(OIData, PIData)��OIData�See page � PAGEREF blockOIData �325�.��PIData�{PIHead, PANData}

See page � PAGEREF blockPIHead �273� for PIHead. 

See page � PAGEREF blockPANData �283� for PANData.��Table � SEQ Table \* ARABIC �46�: PReqDualSigned�xe "PReqDualSigned"�

Continued on next page
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PReqUnsigned data�The PReqUnsigned is created by cardholders without certificates.��

PReqUnsigned�{PIUnsigned, OIUnsigned} ��PIUnsigned�See “� REF map_PI \* MERGEFORMAT �PI (Payment Instruction)�” on page � PAGEREF map_PI �271�.��OIUnsigned�L(OIData, PIDataUnsigned)��OIData�See page � PAGEREF blockOIData �325�.��PIDataUnsigned�{PIHead, PANToken} 

See page � PAGEREF blockPIHead �273� for PIHead. 

See page � PAGEREF blockPANToken �284� for PANToken.��Table � SEQ Table \* ARABIC �47�: PReqUnsigned�xe "PReqUnsigned"�

Continued on next page
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Common PReq data�The following data is common to both PReqDualsigned and PReqUnsigned.��

OIData�{TransIDs, RRPID, Chall-C, HOD, ODSalt, [Chall-M], BrandID, BIN, [ODExtOIDs], [OIExtensions]}��TransIDs�Copied from PInitRes, if present; see page � PAGEREF blockTransIDs �267���RRPID�Request/response pair ID.��Chall-C�Copied from corresponding PInitReq; see page � PAGEREF block_PInitReq �309�.��HOD�DD(HODInput)

Links OIData to PurchAmt without copying PurchAmt into OIData, which would create confidentiality problems.��ODSalt�Copied from HODInput.��Chall-M�Merchant’s challenge to Cardholder’s signature freshness.��BrandID�Cardholder’s chosen payment card brand.��BIN�Bank Identification Number from the cardholder’s account number (first six digits).��ODExtOIDs�List of object identifiers from ODExtensions in the same order as the extensions appeared in ODExtensions.��OIExtensions�The data in an extension to the OI should relate to the Merchant’s processing of the order.

Note: The order information is not encrypted so this extension shall not contain confidential information.��Table � SEQ Table \* ARABIC �48�: OIData�xe "OIData"�

Continued on next page
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�styleref "Block Label"�Common PReq datafields� (continued)

��

HODInput�{OD, PurchAmt, ODSalt, [InstallRecurData], [ODExtensions]}��OD�The Order Description. This information is exchanged between the Cardholder and the Merchant out-of-band to SET. The contents, which are determined by the Merchant’s processing requirements, will include information such as the description of the items ordered (including quantity, size, price, etc.), the shipping address, and the Cardholder’s billing address (if required).��PurchAmt�The amount of the transaction as specified by the Cardholder; this must match the value in PIHead on page � PAGEREF blockPIHead �273�.��ODSalt�Fresh Nonce generated by Cardholder to prevent dictionary attacks on HOD.��InstallRecurData�See page � PAGEREF blockInstallRecurData �274�.��ODExtensions�The data in an extension to the OD should relate to the Merchant’s processing of the order.

The information in these extensions must be independently known to both the Cardholder and Merchant.���styleref "Caption"�Table 48: OIData�, continued

Continued on next page�

�styleref "Map Title"�Cardholder Generates PReq�, continued

 

Merchant processes PReq�When the Merchant receives a PReq, it shall process the message as follows.��

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���If a PReqDualSigned was received, verify PISignature as follows:

Extract OIData and HPIData from OIDualsigned.

Construct HOIData as digested data of OIData. See Part I, Digested Data, page **#**.

Construct PI-TBS as the concatenation of HPIData from Step A and HOIData from Step B.

Create a signature with the SO operator using the cardholder certificate (parameter s), and PI-TBS from Step C (parameter t). See Part I, page **#**.

Compare the signature from Step D with PISignature. If they are not equal, return an Error message with ErrorCode set to signatureFailure. Stop processing PReq.

Go to Step 4.���If a PReqUnsigned is received, verify that Brand Certificate (Cert�PE) allows a PReqUnsigned.  If not:

Return a PRes message with CompletionCode set to signatureRequired;

Stop processing PReq.

 ��Continued on next page
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� REF blockMerchantProcessesPReq \* MERGEFORMAT �Merchant processes PReq� (continued)

��

Step�Action���Process the TransIDs as follows:

Search for transaction based on XID.�������If record found�Verify LID-C and LID-M with record. If mismatch:

Return an Error message with ErrorCode set to unknownLID.

Stop processing PReq.

Otherwise, verify Chall-M with record. If mismatch:

Return an Error message with ErrorCode set to challengeMismatch.

Stop processing PReq.

�����Otherwise�Create new transaction record.

Save LID�C, PReqDate and Language.

Optional: Generate a LID-M.����Verify that the BrandID in the cardholder’s certificate matches the BrandID in the PInitReq and/the OIData. If failure:

Return a PRes message with completionCode set to orderRejected.

Stop processing PReq.���Store Chall-C to return later in PRes.���Store remaining variables from message in database.���Verify HOD against generated hash of OD, PurchAmt, ODSalt, InstallRecurData (if present) and ODExtensions (if present).���At this time, the Merchant may send the PRes to the Cardholder if desired, or wait until after the AuthRes is received from the Payment Gateway.��

�Merchant Generates PRes



Create PRes�After processing a PReq, the Merchant shall create a PRes as follows: (Note: an InqRes message is identical to a PRes and therefore generated with this same procedure.) ��

Step�Action���Construct PResData as follows:

Populate TransIDs; include all fields of TransIDs received from the Cardholder or the Payment Gateway.

Copy RRPID from PReq (or InqReq).

Copy Chall-C from PReq (or InqReq).

If Thumb for current BrandCRLIdentifier is not received or is not current, populate BrandCRLIdentifier with current one.

Construct PResPayloadSeq as follows:

If Purchase Request includes a PurchAmt of 0, construct a single PResPayload with CompletionCode set to meaninglessRatio and all other fields omitted. Go to Step 2.

If the Payment Gateway has rejected the order, construct a single PResPayload as follows:

Set CompletionCode to orderRejected.

Copy the AcqCardMsg from the AuthRes if present.

Go to Step 2.

If the Payment Gateway has not yet responded to the Merchant’s authorization request, generate a single PResPayload with a CompletionCode of orderReceived and all other fields omitted. Go to Step 2.

If this is a response to an InqReq where the transaction was not found, generate a single PResPayload with CompletionCode set to orderNotReceived and all other fields omitted. Go to Step 2.

If the Payment Gateway has responded to the Merchant’s authorization request, construct a PResPayloadSeq as described below.���Invoke Compose SignedData (see page Part I, � PAGEREF mapComposeSignedData �Error! Bookmark not defined.�).���Invoke Compose MessageWrapper (see page � PAGEREF map_Receive_Message \* MERGEFORMAT �77�) to send to Cardholder.��Continued on next page
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Constructing PResPayload-Seq�For every authorization the Merchant has performed, and has not fully reversed, construct a PResPayload as follows:��

Step�Action���If only an authorization has been performed:

Set CompletionCode to authorizationPerformed.

Construct Results as described below, omitting CapStatus and CredStatusSeq.���If a capture has been performed (implies an authorization):

Set CompletionCode to capturePerformed.

Construct Results as described below, omitting CredStatusSeq.���If a credit has been performed (implies a capture):

Set CompletionCode to creditPerformed.

Construct Results as described below.���Optional: add any PRsExtensions.��Continued on next page
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Constructing Results�Construct a Results as follows:��

Step�Action���Copy AcqCardMsg from AuthRes if present.���If the item was authorized, construct AuthStatus as follows:

Copy AuthDate from transaction record.

Copy AuthCode from transaction record.

Compute AuthRatio as AuthReqAmt Ö PurchAmt.

If currency conversion data is present in AuthRes, copy it.���If the item was captured, construct CapStatus as follows:

Copy CapDate from transaction record.

Copy CapCode from transaction record.

Compute CapRatio as CapReqAmt Ö PurchAmt.���Construct CredStatusSeq as a sequence of CredStatus for each credit performed and not reversed. Construct a CredStatus as follows:

Copy CreditDate from transaction record.

Copy CreditCode from transaction record.

Compute CreditRatio as CapRevOrCredReqAmt Ö PurchAmt.��Continued on next page
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PRes data���

PRes�S(M, PResData)��PResData�{TransIDs, RRPID, Chall-C, [BrandCRLIdentifier], PResPayloadSeq}��TransIDs�Copied from PReq; see page � PAGEREF blockTransIDs �267�.��RRPID�Request/response pair ID.��Chall-C�Copied from corresponding PInitReq; see page � PAGEREF blockPInitReq �309�.��BrandCRLIdentifier�List of current CRLs for all CAs under a Brand CA. See page � PAGEREF blockBrandCRLIdentifier �249�.��PResPayloadSeq�{PResPayload +} 

One entry per Authorization performed. Note: a reversal removes the data from PResPayload.

If no authorizations have been performed, a single entry with the appropriate status appears.��PResPayload�See page � PAGEREF blockPResPayload �333�.��Table � SEQ Table \* ARABIC �49�: PRes�xe "PRes"�

Continued on next page
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PResPayload data���

PResPayload�{CompletionCode, [Results], [PRsExtensions]}��CompletionCode�Enumerated code indicating completion status of transaction.��Results�{[AcqCardMsg], [AuthStatus], [CapStatus], [CredStatusSeq]}��PRsExtensions�Note: The purchase response is not encrypted so this extension shall not contain confidential information.��AcqCardMsg�Copied from AuthRes. See page � PAGEREF blockAcqCardMsg �278�.��AuthStatus�{AuthDate, AuthCode, AuthRatio, [CurrConv]}��CapStatus�{CapDate, CapCode, CapRatio}

Data only appears if CapReq corresponding to the Authorization has been performed. Note: a CapRevReq removes the data.��CredStatusSeq�{CreditStatus +}

Data only appears if CredReq corresponding to the Authorization has been performed. Note: a CredRevReq removes the data.��AuthDate�Date of authorization; copied from AuthRRTags.Date (see page � PAGEREF blockAuthReq �350�).��AuthCode�Enumerated code indicating outcome of payment authorization processing; copied from AuthResPayload (see page � PAGEREF blockAuthResPayload �359�).��AuthRatio�AuthReqAmt Ö PurchAmt 

For AuthReqAmt, see “� REF blockAuthReqPayload \* MERGEFORMAT �AuthReqPayload�” on page � PAGEREF blockAuthReqPayload �352� or AuthNewAmt, see “� REF blockAuthRevReq \* MERGEFORMAT �AuthRevReq�” on page � PAGEREF blockAuthRevReq �368�.

For PurchAmt, see “� REF blockOIData \* MERGEFORMAT �OIData�” on page � PAGEREF blockOIData �325�. After a partial reversal, the new amount replaces the original amount.��CurrConv�{CurrConvRate, CardCurr}

Currency conversion information; copied from AuthResPayload (see page � PAGEREF blockAuthResPayload �359�).��Table � SEQ Table \* ARABIC �50�: PResPayload�xe "PResPayload"�

Continued on next page
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�styleref "Block Label"�PResPayload data� (continued)

��

CapDate�Date of capture; copied from CapPayload (see page � PAGEREF blockCapPayload �378�).��CapCode�Enumerated code indicating status of capture; copied from CapResPayload (see page � PAGEREF blockCapResPayload �383�).��CapRatio�CapReqAmt Ö PurchAmt 

For CapReqAmt, see “� REF blockCapPayload \* MERGEFORMAT �CapPayload�” on page � PAGEREF blockCapPayload �378�. For PurchAmt, see “� REF blockOIData \* MERGEFORMAT �OIData�” on page � PAGEREF blockOIData �325�.��CreditStatus�{CreditDate, CreditCode, CreditRatio}

Data only appears if corresponding CreditReq has been performed. Note: A CredRevReq removes the data.��CreditDate�Date of credit; copied from CapRevOrCredReqData. CapRevOrCredReqDate (see page � PAGEREF blockCredReq �404�).��CreditCode�Enumerated code indicating status of credit; copied from CapRevOrCredResPayload.CapRevOrCredCode (see page � PAGEREF blockCapRevOrCredResPayload �394�).��CreditRatio�CapRevOrCredReqAmt Ö PurchAmt 

For CapRevOrCredReqAmt, see “� REF blockCapRevOrCredReqData \* MERGEFORMAT �CapRevOrCredReqData�” on page � PAGEREF blockCapRevOrCredReqData �389�.

For PurchAmt, see “� REF blockOIData \* MERGEFORMAT �OIData�” on page � PAGEREF blockOIData �325�.���styleref "Caption"�Table 50: PResPayload�, continued

Continued on next page
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orderNotReceived�Inquiry received before order��Figure � SEQ Figure \* ARABIC �29�: Enumerated Values for CompletionCode



Continued on next page
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Cardholder processes PRes�When the Cardholder receives a PRes, it shall process the message as follows.��

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Invoke Receive Signed Data to verify the merchant’s signature. See page Part I, **#**.���Search for transaction record based on Trans.LID-C. If record not found:

Send an Error message with ErrorCode set to unknownLID.

Stop processing PRes.���Verify TransIDs.XID against XID in transaction record. If mismatch:

Send an Error message with ErrorCode set to unknownXID.

Stop processing PRes.���Verify RRPID against RRPID in transaction record. If mismatch:

Send an Error message with ErrorCode set to unknownRRPID.

Stop processing PRes.���Verify Chall-C against Chall-C in transaction record. If mismatch:

Send an Error message with ErrorCode set to challengeMismatch.

Stop processing PRes.���Store BrandCRLIdentifier and verify that CRLs listed are kept in cache.  If not, if CRLs listed are for elements whose certificates were used in verifying signature, back out of message; signature may not be valid. ��Continued on next page
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�styleref "Block Label"�Cardholder processes PRes� (continued)���

Step�Action���For each PResPayload in PResPayloadSeq do the following:

If CompletionCode indicates Credit has been completed, for each data structure in the CreditSeq, report the derived Credit Amount (Purchase Amount * CredRatio) and Credit Date to the user.  Report CapCode to user, together with derived Capture Amount (Purchase Amount * CapRatio).

Otherwise if CompletionCode indicates Capture is complete, report CapCode to user, together with derived Capture Amount (Purchase Amount * CapRatio).

Otherwise if CompletionCode indicates Authorization complete, report AuthCode to user together with derived Authorization Amount (Purchase Amount * AuthRatio).

Otherwise report result of transaction based on CompletionCode.

If AcqCardMsg present, decrypt and present to the cardholder.  If this contains a URL, software may invoke the appropriate Web page.  There may be additional brand-dependent processing.�� 

�Extension Guidelines



PIHead�The payment instructions carry information from the Cardholder to the Payment Gateway. The data in an extension to the payment instructions shall be financial and should be important for the processing of an authorization by the Payment Gateway, the financial network or the Issuer.��

OIData�The order information carries information to link the purchase request to the prior shopping and ordering dialogue between the Cardholder and the Merchant. The data in an extension should relate to the Merchant’s processing of the order.

Note: The order information is not encrypted so this extension shall not contain confidential information.��

HODInput�The hash of the order description provides a secure linkage of the shopping/ordering dialogue and the purchase request. All information in the hash must be exchanged between the Cardholder and the Merchant out of band to SET before the purchase request is sent.

Extensions can be included in this linkage via ODExtensions. The cardholder shall indicate in ODExtOIDS which extensions are included in HODInput, and the order that they are specified in HODInput, so that the merchant can know how to compute HOD2.��

PResPayload�The purchase response carries information about the processing of the purchase request by the Merchant.

Note: The purchase response is not encrypted so this extension shall not contain confidential information.��

Order description�A significant amount of information regarding an order is exchanged between the cardholder and merchant out of band to the SET protocol. This information is collectively referred to as the order description. The digital signature of the cardholder on the purchase request is generated over the hash of the order description.

To reference additional information within the protocol, extensions can be added to the HODInput field. Since this field is not transmitted within the SET message, the cardholder software places the list of extension object identifiers that were processed as part of the hash in the ODExtOIDs field of the order information. The object identifiers must be listed in the same order within the order information field as they appeared in the computation of the hash.

To verify the hash, the merchant must independently build the data of the extensions that are declared by the cardholder in the order information and put the extensions into its copy of HODInput. In order for the hash to verify, the extensions must appear in the same order that the cardholder software arranged them.��Continued on next page
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Payment instruction extensions�An additional private certificate extension has been added for SET payment gateway certificates. This certificate extension will list the object identifiers of the message extensions that the gateway can process in payment instructions. Cardholder software can shall use this information to ensure that no unrecognized critical extensions are put into the payment instructions (in PIExtensions or SRExtensions).

The payment gateway certificate extension is defined as follows:

setExtensions EXTENSION ::= {

   SYNTAX         SETExtensionsSyntax

   IDENTIFIED BY  { id-set-setExtensions }

}



SETExtensionsSyntax ::= SEQUENCE OF OBJECT IDENTIFIER��



�Section 3�Inquiry Request/Response Processing

Overview

 

Introduction�The InqReq/InqRes message pair enables the Cardholder to inquire as to the status of a transaction.�� 

����InqReq

�����InqRes

�����Figure � SEQ Figure \* ARABIC �30�: InqReq/InqRes Message Pair

 

Purpose�This sequence of messages is optional.  The Inquiry Request message may be sent at any time after PReq by the Cardholder to the Merchant to inquire as to the status of a transaction.  Since it may be sent repeatedly, it includes its own challenge, unique to each invocation, and TransIDs to identify the intended transaction.

The response message is of the same format as PRes, but is a distinct message, since otherwise it would signal the Merchants final report on the transaction.

The Merchant is required to verify that the certificate accompanying InqRes matches the certificate originally used with PRes.  This prevents one cardholder from inquiring about another’s purchases.

Cardholders without certificates do not sign inquiries, which means that the integrity of inquiry messages is not guaranteed.�� 

Variations�Inquiry requests can be sent at any time.  Multiple inquiry messages can be sent regarding the same transaction.�� 

�Cardholder Generates InqReq

 

Create InqReq�The Cardholder shall create an InqReq as follows.��

Step�Action���Construct InqReqData as follows:

Copy TransIDs from previous PReq.

Generate fresh RRPID.

Generate fresh Chall-C.

Optional: add any InqRqExtentions.���If the Cardholder sent a signed PReq, invoke Compose SignedData (Part I, page � PAGEREF mapComposeSignedData �Error! Bookmark not defined.�) with InqReqData.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msgwrpr �76�) to send to Merchant.�� 

InqReq data���

InqReq�< InqReqSigned, InqReqData >��InqReqSigned�S(C, InqReqData)��InqReqData�{TransIDs, RRPID, Chall-C2, [InqRqExtensions]}��TransIDs�Copied from the most recent of the following: PReq (see page � PAGEREF mapPurchPair �323�), PRes (see page � PAGEREF blockPRes �Error! Bookmark not defined.�), InqRes (see page � PAGEREF blockInqRes�Error! Bookmark not defined.�).��RRPID�Request/response pair ID.��Chall-C2�Fresh Cardholder challenge to Merchant’s signature.��InqRqExtensions�Note: The inquiry request is not encrypted so this extension shall not contain confidential information.��Table � SEQ Table \* ARABIC �51�: InqReq�xe "InqReq"�

 Continued on next page
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Merchant processes InqReq�When the Merchant receives an InqReq, it process the message as follows.��

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���If an InqReqData is received (as opposed to a InqReqSigned), check if Payment Gateway certificate allows unsigned transactions. If it does not, then:

Return an InqRes message with CompletionCode set to signatureRequired.

Stop processing InqReq.

Otherwise, go to Step 4.���If an InqReqSigned received, verify the signature.  If signature fails:

Return an Error message with ErrorCode set to signatureFailure.

Stop processing InqReq.���Verify TransIDs with MessageWrapper.  If mismatch:

Return an Error message with ErrorCode set to wrapperMsgMismatch.

Stop processing InqReq.���Search for transaction in database based on TransIDs.XID. If record not found:

Return an InqRes with CompletionCode set to orderNotReceived.

Stop processing InqReq.���If PReq was signed, verify that the same cardholder signed both the PReq and InqReq. If mismatch:

Return an Error message with ErrorCode set to unknownXID.

Stop processing InqReq.���Construct PResPayloadSeq as described on page **#**�� 

�Merchant Generates InqRes



Create InqRes�The creation of an InqRes is the identical to the creation of a PRes. See page � PAGEREF blockMerchantSendsPRes �329�.��� 

InqRes data��

InqRes�This is identical to a PRes; see page � PAGEREF block_PRes �332�.��

Cardholder processes InqRes�When a Cardholder receives an InqRes, it shall process the message just like a PRes.  See page � PAGEREF blockCardholderReceivesPResMessage �336�.�� 

�Extension Guidelines



InqReqData�The inquiry request carries enough information about the purchase request for the Merchant to locate the transaction and return the current transaction status.

Note: the inquiry request is not encrypted so this extension shall not contain confidential information.��

�Chapter 3�Merchant/Payment Gateway Messages 

Overview

 

Introduction�Chapter 3 describes messages exchanged between the Merchant and the Payment Gateway and includes the following sections:��

Section�Title�Contents�Page��1�� REF P3C3S1 \* MERGEFORMAT �Authorization Request/Response��Presents the AuthReq and AuthRes messages, which support the authorization stage of the payment transaction.�� PAGEREF P3C3S1 �346���2�� REF P3C3S2 \* MERGEFORMAT �Capture Request/Response��Presents the CapReq and CapRes messages, which support the capture stage of the payment transaction.�� PAGEREF P3C3S2 �374���3�� REF P3C3S3 \* MERGEFORMAT �Authorization Reversal��Presents the AuthRevReq and AuthRevRes messages, providing for the reversal or cancellation of a previous authorization.�� PAGEREF P3C3S3 �366���4�� REF P3C3S4 \* MERGEFORMAT �Capture Reversal or Credit Data��Presents the data structures used by both the Capture Reversal and Credit pairs of messages.  These two message pairs have identical data structures; the processing of these messages is discussed in the next two sections.�� PAGEREF P3C3S4 �387���5�� REF P3C3S5 \* MERGEFORMAT �Capture Reversal��Presents the CapRev and CapRes messages, which support the reversal of previously captured transactions.�� PAGEREF P3C3S5 �398���6�� REF P3C3S6 \* MERGEFORMAT �Credit Request/Response��Presents the CredReq and CredRes messages, which support credits against transactions which have been captured and cleared.�� PAGEREF P3C3S6 �402���7�� REF P3C3S7 \* MERGEFORMAT �Credit Reversal Request/Response��Presents the CredRevReq and CredRevRes messages, which support reversal of previously granted credits.�� PAGEREF P3C3S7 �406���8�� REF P3C3S8 \* MERGEFORMAT �Gateway Certificate Request/Response��Presents the PCertReq and PCertRes messages, which enable a Merchant to request and receive Payment Gateway encryption certificates, which are required before the Merchant can send encrypted messages to the Payment Gateway.�� PAGEREF P3C3S8 �410���9�� REF P3C3S9 \* MERGEFORMAT �Batch Administration��Presents the BatchAdminReq and BatchAdminRes messages, which enable the Merchant to request the payment to open and close capture batches, and to query their status and contents.�� PAGEREF P3C3S9 �417��� 

�Section 1�Authorization Request/Response

Overview

 

Introduction�The Authorization Request/Response processing consists of two messages, a request from a Merchant to a Payment Gateway and a response from the Payment Gateway back to the Merchant.  These messages are used for both authorization-only transactions, and also for authorization with capture (sale) transactions.�� 

����AuthReq

����AuthRes

���Figure � SEQ Figure \* ARABIC �31�: AuthReq/AuthRes Message Pair

 

Purpose�The Authorization Request and Response message pair provide the mechanism for the Merchant to obtain authorization for a purchase.

In the authorization request, the Merchant sends the data about the purchase, signed and encrypted, plus the PI received from the Cardholder.  Since each contains the hash of the OD and the amount, the Payment Gateway can verify that the Merchant and Cardholder agree upon the order description and the amount to be authorized.  Since the PI includes the payment card data required for the authorization, the Payment Gateway can authorize using the existing payment card financial network.��  Continued on next page
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Split Shipments�When a merchant knows in advance that an order must be split into multiple shipments, the merchant shall perform multiple AuthReq steps – one for each shipment.  The merchant shall set SubsequentAuthInd TRUE in the first AuthReq, which represents the authorization for the first shipment.  The payment gateway will return an AuthToken in the AuthRes.  The merchant shall perform additional AuthReqs for subsequent shipments.  For each subsequent AuthReq, the merchant includes the AuthToken from the previous AuthRes in each AuthReq.  In the final AuthReq, the merchant shall set the SubsequentAuthInd to FALSE.



When a merchant discovers an order must be split after an AuthReq has been processed, the merchant shall do an AuthRevReq to adjust the amount of the additional authorization to the correct amount for the initial shipment and set the SubsequentAuthInd TRUE to request an AuthToken.   The AuthToken shall be used in AuthReq for subsequent AuthReqs to correspond with remaining shipments.��

�Merchant Generates AuthReq

 

Create AuthReq���

Step�Action���Generate AuthTags as described on page � PAGEREF block_AuthTags �Error! Bookmark not defined.�.���Generate HOD2 by hashing OD, PurchAmt, ODSalt , ODExtensions, and, if present, InstallRecurData. The Payment Gateway will compare it to the value received in the PI.���Generate AuthReqPayload as described on page � PAGEREF block_Gen_AuthReqPayload \* MERGEFORMAT �349�.���Optional: For concurrent authorization and capture (refer to � PAGEREF blockCaptureNow�Error! Bookmark not defined.� business flows):

Set CaptureNow to TRUE.

Generate SaleDetail as described on page � PAGEREF block_Gen_SaleDetail \* MERGEFORMAT �285�.

Optional:  Populate BatchID with the value of a currently open batch for the BrandAndBIN associated with the transaction and a BatchSequenceNumber.

Note: In some situations, the Acquirer may not be able to perform combined authorization and capture even if CaptureNow is TRUE.  When this happens, a “captureNotSupported” AuthCode will indicate authorization only; the Merchant may subsequently issue a CapReq message to capture the payment.���Include CheckDigests, with Merchant computing H(OIData) and HOD2; H(PIData) is copied by Merchant from PReq.  This field is omitted if this AuthReq is a subsequent Authorization based on the return of the AuthToken from the Payment Gateway, rather than an initial authorization based on PReq.���Recommended:  Populate MThumbs by computing thumbprints of Certificates and CRLs held by the Merchant; the Merchant should populate thumbs in the message which may subsequently be needed to verify signatures and certificates provided by the Payment Gateway.  

Note: Inclusion of this field is an optimization to reduce certificates and CRLs provided in the next message from the Payment Gateway.���Invoke EncB encapsulation.���Include sending entity’s signature and encryption certificates and certificate chain up to the Brand certificate.  These may be elided if the merchant has evidence the gateway already has these certificates.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msgwrpr �76�) to send to Cardholder.��Continued on next page
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Generate AuthTags���

Step�Action���Populate AuthRRTags as described in RRTags on page � PAGEREF block_Gen_RRTags �295�.���Populate TransIDs as described on page � PAGEREF block_Gen_TransIDs \* MERGEFORMAT �Error! Bookmark not defined.�.  If this is a subsequent authorization and a PaySysID has been defined, populate PaySysID.���If this is split or recurring payment and acquirer has assigned an AuthRetNum to the authorization, copy AuthRetNum from preceding AuthRes.��

Generate AuthReq�Payload���

Step�Action���If subsequent authorizations will be processed  for the purchase and this is not the last authorization set SubsequentAuthInd TRUE, else set it FALSE.���If the merchant and cardholder have agreed on installment or recurring payments, populate InstallRecurData as described on page � PAGEREF block_Gen_InstallRecurData \* MERGEFORMAT �Error! Bookmark not defined.�.���Set AuthReqAmt to the amount of the authorization.���Optional: set CardSuspect with an appropriate value if the Merchant is suspicious of the cardholder.���If MerchData is required by specific payment card brand policy generate it.���Generate MarketSpecAuthData if required by the payment card brand and type of purchase.���If AVSData is required by specific payment card brand policy, populate it with information provided by the cardholder using out of band mechanism.���If SpecialProcessing is required by specific payment card brand policy, generate it.���If merchant requires information about the payment card type, set the RequestCardTypeInd to True.��Continued on next page

��styleref "Map Title"�Merchant Generates AuthReq�, continued

 

AuthReq data���

AuthReq�EncB(M, P, AuthReqData, PI )��AuthReqData�{AuthReqItem, [MThumbs], CaptureNow, [SaleDetail]}��PI�See page � PAGEREF blockPI �272�.��AuthReqItem�{AuthTags, [CheckDigests], AuthReqPayload}��MThumbs�Thumbprints of certificates, CRLs, and Brand CRL Identifiers currently held in Merchant’s cache.��CaptureNow�Boolean indicating that capture should be performed if authorization is approved.��SaleDetail�See page � PAGEREF blockSaleDetail �286�.��AuthTags�{AuthRRTags, TransIDs, [AuthRetNum]}��CheckDigests�{HOIData, HOD2} 

Used by Payment Gateway to authenticate PI. Omit if PI is an AuthToken.��AuthReqPayload�See page � PAGEREF blockAuthReqPayload �352�.��AuthRRTags�RRTags, see page � PAGEREF blockRRTags �295�.

Note: RRPID is needed because there may be more than one authorization cycle per PReq.��TransIDs�Copied from corresponding OIData; see page � PAGEREF mapPurchPair �323�.��AuthRetNum�Identification of the authorization request used within the financial network.��Table � SEQ Table \* ARABIC �52�: AuthReq�xe "AuthReq"�

Continued on next page
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�styleref "Block Label"�AuthReq data� (continued)

��

HOIData�DD(OIData)

See page � PAGEREF blockOIData �325� for the definition of OIData.

An independent hash computed by Merchant. Payment Gateway compares with Cardholder-produced copy in PI to verify linkage from PI to OIData. ��HOD2�DD(HODInput)

See “� REF blockOIData \* MERGEFORMAT �OIData�” on page � PAGEREF blockOIData �325� for definition of HODInput.

Independent computation by Merchant. Payment Gateway compares to Cardholder-produced copy in PI to verify out-of-band receipt by Merchant of relevant data. See “� REF blockOIData \* MERGEFORMAT �OIData�” on page � PAGEREF blockOIData �325�.���styleref "Caption"�Table 52: AuthReq�, continued

Continued on next page
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AuthReqPayload���

AuthReqPayload�{SubsequentAuthInd, AuthReqAmt, [AVSData], [SpecialProcessing], [CardSuspect], RequestCardTypeInd, [InstallRecurData], [MarketSpecAuthData], MerchData, [ARqExtensions]}��SubsequentAuthInd�Boolean indicating Merchant requests an additional authorization because of a split shipment.��AuthReqAmt�May differ from PurchAmt; acquirer policy may place limitations on the permissible difference.��AVSData�{[StreetAddress], Location}

Cardholder billing address; contents are received from cardholder using an out-of-band mechanism.

See page � PAGEREF blockLocation �294� for definition of Location.��SpecialProcessing�Enumerated field indicating the type of special processing requested.��CardSuspect�Enumerated code indicating that Merchant is suspicious of the Cardholder and the reason for the suspicion.��RequestCardTypeInd�Indicates that the type of card should be returned in CardType in the response; if the information is not available, the value unavailable(0) is returned.��InstallRecurData�See page � PAGEREF blockInstallRecurData �274�.��MarketSpecAuthData�< MarketAutoAuth, MarketHotelAuth, MarketTransportAuth >

Market-specific authorization data.��MerchData�{ [MerchCatCode], [MerchGroup]}��ARqExtensions�The data in an extension to the authorization request must be financial and should be related to the processing of an authorization (or subsequent capture) by the Payment Gateway, the financial network, or the issuer.��StreetAddress�The street address of the cardholder.��Table � SEQ Table \* ARABIC �53�: AuthReqPayload�xe "AuthReqPayload"�

Continued on next page
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�styleref "Block Label"�AuthReqPayload� (continued)

��

MarketAutoAuth�{Duration}��MarketHotelAuth�{Duration, [Prestige]}��MarketTransportAuth�{}

There is currently no authorization data for this market segment.��MerchCatCode�Four-byte code (defined in ANSI X9.10) describing MerchantÕs type of business, product, or service.��MerchGroup�Enumerated code identifying the general category of the merchant.��Duration�The anticipated duration of the transaction (in days). This information assists the issuer by indicating how much time is likely to elapse between the authorization and the capture.��Prestige�Enumerated type of prestigious property; the meaning of the various levels are defined by the payment card brand.���styleref "Caption"�Table 53: AuthReqPayload�, continued

 Continued on next page
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Payment Gateway processes AuthReq���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Decrypt PI.���Compare the TransIDs from AuthTags and PIHead or AuthToken:

Verify that both XIDs match.

Verify that both LID-Cs match.

If present in both AuthTags and PIHead, verify that both LID-Ms match.

If any of these verifications fail, reject the message by returning a “piAuthMismatch” AuthCode.���If  PI is an AuthToken:

Process AuthToken as described on page � PAGEREF blockProcessAuthToken \* MERGEFORMAT �Error! Bookmark not defined.�.

Else, if PI is a signed PI:

Verify that the brand in the cardholder signature certificate matches the brand of the payment gateway encryption certificates.  If it does not, reject the authorization by returning a “CardMerchBrandMismatch” AuthCode.

Verify PANData as described on page � PAGEREF blockProcessPANData \* MERGEFORMAT �Error! Bookmark not defined.�.

Verify Unique Cardholder ID by using PAN, CardExpiry, and PANSecret from PANData and comparing with cardholder ID from commonName field of cardholder certificate.   If they do not match, reject the AuthReq by sending a “signatureFailure” Error message.

Verify SO encapsulation as described on page **#**.

Store data from PANData.

Else, if PI is an unsigned PI:

Verify that Payment Gateway does not require signatures by checking payment gateway certificate.  If it does, reject the authorization by returning a “signatureRequired” AuthCode.

Verify the hash in EXH as described on page **#**.

Store data from PANToken.���Verify the PIs authorization status.  If PI was processed and not declined or subsequently reversed, reject the authorization by returning a “piPreviouslyUsed” AuthCode.��Continued on next page
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�styleref "Block Label"�Payment Gateway processes AuthReq� (continued)���

Step�Action���Process PIHead as follows:

Verify that PiHead.MerchantID matches the merID field in the merchantData extension in the signature certificate used to verify the Merchant's signature on the AuthReq message.  If it does not match, reject the authorization by returning a “piAuthMismatch” AuthCode.  This prevents "substitution attacks" where a PI is swapped between merchants.

Transmit TransStain to the issuer via the financial network for verification or save for possible off-line verification.

Verify hashes of OIData received from Cardholder and Merchant.  If they do not match, return a “piAuthMismatch” AuthCode.

Verify that HOD from PIHead matches HOD2 from AuthReqPayload, reject the message by returning a “HODMismatch” Error message.

Process PIExtensions.  If unsupported critical extensions are found, reject message by returning an “unrecognizedExtension” Error message.

Store data from PIHead.���If InstallRecurData is present in AuthReq, verify that InstallRecurData in AuthReqPayload and PIHead match.  If they do not, reject the authorization by returning an “InstallRecurMismatch” AuthCode.���Store AcqBackInfo in secure local storage, if  present. ���If captureNow is TRUE and the Payment System does not support this mode, send capturedNotSupport AuthCode.���Perform authorization through existing payment card financial networks.���If CaptureNow is TRUE, Perform capture through existing payment card financial networks.���Proceed to generate AuthRes message.��Continued on next page

�Payment Gateway Generates AuthRes



Create AuthRes�AuthRes is generated after the authorization through the payment card financial network is complete.  AuthCode and AuthAmt are derived from the payment card financial network result.��

Step�Action���Retrieve authorization data from authorization process.���Populate AuthTags from AuthReq, if required by the specific payment card financial networks populate AuthRetNum received in authorization process.������Populate current BrandCRLIdentifier held by Payment Gateway if thumb for current BrandCRLIdentifier was not received or is not current.������If MThumbs from AuthReq indicates that the Merchant needs a new Cert�PE to encrypt information to the Payment Gateway:

Insert a Cert�PE in the PKCS#7 envelope. 

Insert GKThumb into AuthResData since Cert�PE itself is not protected by a signature.������Populate PaySysID in TransIDs if received from the authorization process.������If required in Merchant certificate, populate PANToken as described on page � PAGEREF blockGeneratePANToken \* MERGEFORMAT �Error! Bookmark not defined.�. ������Populate AuthResBaggage as follows: Optional:

Optional: PopulateInclude CapToken as described under “Generating CapToken” on page � PAGEREF block_Gen_CapToken �281�. 

Optional: PopulateInclude AcqCardMsg if appropriate based on payment card brand policy rules, need to send message, and receipt of key from Cardholder. 

Populate AuthToken as described on page � PAGEREF blockAuthToken �275� using values provided in merchant’s InstallRecurData if additional authorizations are provided for, based on SubseqentAuthInd was set TRUE in preceding AuthReq.

Note:  If none of these values are present, AuthResBaggage is an empty sequence.

This step constitutes AuthResBaggage.������Optional:  Populate BatchStatus as required by payment card brand policy.������If PANToken is included invoke EncBX encapsulation.  Else invoke EncBencapsulation.������Invoke Compose MessageWrapper  (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.�����Continued on next page
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Generate AuthResPayload���

Step�Action������Generate CapResPayload. as described on page � PAGEREF block_Gen_CapResPayload \* MERGEFORMAT �Error! Bookmark not defined.�������Populate AuthCode and AuthAmt with results from the authorization process. 

If authorization is rejected, return the AuthAmt specified in the preceding AuthReq.

If CaptureNow was indicated in the AuthReq but not performed, return “captureNotSupported” AuthCode for successful authorization.������Populate CurrConv with Cardholder’s requested currency and current conversation rate between AuthAmt currency and CardCurr if a AuthAmt is specified in a currency other than the one used by the cardholder.������Populate ResponseData as follows:

Populate AuthValCodes as follows: populate ApprovalCode, RespReason, AuthCharInd, Validation Code, and LogRefID if  returned from authorization process.

If RequestCardTypeInd was set TRUE in AuthReq, populate CardType with value returned from authorization process.

Populate AuthCharInd with value returned from the authorization process.�����Continued on next page
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AuthRes���

AuthRes�< EncB(P, M, AuthResData, AuthResBaggage), �   EncBX(P, M, AuthResData, AuthResBaggage, PANToken) >��AuthResData�{AuthTags, [BrandCRLIdentifier], [PEThumb], AuthResPayload}��AuthResBaggage�{[CapToken], [AcqCardMsg], [AuthToken]}��PANToken�See page � PAGEREF blockPANToken �284�. Sent if Merchant certificate indicates Merchant is entitled to the information. ��AuthTags�Copied from corresponding AuthReq; TransIDs and AuthRetNum may be updated with current information.��BrandCRLIdentifier�List of current CRLs for all CAs under a Brand CA. See page � PAGEREF blockBrandCRLIdentifier �249�.��PEThumb�Thumbprint of Payment Gateway certificate provided if AuthReq.MThumbs indicates Merchant needs one.��AuthResPayload�See page � PAGEREF blockAuthResPayload �359�.��CapToken�See page � PAGEREF blockCapToken �280�.��AcqCardMsg�If Cardholder included AcqBackKeyData in PIHead, the Payment Gateway may send this field to the Merchant containing a message (encrypted using the key data) for the Cardholder. The Merchant is required to copy AcqCardMsg to any subsequent PRes or InqRes sent to the Cardholder. See page � PAGEREF blockAcqCardMsg �278�.��AuthToken�Merchant uses as the PI in a subsequent AuthReq. See page � PAGEREF blockAuthToken �275�. ��Table � SEQ Table \* ARABIC �54�: AuthRes�xe "AuthRes"�

Continued on next page
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AuthResPayload���

AuthResPayload�{AuthHeader, [CapResPayload], [ARsExtensions]}��AuthHeader�{AuthAmt, AuthCode, ResponseData, [BatchStatus], [CurrConv]}��CapResPayload�See page � PAGEREF blockCapResPayload �383�.

Returned if CaptureNow had a value of TRUE in AuthReq.��ARsExtensions�The data in an extension to the authorization response must be financial and should be important for the processing of the authorization response or a subsequent authorization reversal or capture request by the Payment Gateway, the financial network, or the issuer.��AuthAmt�Copied from AuthReqPayload.AuthReqAmt.��AuthCode�Enumerated code indicating outcome of payment authorization processing.��ResponseData�{[AuthValCodes], [RespReason], [CardType], [AVSResult], [LogRefID]}��BatchStatus�See page � PAGEREF blockBatchStatus �296�.��CurrConv�{CurrConvRate, CardCurr}��AuthValCodes�{[ApprovalCode], [AuthCharInd], [ValidationCode], [MarketSpecDataID]}��RespReason�Enumerated code that indicates authorization service entity and (if appropriate) reason for decline.��CardType�Enumerated code indicating the type of card used for the transaction.��AVSResult�Enumerated Address Verification Service response code.��LogRefID�Alphanumeric data assigned to the authorization transaction (used for matching to reversals).��Table � SEQ Table \* ARABIC �55�: AuthResPayload�xe "AuthResPayload"�

Continued on next page
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�styleref "Block Label"�AuthResPayload� (continued)

��

CurrConvRate�Currency Conversion Rate: value with which to multiply AuthReqAmt to provide an amount in the Cardholder’s currency.��CardCurr�ISO 4217 currency code of Cardholder.��ApprovalCode�Approval code assigned to the transaction by the Issuer.��AuthCharInd�Enumerated value that indicates the conditions present when the authorization was performed.��ValidationCode�Four-byte alphanumeric code calculated to ensure that required fields in the authorization messages are also present in their respective clearing messages.��MarketSpecDataID�Enumerated code that identifies the type of market-specific data supplied on the authorization (as determined by the financial network).���styleref "Caption"�Table 55: AuthResPayload�, continued

Continued on next page
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AuthCode�The following values are defined for AuthCode.��

approved�The authorization request was approved.��unspecifiedFailure�The authorization request could not be processed for a reason that does not appear elsewhere in this list.��declined�The authorization request was declined.��noReply�The Issuer did not respond to the authorization request. This value frequently indicates a temporary system outage in the Issuer’s data processing facility.��callIssuer�The Issuer requests a telephone call from the Merchant.��amountError�The transaction amount could not be processed by an upstream system (acquirer, financial network, Issuer, etc.).��expiredCard�The card has expired.��invalidTransaction�The request could not be processed by an upstream system (acquirer, financial network, Issuer, etc.) because the type of transaction is not allowed.��systemError�The request could not be processed by an upstream system (acquirer, financial network, Issuer, etc.) because data in the request is invalid.��piPreviouslyUsed�The Payment Instructions in the authorization request have been used for a prior authorization request (Payment Gateway generated response).��recurringTooSoon�The minimum time between authorizations has not elapsed for a recurring transaction (Payment Gateway generated response).��recurringExpired�The expiration date for a recurring transaction has passed (Payment Gateway generated response).��piAuthMismatch�The data in the PI from the Cardholder does not correspond with the data in the OD from the Merchant.��installRecur�Mismatch�InstallRecurData in the PI from the Cardholder does not correspond with InstallRecurData in the OD from the Merchant.��captureNotSupported�The Payment Gateway does not support capture.��signatureRequired�The unsigned PI option is not supported by the Payment Gateway for this brand.��cardMerchBrand�Mismatch�The brand in the cardholder signature certificate does not match with the brand of the payment gateway encryption certificate.�� Continued on next page
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Merchant processes AuthRes���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Retrieve transaction record and compare to AuthTags:

Verify that XID matches transaction.  If it does not, reject the message and log an “unknownXID” Error.

Verify that LID-M and, if present in transaction record, LID-C match transaction record.  If either does not, reject message and log an “unknownLID” Error with the payment gateway.���If BrandCRLIdentifier is included in message, store with CRLs.���Process AuthResPayload as described on page � PAGEREF blockProcessAuthResPayload \* MERGEFORMAT �363�.���Verify that GKThumb matches an existing Payment Gateway encryption certificate if GKThumb is present.  If it does not, update certificate cache with current certificate.���If BatchStatus is present, process and store data.���Process AuthResBaggage:

Store CapToken if present.

If AcqCardMsg is present,  store for return to Cardholder.

Store AuthToken for subsequent authorization if present.�Note:  If SubsequentAuthInd was set TRUE in AuthReq, AuthToken will be returned.���If PANToken is present, store in secure local storage.���Proceed with Capture and/or Purchase Response, depending on the results of authorization, and merchantÕs time frame for return of purchase response.�� Continued on next page
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Process AuthResPayload���

Step�Action���Process ARsExtensions if present.  If an unsupported extension is marked critical, log an “unrecognizedExtension” Error with the Payment Gateway and discard AuthRes.���Process CapResPayload if present:

Process CRsPayExtensions.  If unrecognized extensions are present and marked critical, reject AuthRes and log an “unrecognizedExtension” Error with Payment Gateway.

Process CapCode to determine result.

Process SaleDetail according to payment card brand policy and processing steps on page � PAGEREF blockProcessSaleDetail \* MERGEFORMAT �Error! Bookmark not defined.�.

For successful capture, record CapCode and CapAmt.

Note: If capture was requested, CapResPayload will be returned.���If CurrConv is present, store for forwarding to Cardholder.���Process AuthCode, AuthAmt, and ResponseData:

Process AuthCode to determine outcome.

Store AuthCode and AuthAmt for successful outcome.

Store ValidationCode for successful outcome, if present.

Store AuthValCodes if present.

Process RespReason, if present.

Store AVSResult, if present.

Store LogRefID, if present.��

�Referral Processing



Overview�When an Issuer processes an authorization request, the response can indicate three possible results: approved, declined or conditionally declined. This latter result is commonly called a referral and it is indicated by a value of callIssuer(4) in the AuthCode.

Upon receiving a referral response, a Merchant may call the acquirer using a telephone number supplied out-of-band; after identifying the transaction, the acquirer shall connect the Merchant to the Issuer.  As a result of this phone call, the issuer may convert the authorization to an approval by providing the merchant with ApprovalCode during the call.��

Merchant processing of referral�Merchant software shall allow the merchant server operator to enter an approval code.  The software will then process the transaction as though the response code had been approved(0).

 Note: the value from the response code shall not be changed. 

A referred approval never results in capture.  This is true even in the case of an AuthReq with CaptureNow set TRUE.  In order to capture the transaction, the merchant software may issue and CapReq.

Merchant software shall not  attempt to authorize referred authorization by issuing additional AuthReq messages.��

Payment Gateway processing of referral�Payment Gateway software shall process referred authorizations as approved with two exceptions:  The AuthCode shall be set to “callIssuer” and; Capture will not be performed until the merchant has received an ApprovalCode from the issuer.  The AuthRes returned shall in all other ways be identical to the AuthRes that would be returned on an approved authorization.



Payment Gateway software shall also process all subsequent messages for the transactions as if the transaction had been approved if and only if the merchant provides a valid ApprovalCode.��



�Extension Guidelines



AuthReq-Payload�The authorization request carries information from the Merchant necessary for the Payment Gateway to produce an authorization request message that can be processed by the Acquirer or financial network for transmission to the Issuer. The data in an extension to the authorization request shall be financial and should be important for the processing of an authorization (or subsequent capture) by the Payment Gateway, the financial network or the Issuer.��

AuthRes-Payload�The authorization response carries information from the Payment Gateway regarding the processing of the authorization request. The data in an extension to the authorization response shall be financial and should be important for the processing of the authorization response or a subsequent authorization reversal or capture request by the Payment Gateway, the financial network or the Issuer.��

�Section 2�Authorization Reversal

Overview

 

Introduction�The AuthRevReq/AuthRevRes message pair is used only to reduce or cancel a previously granted authorization.  The pair may also be used to split a previously unsplit authorization.  



Note: AuthRevReq/Res cannot be used to unsplit a previously split transaction.��

����AuthRevReq

����AuthRevRes

���Figure � SEQ Figure \* ARABIC �32�: AuthRevReq/AuthRevRes Message Pair

 

Purpose�This sequence of messages is optional and is used only if change or elimination of an authorization is required.  The Authorization Reversal Request message may be sent at any time after authorization and before capture has been requested to the Payment Gateway to change the amount of authorization for a transaction or even completely remove the authorization.  It may also be used to split a previously unsplit transaction.��  

Split Shipments�If a merchant discovers after an initial, non-split AuthReq that a shipment must be split, the merchant shall use AuthRevReq to split the authorization.  To do this, the merchant shall submit an AuthRevReq which reduces the AuthAmt to reflect the value of the initial shipment and set the SubsequentAuthInd TRUE.  The payment gateway shall return an AuthToken in the AuthRevRes.  This AuthToken will be used to authorize purchases for subsequent partial shipments.��

�Merchant Generates AuthRevReq

 

Create-AuthRevReq�In the processing steps below, “most recent authorization request” is defined as the most recently generated, AuthReq or AuthRev that is part of the corresponding transaction.  Similarly, “most recent authorization response” is defined as the response to the most recently generated AuthReq or AuthRev.��

Step�Action���Populate AuthRevTags as follows:

Populate AuthRevRRTags as described in RRTags on page � PAGEREF block_Gen_RRTags �295�.

Populate transIDs as described in TransIDs on page � PAGEREF blockGenerateTransIDs \* MERGEFORMAT �Error! Bookmark not defined.�.  If PaySysID has been defined, populate PaySysID.

Copy AuthRetNum from most recent authorization request if present.���Populate AuthRevReqBaggage as follows:

If an AuthToken was sent, populate PI with corresponding AuthToken.  Else, copy PI from most recent authorization request.

Copy CapToken from most recent authorization request if present.���Populate AuthNewAmt with requested new authorized amount.  AuthNewAmt, shall be less than current authorized amount.���Recommended:  Populate MThumbs by computing thumbprints of Certificates and CRLs held by the Merchant; the Merchant should populate thumbs in the message which may subsequently be needed to verify signatures and certificates provided by the Payment Gateway.  Inclusion of this field is an optimization to reduce certificates and CRLs provided in the next message from the Payment Gateway.���Optional: Copy AuthReqData from most recent authorization response. To split a previously unsplit transaction, set SubsequentAuthInd in AuthReqData to TRUE.���Copy AuthResPayload from most recent authorization response.  AuthResPayload may be omitted if CapToken is present.���To cancel authorization, set AuthNewAmt to zero.���Optional: Populate ARvRqExtensions.���Invoke EncB encapsulation with:

AuthRevReqData in the ordinary slot; and

AuthRevReqBaggage in the baggage slot.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��Continued on next page
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AuthRevReq���

AuthRevReq�EncB(M, P, AuthRevReqData, AuthRevReqBaggage)��AuthRevReqData�{AuthRevTags, [MThumbs], [AuthReqData], [AuthResPayload], AuthNewAmt, [ARvRqExtensions]} ��AuthRevReqBaggage�{PI, [CapToken]}��AuthRevTags�{AuthRevRRTags, [AuthRetNum]}��MThumbs�Thumbprints of certificates, CRLs, and Brand CRL Identifiers currently held in Merchant’s cache.��AuthReqData�Copied from prior, corresponding AuthReq. Not required in message if CapToken generated by Payment Gateway contains all relevant data.��AuthResPayload�Copied from prior, corresponding AuthRes. Not required in message if CapToken generated by Payment Gateway contains all relevant data.��AuthNewAmt�New authorization amount requested. A value of zero indicates that the entire Authorization should be reversed; any other value less than the original authorized amount indicates a partial reversal. Full or partial reversals are used by Issuers to adjust the Cardholder’s open to buy.��ARvRqExtensions�The data in an extension to the authorization reversal request must be financial and should be related to the processing of an authorization reversal (or subsequent capture) by the Payment Gateway, the financial network, or the issuer.��PI�Copied from prior, corresponding AuthReq.��CapToken�Copied from prior, corresponding AuthRes.��AuthRevRRTags�RRTags, see page � PAGEREF blockRRTags �295�.

Fresh RRPID and Date for AuthRev pair.��AuthRetNum�Identification of the authorization request used within the financial network.��Table � SEQ Table \* ARABIC �56�: AuthRevReq�xe "AuthRevReq"�

Continued on next page
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Payment Gateway processes AuthRevReq���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process ARvRqExtensions.  If an unsupported extension is marked critical, reject the message by sending an “unrecognizedExtension” Error message.���Retrieve transaction record based on TransIDs in AuthRevTags.���Process MThumbs in AuthRevReqData.  Ignore MThumbs in AuthReqData.  ���If transaction record indicates the transaction has been captured, reject the message by sending an “originalProcessed” Error message. ���Verify PI by decrypting and matching against stored, previously verified PI from most recent authorization request.  If they do not match, reject the reversal by sending a “piMismatch” AuthRevCode. ���Compare the TransIDs from AuthRevTags and PIHead or AuthToken:

Verify that both XIDs match.

Verify that both LID-Cs match.

If present in both AuthRevTags and PIHead, verify that both LID-Ms match.

If any of these verifications fail, reject the reversal by returning a “piAuthMismatch” AuthRevCode.���If present, verify that AuthReqData AuthResPayload match data in transaction record.  If either does not match, reject the reversal by returning and “authDataMismatch” AuthRevCode.���If CapToken is present:

Verify CapToken as described on page � PAGEREF blockProcessCapToken \* MERGEFORMAT �Error! Bookmark not defined.�. If CapToken is invalid, reject the message by returning a “invalidCapToken” Error message. 

Process TokenOpaque.���If CapToken is absent but transaction record indicates one was sent, reject the authorization by returning a “capTokenMissing” AuthRevCode. ���Determine changes: reduction in authorization amount, addition of subsequent authorization capability, or authorization canceled. ���Verify that AuthNewAmt is less than AuthAmt in AuthResPayload.  If it is not, reject the reversal by returning an “invalidAmount” AuthRevCode.���Perform Reversal using existing payment card financial network.���Continue with Create AuthRevRes on page � PAGEREF block_Send_AuthRevRes �370�.��

�Payment Gateway Generates AuthRevRes

 

Create AuthRevRes���

Step�Action���Retrieve authorization data from authorization reversal process.���Copy AuthRevTags from AuthRevReq, update with AuthRetNum received in authorization data from payment card financial network.���Populate current BrandCRLIdentifier held by Payment Gateway if thumb for current BrandCRLIdentifier was not received or is not current.���If MThumbs indicates that the Merchant needs a new Cert�PE to encrypt information to the Payment Gateway:

Insert a Cert�PE in the PKCS#7 envelope. 

Insert GKThumb into AuthResData since Cert�PE itself is not protected by a signature.���Populate AuthResDataNew as follows: 

Copy TransIDs from corresponding AuthRevReq.

Populate AuthRevCode with results from the authorization reversal process. 

Populate AuthNewAmt with results from the authorization reversal process if authorization is rejected, return the AuthNewAmt specified in the preceding AuthRevReq.

Generate AuthResPayload as described on page � PAGEREF blockGenerateAuthResPayload \* MERGEFORMAT �357�.

If CaptureNow is was indicated in the AuthReq but not supported, return “captureNotSupported” AuthRevCode for successful authorization.���Populate AuthRevResBaggage as follows:

Optional: Populate CapTokenNew using the process for CapToken described on page � PAGEREF block_Gen_CapToken �281�. 

Populate AuthTokenNew as described on page � PAGEREF blockGenerateAuthToken \* MERGEFORMAT �Error! Bookmark not defined.�using values provided in merchant’s InstallRecurData if  SubseqentAuthInd was set TRUE in preceding AuthRevReq.���Optional:  Populate BatchStatus as required by payment card brand policy.������Optional: Populate ARvRsExtensions.���If CapTokenNew and/or AuthTokenNew are included, invoke EncB.  Else, invoke 

Enc.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��Continued on next page
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AuthRevRes��� 

AuthRevRes�< EncB(P, M, AuthRevResData, AuthRevResBaggage), �   Enc(P, M, AuthRevResData) >��AuthRevResData�{AuthRevCode, AuthRevTags, [BrandCRLIdentifier], [PEThumb], AuthNewAmt, AuthResDataNew, [ARvRsExtensions]}��AuthRevResBaggage�{[CapTokenNew], [AuthTokenNew]}��AuthRevCode�Enumerated code indicating outcome of payment authorization reversal processing.��AuthRevTags�Copied from corresponding AuthRevReq��BrandCRLIdentifier�List of current CRLs for all CAs under a Brand CA. See page � PAGEREF blockBrandCRLIdentifier �249�.��PEThumb�Thumbprint of Payment Gateway certificate provided if AuthRevReq.MThumbs indicates Merchant needs one.��AuthNewAmt�Copied from corresponding AuthRevReq.��AuthResDataNew�{TransIDs, [AuthResPayloadNew]}

If AuthNewAmt is not 0, Payment Gateway creates a new instance of AuthResData (see “� REF blockAuthRes \* MERGEFORMAT �AuthRes�” on page � PAGEREF blockAuthRes �358�). ��ARvRsExtensions�The data in an extension to the authorization reversal response must be financial and should be important for the processing of the authorization reversal response or a subsequent capture request by the Payment Gateway, the financial network, or the issuer.��CapTokenNew�New Capture Token (with updated fields), if AuthNewAmt is not 0. This replaces the CapToken returned in the corresponding AuthRes.��AuthTokenNew�New Authorization Token (with updated fields). Merchant uses as the PI in a subsequent AuthReq. See “� REF blockAuthToken \* MERGEFORMAT �AuthToken�” on page � PAGEREF blockAuthToken �275�.��TransIDs�Copied from corresponding AuthRevReq.��AuthResPayloadNew�Formally identical to AuthResPayload (see page � PAGEREF blockAuthResPayload �359�); if AuthNewAmt is not 0.��Table � SEQ Table \* ARABIC �57�: AuthRevRes�xe "AuthRevRes"�

Continued on next page
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Merchant receives AuthRevRes���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process ARvRsExtensions and ARsExtensions if present.  If an unsupported extension is marked critical, log an “unrecognizedExtension” Error with the Payment Gateway and discard AuthRevRes.���Retrieve transaction record and compare against AuthRevTags.  

Verify that XID matches transaction record.  If it does not log an “unknownXID” Error with the payment gateway.

Verify that LID-M and, if present in transaction record, LID-C match values from transaction record.  If they do not, log an “unknownLID” Error with the payment gateway.���If BrandCRLIdentifier is included in message, store with CRLs.���Verify that GKThumb matches an existing Payment Gateway encryption certificate if GKThumb is present.  If it does not, update certificate cache with current certificate.���Store AuthNewAmt is not 0.  If AuthNewAmt is 0, cancel the most recent authorization.���If BatchStatus is present, process and store data.���Process AuthResPayloadNew using the process for AuthResPayload described on page � PAGEREF blockProcessAuthResPayload \* MERGEFORMAT �363�.���Process AuthRevResBaggage:

Store CapTokenNew if present.

Store AuthTokenNew for subsequent authorizations if present.�Note:  If SubsequentAuthInd was set TRUE in AuthReq, AuthToken will be returned.���If successful, update stored database record with new data.�� 

�Extension Guidelines



AuthRevReq-Data�The authorization reversal request carries information from the Merchant necessary for the Payment Gateway to produce an authorization reversal request message that can be processed by the Acquirer or financial network for transmission to the Issuer. The data in an extension to the authorization reversal request shall be financial and should be important for the processing of an authorization reversal (or subsequent capture) by the Payment Gateway, the financial network or the Issuer.��

AuthRevRes-Data�The authorization reversal response carries information from the Payment Gateway regarding the processing of the authorization reversal request. The data in an extension to the authorization reversal response shall be financial and should be important for the processing of the authorization reversal response or a subsequent capture request by the Payment Gateway, the financial network or the Issuer.��



�Section 3�Capture Request/Response

Overview

 

Introduction�The capture request processing consists of two messages, a request from a Merchant to a Payment Gateway, and a response from the Payment Gateway back to the Merchant.�� 

����CapReq

����CapRes

���Figure � SEQ Figure \* ARABIC �33�: CapReq/CapRes Message Pair

 

Purpose�The Capture Request/Response message pair provides the mechanism for completing the payment of moneys previously authorized in one or more authorization transactions.  Amounts captured must be previously authorized using authorization messages.  A single capture message may be made up of multiple capture tokens associated with distinct transactions and their previous authorizations. 



The merchant shall not send a Capture Request for previously successfully captured.�� 

Variations�Capture may be accomplished by this protocol pair, although out-of-band methods of capture outside the scope of this protocol may also be used.  The total amount captured (often by multiple capture messages) usually will be required to be less than or equal to the amount authorized by this protocol based on acquirerÕs rules.�� 

�Merchant Generates CapReq

 

Create CapReq���

Step�Action���Populate CapRRTags as described for RRTags on page � PAGEREF block_Gen_RRTags �295�. ���Optional: Populate AuthReqData, and AuthResPayload.   Shall only be omitted if information is contained in CapToken.���Recommended: Populate MThumbs of all certificates for the Payment Gateway that the message is being sent to, for CRLs, and for BrandCRLIdentifier.���Populate one or more CapItems in CapSeq as follows.  For each CapItem:

Populate TransIDs and AuthRRPID for capture item from preceding messages in each transaction.

Populate CapPayload as described on page � PAGEREF blockGenerateCapPayload \* MERGEFORMAT �375�.

Populate SaleDetail as required by payment card brand policy.

If no CapToken is available or authorization is not available to Payment gateway, copy AuthReqItem from matching AuthReqItem AuthReq and AuthResPayload from matching AuthRes.���Populate CapTokSeq with CapTokens from corresponding AuthRes messages in ordered one-to-one correspondence with CapItems in CapSeq.   If no CapToken is available for a transaction, a null shall be used.���Populate the extra slot of the EncBX encapsulation with PANToken, if Merchant has received PANToken. ���Optional: Populate CRqExtensions.���If PANToken is included, invoke EncBX encapsulation.���If PANToken is not included, invoke EncB encapsulation.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��

Generate CapPayload���

Step�Action���Populate CapDate with current date.���Populate CapReqAmt with amount to be captured.���Copy AuthResPayload from corresponding AuthRes.���Optional: Populate CPayExtensions.��Continued on next page
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CapReq�The capture request message contains a signed and encrypted sequence of data elements identifying the message and providing a set of capture amounts and tokens to be processed.��

CapReq�< EncB(M, P, CapReqData, CapTokenSeq), �   EncBX(M, P, CapReqData, CapTokenSeq, PANToken) > 

CapTokenSeq is external “baggage”.

If PANToken is included, it must correspond to a single CapItem and a single CapToken in CapTokenSeq.��CapReqData�{CapRRTags, [MThumbs], CapItemSeq, [CRqExtensions]}��CapTokenSeq�{[CapToken] +}

One or more CapTokens, in ordered one-to-one correspondence with CapItems in CapItemSeq. 

Note: Any CapToken may be omitted; that is, may be NULL.��PANToken�See page � PAGEREF blockPANToken �284���CapRRTags�RRTags, see page � PAGEREF blockRRTags �295�.

Fresh RRPID and Date.��MThumbs�Thumbprints of certificates, CRLs, and Brand CRL Identifiers currently held in Merchant’s cache.��CapItemSeq�{CapItem +}

One or more CapItem in an ordered array.��Table � SEQ Table \* ARABIC �58�: CapReq�xe "CapReq"�

Continued on next page
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�styleref "Block Label"�CapReq� (continued)���

CRqExtensions�The data in an extension to the capture request must be financial and should be important for the processing of a capture message by the Payment Gateway, the financial network, or the issuer.

Note: The data in this extension applies to every item in the capture request; data related to a specific item should be placed in an extension to CapPayload.��CapToken�Copied from corresponding AuthRes (see page � PAGEREF blockAuthRes �358�) or AuthRevRes (see page � PAGEREF blockAuthRevRes �371�).��CapItem�{TransIDs, AuthRRPID, CapPayload}��TransIDs�Copied from corresponding AuthRes (see page � PAGEREF blockAuthRes �358�) or AuthRevRes (see page � PAGEREF blockAuthRevRes �371�).��AuthRRPID�The RRPID that appeared in the corresponding AuthReq (see page � PAGEREF blockAuthReq �350�)or AuthRevReq (see page � PAGEREF blockAuthRevReq �368�).��CapPayload�See page � PAGEREF blockCapPayload �378�.���styleref "Caption"�Table 58: CapReq�, continued

Continued on next page
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CapPayload���

CapPayload�{CapDate, CapReqAmt, [AuthReqItem], [AuthResPayload], [SaleDetail], [CPayExtensions]}��CapDate�Date of capture; this is the Transaction Date that will appear on the Cardholder’s statement.��CapReqAmt�Capture amount requested by Merchant, may differ from AuthAmt; this is the Transaction Amount (before any currency conversion) that will appear on the Cardholder’s statement.��AuthReqItem�See “� REF blockAuthReq \* MERGEFORMAT �AuthReq�” on page � PAGEREF blockAuthReq �350�. 

Required if the corresponding CapToken is not present or the Payment Gateway/acquirer systems do not contain the relevant authorization request data.��AuthResPayload�See page � PAGEREF blockAuthResPayload �359�.

Required if the corresponding CapToken is not present or the Payment Gateway/acquirer systems do not contain the relevant authorization response data.��SaleDetail�See page � PAGEREF blockSaleDetail �286�.��CPayExtensions�The data in an extension to the capture request payload must be financial and should be important for the processing of a capture message by the Payment Gateway, the financial network, or the issuer.

Note: The data in this extension applies to an individual item in the capture request; data related to the entire capture request message should be placed in an extension to CapReqData.��Table � SEQ Table \* ARABIC �59�: CapPayload�xe "CapPayload"�

Continued on next page
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Payment Gateway receives CapReq���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process CRqExtensions.  If any unsupported extensions are flagged critical, reject the message by returning an “unrecognizedExtension” Error Message.���For each CapItem, process the capture, and create CapResItem with the amount from the capture processing and success/failure in CapCode. 

Process CapPayload as described on page � PAGEREF blockProcessCapPayload \* MERGEFORMAT �380�.

If CapToken is present:

Verify CapToken as described on page � PAGEREF blockGenerateCapToken \* MERGEFORMAT �Error! Bookmark not defined.�. If CapToken is invalid, decline capture by returning an “invalidCapToken” CapCode for this item.

Verify CapToken has not already been processed. If decline capture by returning and “invalidCapToken” CapCode.

Process TokenOpaque.

Else, if capture without CapToken is supported

If AuthReqItem and AuthResPayload are not present, decline capture by returning an “authDataMissing” CapCode.�Note: Extensions in authorization data are processed during authorization.   

Verify AuthReqItem and AuthResPayload against transaction records.  If they do not match an existing transaction, decline capture by returning an “invalidAuthData” CapCode.  

Else, in capture without CapToken is not supported, decline capture by returning a “missingCapToken” CapCode.

Verify TransIDs as follows:

Retrieve transaction record.

Verify XID matches transaction records.  If it does not, decline capture by returning an “unknownXID” CapCode.

Verify LID-C and, if present, LID-M by comparing to values from transaction record.   If either does not match, fail the transaction by returning an “UnknownLID” CapCode.

Process capture for item via existing payment card financial network and store results.��Continued on next page
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Payment Gateway Processes CapPayLoad���

Step�Action���Process CPayExtensions.  If an unknown extension is marked critical, reject the message and return an “unrecognizedExtension” Error message.���Store SaleDetail.���Verify the BatchID is an open batch for the BrandAndBIN if present.

If batch is unknown, decline capture by returning a “batchUnknown” CapCode.

If not open, decline capture by returning a “batchClosed” CapCode.���Verify the BatchSequenceNum is unique within batch.  If not unique, decline capture by returning an “batchUnknown” CapCode.��

�Payment Gateway Generates CapRes





Create CapRes���

Step�Action���Retrieve capture data from capture process.���Copy CapRRTags from CapReq.���Populate current BrandCRLIdentifier held by Payment Gateway if thumb for current BrandCRLIdentifier was not received or is not current.���If MThumbs indicates that the Merchant needs a new Cert�PE to encrypt information to the Payment Gateway:

Insert a Cert�PE in the PKCS#7 envelope. 

Insert GKThumb into AuthResData since Cert�PE itself is not protected by a signature.���Optional: Populate BatchStatusSeq with status of current batches.���Copy the BatchID and BatchSequenceNum from the SaleDetail to the CapResPayload.���Populate CapResSeq.  For each CapItem in corresponding CapReq, populate a CapResItem as follows:

Copy TransIDs from corresponding CapReqItem.

Copy AuthRRPID from corresponding CapReqItem if present.

Populate CapResPayload as described on page � PAGEREF blockGenerateCapResPayload \* MERGEFORMAT �381�.���Optional: Populate CRsExtensions.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Merchant.�� 

Generate CapRes�Payload���

Step�Action���Populate CapCode and CapAmt with results from processing corresponding CapReqItem.��2�Copy BatchID and BatchSequenceNum from corresponding CapReqItem.��3�Optional:  Populate CRsPayExtensions.�� Continued on next page
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CapRes���

CapRes�Enc(P, M, CapResData)��CapResData�{CapRRTags, [BrandCRLIdentifier], [PEThumb], [BatchStatusSeq], CapResItemSeq, [CRsExtensions]}��CapRRTags�RRTags (see page � PAGEREF blockRRTags �295�); copied from CapReq.��BrandCRLIdentifier�List of current CRLs for all CAs under a Brand CA . See page � PAGEREF blockBrandCRLIdentifier �249�.��PEThumb�Thumbprint of Payment Gateway certificate provided if CapReqData.MThumbs indicates Merchant needs one.��BatchStatusSeq�{BatchStatus +}��CapResItemSeq�{CapResItem +}

Order corresponds to CapReq.��CRsExtensions�The data in an extension to the capture response must be financial and should be important for the processing of the capture response or a subsequent capture reversal or credit request by the Payment Gateway, the financial network, or the issuer.

Note: The data in this extension applies to every item in the capture response; data related to a specific item should be placed in an extension to CapResPayload.��BatchStatus�See page � PAGEREF blockBatchStatus �296�.��CapResItem�{TransIDs, AuthRRPID, CapResPayload} ��TransIDs�Copied from corresponding CapReq.��AuthRRPID�The RRPID that appeared in the corresponding AuthReq or AuthRevReq; copied from corresponding CapReq.��CapResPayload�See page � PAGEREF blockCapResPayload �383�.��Table � SEQ Table \* ARABIC �60�: CapRes�xe "CapRes"�

Continued on next page
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CapResPayload���

CapResPayload�{CapCode, CapAmt, [BatchID], [BatchSequenceNum], [CRsPayExtensions]} ��CapCode�Enumerated code indicating status of capture.��CapAmt�Copied from corresponding CapReq.��BatchID�Identification of the settlement batch for merchant-acquirer accounting; copied from corresponding CapReq.��BatchSequenceNum�The sequence number of this item within the batch; copied from corresponding CapReq.��CRsPayExtensions�The data in an extension to the capture response payload must be financial and should be important for the processing of the capture response or a subsequent capture reversal or credit request by the Payment Gateway, the financial network, or the issuer.

Note: The data in this extension applies to an individual item in the capture response; data related to the entire capture response message should be placed in an extension to CapResData.��Table � SEQ Table \* ARABIC �61�: CapResPayload�xe "CapResPayload"�

Continued on next page
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Merchant receives CapRes���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process CRsExtensions if present.  If an unsupported extension is marked critical, log an “unrecognizedExtension” Error with the Payment Gateway and discard CapRes.���Retrieve transaction record and compare to CapRRTags:

Verify that XID matches transaction.   If it does not, reject the message and log an “unknownXID” Error with payment gateway.

Verify that LID-M and, if present in transaction record, LID-C match transaction record.  If either does not, reject message and log an “unknownLID” Error with the payment gateway.���If BrandCRLIdentifier is included in message, store with CRLs.���Verify that GKThumb matches an existing Payment Gateway encryption certificate if GKThumb is present.  If it does not, update certificate cache with current certificate.���For each CapResItem in CapResSeq: 

Process CRsPayExtensions.  If unrecognized extensions are present and marked critical, reject CapRes and log an “unrecognizedExtension” Error with Payment Gateway.

Process CapCode to determine result.

For successful capture, store CapCode and CapAmt, associating with AuthRRPID.���If BatchStatusSeq is present, process and store each BatchStatus.�� Continued on next page
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CapCode�The following values are defined for CapCode.��

success�The capture item was successfully processed by the Payment Gateway.��unspecifiedFailure�The reason for the failure does not appear elsewhere in this list.��duplicateRequest�A capture request has already been processed for this transaction (XID and AuthRRPID).��authExpired�The authorization request was processed too long ago. The maximum time period is defined by payment card brand rules and the Acquirer.��authDataMissing�The authorization information was not present in the capture request.��invalidAuthData�The authorization information is not valid for this transaction��capTokenMissing�The CapToken necessary to process this item was not present in the capture request.��invalidCapToken�The CapToken is not valid for this transaction��batchUnknown�The batch for this item is unknown to the Payment Gateway.��batchClosed�The batch for this item has already been closed.��unknownXID�The XID is not recognized��unknownLID�The LID is not recognized��

�Extension Guidelines



CapReqData�The capture request carries information from the Merchant necessary for the Payment Gateway to produce clearing request messages (for payment) that can be processed by the Acquirer or financial network for transmission to the Issuer. The data in an extension to the capture request shall be financial and should be important for the processing of a capture message by the Payment Gateway, the financial network or the Issuer.

Note: The data in this extension applies to every item in the capture request; data related to a specific item should be placed in an extension to CapPayload.��

CapPayload�The capture request payload carries information from the Merchant necessary for the Payment Gateway to produce a clearing request message (for payment) that can be processed by the Acquirer or financial network for transmission to the Issuer. The data in an extension to the capture request payload shall be financial and should be important for the processing of a capture message by the Payment Gateway, the financial network or the Issuer.

Note: The data in this extension applies to an individual item in the capture request; data related to the entire capture request message should be placed in an extension to CapReqData.��

CapResData�The capture response carries information from the Payment Gateway regarding the processing of the capture request. The data in an extension to the capture response shall be financial and should be important for the processing of the capture response or a subsequent capture reversal or credit request by the Payment Gateway, the financial network or the Issuer.

Note: The data in this extension applies to every item in the capture response; data related to a specific item should be placed in an extension to CapResPayload.��

CapRes�Payload�The capture response payload carries information from the Payment Gateway regarding the processing of the capture request. The data in an extension to the capture response payload shall be financial and should be important for the processing of the capture response or a subsequent capture reversal or credit request by the Payment Gateway, the financial network or the Issuer.

Note: The data in this extension applies to an individual item in the capture response; data related to the entire capture response message should be placed in an extension to CapResData.��



�Section 4�Capture Reversal or Credit Data

Overview

 

Introduction�Capture Reversal and Credit messages are syntactically identical and perform similar functions.  Therefore, the data common to both messages are presented here and will be referenced from sections 5-7.�� 

�Merchant Generates CapRevOrCredReqData





Create CapRevOrCred�ReqData���

Step�Action���Generate CapRevOrCredRRTags with fresh RRPID and current date.���Recommended:  Populate MThumbs by computing thumbprints of Certificates and CRLs held by the Merchant; the Merchant should populate thumbs in the message which may subsequently be needed to verify signatures and certificates provided by the Payment Gateway.  Inclusion of this field is an optimization to reduce certificates and CRLs provided in the next message from the Payment Gateway.���Populate one or more items in CredRevOrCredReqItems as follows:

Copy TransIDs from corresponding CapRes if available.

Copy AuthRRPID from most recent settlement request if available.

Copy CapPayload from most recent settlement request (i.e. CapReq, CapRevReq, CredReq, or CredRevReq).

Populate NewBatchID if transactions original batch has closed.

Populate CapRevOrCredReqDate with current date/time.

Optional:  Populate CapRevOrReqAmt with new amount for settlement.�Note: May differ from both AuthAmt in CapToken and CapReqAmt in CapPayload.

Optional:  Set NewAccountInd if settlement will occur on a new cardholder account as specified by included PANToken.   

Optional: Populate CRvRqItemExtensions.���Optional:  Populate CRvRqExtensions.��

Continued on next page
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CapRevOrCredReqData���

CapRevOrCredReqData�{CapRevOrCredRRTags, [MThumbs], CapRevOrCredReqItemSeq, [CRvRqExtensions]}��CapRevOrCredRRTags�RRTags, see page � PAGEREF blockRRTags �295�.

Fresh RRPID and Date for this pair.��MThumbs�Thumbprints of certificates, CRLs, and Brand CRL Identifiers currently held Merchant’s cache.��CapRevOrCredReqItemSeq�{CapRevOrCredReqItem +} 

One or more CapRevOrCredReqItem in an ordered array.��CRvRqExtensions�The data in an extension to the capture reversal or credit request must be financial and should be important for the processing of a capture reversal or credit by the Payment Gateway, the financial network, or the issuer.

Note: The data in this extension applies to every item in the capture reversal or credit request; data related to a specific item should be placed in an extension to CapRevOrCredReqItem.��CapRevOrCredReqItem�{TransIDs, AuthRRPID, CapPayload, [NewBatchID], CapRevOrCredReqDate, [CapRevOrCredReqAmt], NewAccountInd, [CRvRqItemExtensions]}��TransIDs�Copied from the corresponding CapRes(see page � PAGEREF blockCapRes �Error! Bookmark not defined.�).

Required if the corresponding CapToken is not present or does not contain the relevant authorization request data.��Table � SEQ Table \* ARABIC �62�: CapRevOrCredReqData�xe "CapRevOrCredReqData"�

Continued on next page
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�styleref "Block Label"�CapRevOrCredReqData� (continued)

��

AuthRRPID�The RRPID that appeared in the corresponding AuthReq or AuthRevReq.��CapPayload�See page � PAGEREF blockCapPayload �378�. ��NewBatchID�This field specifies a new batch identifier; it is used for reversal requests for items submitted in a batch that has subsequently been closed. The BatchID in CapPayload identifies the original batch.��CapRevOrCredReqDate�The date the request is submitted.��CapRevOrCredReqAmt�In credit requests, the amount of credit requested, which may differ from AuthAmt in CapToken and CapReqAmt in CapPayload.��NewAccountInd�Indicates that a new account number is specified in PANToken; when this field is set, the new account number overrides the account information in the CaptureToken or authorization data retained by the acquirer. Use of this field is subject to payment card brand and acquirer policies.��CRvRqItemExtensions�The data in an extension to the capture reversal or credit request item must be financial and should be important for the processing of a capture reversal or credit by the Payment Gateway, the financial network or the issuer.

Note: The data in this extension applies to an individual item in the capture reversal or credit request; data related to the entire capture reversal or credit request message should be placed in an extension to CapRevOrCredReqData.���styleref "Caption"�Table 62: CapRevOrCredReqData�, continued

Continued on next page
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Payment Gateway Processes CapRevOrCredReq-Data���

Step�Action���Process CRvRqExtensions. If an unsupported extension is marked critical, return an “unrecognizedExtension” Error message and discard message.���Process each CapRevOrCredItem as follows:

Process CRvRqItemExtensions.  If an unrecognized extension is marked critical, reject the message by returning an “unrecognizedExtension” Error message.

Retrieve transaction record and compare to TransIDs in CapRevOrCredItem

Verify that XID matches a prior transaction.  If it does not, reject message by returning an “unknownXID” Error message.

Verify LID-C and, if present in transaction record, LID-C match values from transaction record.  If either does not, reject the message by returning an “unkownLID” Error message.

Verify CapPayload by matching against transaction record.  If it does not match, reject item by returning a “capDataMismatch” CapRevOrCredCode.�Note: CPayExtensions shall have been previously processed.

If NewBatchID is set, verify the BatchID is an open batch for the BrandAndBIN.   If the batch has been closed, return a “batchClosed” CapRevOrCredCode.  If the batch is unknown, return a “batchUnknown” CapRevOrCredCode.

Store CapRevOrCredAmt. 

If NewAccountInd is set, use account number in PANToken for payment card financial network  processing.���Retrieve transaction record based on TransIDs in AuthRevTags.��Continued on next page
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Payment Gateway Generates CapRevOrCredResData���

Step�Action���Populate CapRevOrCredTags.���Populate current BrandCRLIdentifier held by Payment Gateway if thumb for current BrandCRLIdentifier was not received or is not current.���If MThumbs indicates that the Merchant needs a new Cert�PE to encrypt information to the Payment Gateway:

Insert a Cert�PE in the PKCS#7 envelope. 

Insert GKThumb into AuthResData since Cert�PE itself is not protected by a signature.���Optional:  Populate BatchStatusSeq with BatchStatus for each batch for which status was requested.���For each item in corresponding CapRevOrCredReqItems, populate a CapRevOrCredResItem in CapRevOrCredReqItems as follows:

Copy TransIDs from corresponding CapRevOrCredReqItem.

If available, copy RRPID from corresponding CapRevOrCredReqItem.

Populate CapRevOrCredResPayload as follows:

Populate CapRevOrCredCode with result from reversal or credit.

Populate CapRevOrCredActualAmt with actual amount or reversal or credit.

If present, copy BatchID and BatchSequenceNum from corresponding CapRevOrCredReqItem.

Optional:  Populate CRvRsPayExtensions.���Optional: Populate CRvRsExtensions.��Continued on next page
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CapRevOrCredResData���

CapRevOrCredResData�{CapRevOrCredRRTags, [BrandCRLIdentifier], [PEThumb], [BatchStatusSeq], CapRevOrCredResItemSeq, [CRvRsExtensions]}��CapRevOrCredRRTags�RRTags(see page � PAGEREF blockRRTags �295�); copied CapRevOrCredRRTags from corresponding CapRevOrCredReqData.��BrandCRLIdentifier�List of current CRLs for all CAs under a Brand CA. See page � PAGEREF blockBrandCRLIdentifier �249�.��PEThumb�Thumbprint of Payment Gateway certificate provided if CapRevOrCredReq.MThumbs indicates Merchant needs one.��BatchStatusSeq�{BatchStatus +}��CapRevOrCredResItemSeq�{CapRevOrCredResItem +}

One or more CapRevOrCredResItem in an ordered array.��CRvRsExtensions�The data in an extension to the capture reversal or credit response must be financial and should be important for the processing of the capture reversal or credit response by the Payment Gateway, the financial network, or the issuer.

Note: The data in this extension applies to every item in the capture reversal or credit response; data related to a specific item should be placed in an extension to CapRevOrCredResPayload.��BatchStatus�See page � PAGEREF blockBatchStatus �296�.��CapRevOrCredResItem�{TransIDs, AuthRRPID, CapRevOrCredResPayload}��TransIDs�Copied from corresponding CapRevOrCredReqData.AuthReqData.AuthTags.��AuthRRPID�The RRPID that appeared in the corresponding AuthReq or AuthRevReq.��CapRevOrCredResPayload�See page � PAGEREF blockCapRevOrCredResPayload �394�.��Table � SEQ Table \* ARABIC �63�: CapRevOrCredResData�xe "CapRevOrCredResData"�

 Continued on next page
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CapRevOrCredResPayload���

CapRevOrCredResPayload�{CapRevOrCredCode, CapRevOrCredActualAmt, [BatchID], [BatchSequenceNum], [CRvRsPayExtensions]}��CapRevOrCredCode�Enumerated code indicating capture reversal or credit status.��CapRevOrCredActualAmt�Copied from corresponding CapRevOrCredReqItem.��BatchID�Identification of the settlement batch for merchant-acquirer accounting.��BatchSequenceNum�The sequence number of this item within the batch.��CRvRsPayExtensions�The data in an extension to the capture reversal or credit response must be financial and should be important for the processing of the capture reversal or credit response.

Note: The data in this extension applies to an individual item in the capture reversal or credit response; data related to the entire capture reversal or credit response message should be placed in an extension to CapRevOrCredResData.��Table � SEQ Table \* ARABIC �64�: CapRevOrCredResPayload�xe "CapRevOrCredResPayload"�

Continued on next page
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CapRevOrCredCode�The following values are defined for CapRevOrCredCode.��

success�The item was successfully processed by the Payment Gateway.��unspecifiedFailure�The reason for the failure does not appear elsewhere in this list.��duplicateRequest�A capture reversal or credit request has already been processed for this transaction (XID and AuthRRPID).��originalProcessed�The capture request for this item has already been processed.��originalNotFound�The specified item is not found by the Payment Gateway.��capPurged�The capture information has been purged from the Payment Gateway’s transaction store.��missingCapData�The capture information was not present in the capture reversal or credit request.��missingCapToken�The CapToken necessary to process this item was not present in the capture reversal or credit request.��invalidCapToken�The CapToken is not valid��batchUnknown�The batch for this item is unknown to the Payment Gateway.��batchClosed�The batch for this item has already been closed.�� Continued on next page
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Merchant Processes CapRevOrCredResData���

Step�Action���Process CRvRsExtensions.  If any unrecognized extensions are marked critical, reject the message by returning an “unrecognizedExtension” Error message and discarding message.  ���Process CapRevOrCredTags as described in RRTags.���Retrieve stored transaction record and process TransIDs as follows:

Verify that XID matches data from transaction record.  If it does not, reject the message and log an “unknownXID” Error with the payment gateway.

Verify that LID-C and, if present in transaction record,  LID-M match data from transaction record.   If either does not, reject the message and log an “unkownLID” error with the Payment Gateway.���If BrandCRLIdentifier is included in message, store with CRLs.���Verify that GKThumb matches an existing Payment Gateway encryption certificate if GKThumb is present.  If it does not, update certificate cache with current certificate.���For each BatchStatus in BatchStatusSeq, process BatchStatus as described on page and store results.���Process each CapRevOrCredResItem in CapRevOrCredResItems as follows:

Process CRvRsPayExtensions.  If any unrecognized extensions are marked critical, reject message by returning an “unrecognizedExtension” Error message.

Retrieve transaction records using TransIDs.  If no transaction with matching TransIDs can be found, reject the message and log an “unknownXID” Error with payment gateway.

Compare LID-C and, if present in transaction record, LID-M to values in message.   If either does not match,  log an “unknownLID” Error with payment gateway.

Process CapRevOrCredResPayload as follows:

Process CapRevOrCredCode to determine result.

If credit or reversal was successful, record CapCode and CapAmt. 

Process BatchID and BatchSequenceNum if presence.��

�Extension Guidelines



CapRevOrCred-ReqData�The capture reversal or credit request carries information from the Merchant necessary for the Payment Gateway to reverse a prior clearing request message (for payment) or to issue a credit request that can be processed by the Acquirer or financial network for transmission to the Issuer. The data in an extension to the capture reversal or credit request shall be financial and should be important for the processing of a capture reversal or credit by the Payment Gateway, the financial network or the Issuer.

Note: The data in this extension applies to every item in the capture reversal or credit request; data related to a specific item should be placed in an extension to CapRevOrCredReqItem.��

CapRevOrCred-ReqItem�The capture reversal or credit request payload carries information from the Merchant necessary for the Payment Gateway to reverse a prior clearing request message (for payment) or to issue a credit request that can be processed by the Acquirer or financial network for transmission to the Issuer. The data in an extension to the capture reversal or credit request payload shall be financial and should be important for the processing of a capture reversal or credit by the Payment Gateway, the financial network or the Issuer.

Note: The data in this extension applies to an individual item in the capture reversal or credit request; data related to the entire capture reversal or credit request message should be placed in an extension to CapRevOrCredReqData.��

CapRevOrCred-ResData�The capture reversal or credit response carries information from the Payment Gateway regarding the processing of the capture reversal or credit request. The data in an extension to the capture reversal or credit response shall be financial and should be important for the processing of the capture reversal or credit response.

Note: The data in this extension applies to every item in the capture reversal or credit response; data related to a specific item should be placed in an extension to CapRevOrCredResPayload.��

CapRevOrCred-ResPayload�The capture reversal or credit response payload carries information from the Payment Gateway regarding the processing of the capture reversal or credit request. The data in an extension to the capture reversal or credit response shall be financial and should be important for the processing of the capture reversal or credit response.

Note: The data in this extension applies to an individual item in the capture reversal or credit response; data related to the entire capture reversal or credit response message should be placed in an extension to CapRevOrCredResData.��



�Section 5�Capture Reversal

Overview

 

Introduction�The CapRevReq/CapRevRes message pair is used to reduce or eliminate a previously captured amount.  It shall only be used after an capture has been processed and before capture records have aged of merchant or acquirer logs.�� 

����CapRevReq

����CapRevRes

���Figure � SEQ Figure \* ARABIC �34�: CapRevReq/CapRevRes Message Pair

 

Purpose�This sequence of messages is optional and is used only if change or elimination of a capture is required.  The Capture Reversal Request message may be sent at any time after capture has been requested to the Payment Gateway to change the amount of capture for a transaction, including change to zero, which removes the capture completely.�� 

Variations�This optional sequence may be sent repeatedly, therefore it includes its own challenge, unique to each invocation, and TransIDs in the PI to identify the intended transaction.  This message is sent to reverse captures which are still in the batch queue.

If the new amount captured is zero, the CapToken is omitted.�� 

�Processing

 

Merchant sends CapRevReq to Payment Gateway���

Step�Action���Generate CapRevData as described in CapRevOrCredReqData on page � PAGEREF blockGenerateCapRevOrCredReqData \* MERGEFORMAT �388�.���For each CapRevOrCred item in CapRevOrCredItems: Populate an item in CapTokSeq as follows:

If available, populate with CapToken for corresponding transaction.

Else, if unavailable, insert a NULL.

Note: The result of this step will be a CapTokSeq with a one-to-one, ordered correspondence between items in CapRevData and CapTokSeq.���If available or new PAN is required, populate PANToken in extra slot of EncBX encapsulation.  

Note: If PANToken is included, only one item may be present in both CapRevData and CapTokSeq.���If PANToken is included, invoke EncBX encapsulation. Else, invoke EncB encapsulation.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��Continued on next page
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CapRevReq���

CapRevReq�< EncB(M, P, CapRevData, CapTokenSeq),�   EncBX(M, P, CapRevData, CapTokenSeq, PANToken)�> 

CapTokenSeq is external “baggage”.

If PANToken is included, it must correspond to a single entry in CapRevData.CapRevOrCredReqItemSeq and a single CapToken in CapTokenSeq.��CapRevData�CapRevOrCredReqData; see page � PAGEREF blockCapRevOrCredReqData �389�.��CapTokenSeq�{[CapToken] +}

One or more CapTokens, in ordered one-to-one correspondence with CapRevOrCredReqItem sequence in CapRevOrCredReqData.CapRevOrCredReqItemSeq.

Note: Any CapToken may be omitted; that is, may be NULL.��PANToken�See page � PAGEREF blockPANToken �284���CapToken�Copied from corresponding AuthRes or AuthRevRes.��Table � SEQ Table \* ARABIC �65�: CapRevReq�xe "CapRevReq"�

 

Payment Gateway receives CapRevReq���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���For each item for which the merchant received a CapToken:

Verify the presence of CapToken.  If CapToken is absent, reject the item by returning a “capTokenMissing” CapRevOrReqCode.

Verify CapToken as described on page � PAGEREF blockCapToken�280�.���For each transaction in message, perform Reversal using existing payment card financial network as specified by contents of CapRevOrCredItem.���Continue with Send CapRevRes on page � PAGEREF block_Send_CapRevRes �401�.��Continued on next page
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Payment Gateway sends CapRevRes���

Step�Action���Receive response from payment card financial network.���Generate CapRevResData as described in CapRevOrCredResData on page � PAGEREF blockGenerateCapRevOrResData \* MERGEFORMAT �Error! Bookmark not defined.� using results from payment card financial network.���Invoke Enc encapsulation on result.���Invoke Compose MessageWrapperr (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.�� 

CapRevRes���

CapRevRes�Enc(P, M, CapRevResData)��CapRevResData�CapRevOrCredResData; see page � PAGEREF blockCapRevOrCredResData �394�.��Table � SEQ Table \* ARABIC �66�: CapRevRes�xe "CapRevRes"�

 

Merchant receives CapRevRes��� 

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process CapRevResData as described in CapRevOrCredResData on page � PAGEREF blockCapToken�280�.  �� 

�Section 6�Credit Request/Response

Overview

 

Introduction�The CredReq/CredRes message pair are used to return credit on a previously captured transaction.  They may be used instead of CapRevReq/Res after capture have aged off the merchant or payment gateway’s logs.�� 

����CredReq

����CredRes

���Figure � SEQ Figure \* ARABIC �35�: CredReq/CredRes Message Pair

 

Credit request and response�This sequence of messages is used by the Merchant to provide a credit after a prior transaction.  The Credit Request message may be sent at any time.  This sequence may be used after the reconciliation of Merchant account with the Acquirer.�� 

�Merchant Generates CredReq

 

Create CredReq���

Step�Action���Generate CredReqData as described in CapRevOrCredReq on page � PAGEREF GenerateCapRevOrCredReqData \* MERGEFORMAT �Error! Bookmark not defined.�.���For each CapRevOrCred item in CapRevOrCredItems: populate an item in CapTokSeq as follows:

If available, populate with CapToken for corresponding transaction.

Else, if unavailable, insert a NULL.

Note: The result of this step will be a CapTokSeq with a one-to-one, ordered correspondence between items in CredReqData and CapTokSeq.���If available or new PAN is required, populate PANToken in extra slot of EncBX encapsulation.  

Note: If PANToken is included, only one item may be present in both CredReqData and CapTokSeq.���If PANToken is included, invoke EncBX encapsulation. Else, invoke EncB encapsulation.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��

Continued on next page
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CredReq���

CredReq�< EncB(M, P, CredReqData, CapTokenSeq),�   EncBX(M, P, CredReqData, CapTokenSeq, PANToken) >

CapTokenSeq is external “baggage”.

If PANToken is included, it must correspond to a single entry in CredReqData.CapRevOrCredReqItemSeq and a single CapToken in CapTokenSeq.��CredReqData�CapRevOrCredReqData; see page � PAGEREF blockCapRevOrCredReqData �389�.��CapTokenSeq�{[CapToken] +}

One or more CapTokens in ordered one-to-one correspondence with CapRevOrCredReqItem sequence in CapRevOrCredReqData.CapRevOrCredReqItemSeq.

Note: Any CapToken may be omitted; that is, may be NULL.��PANToken�See page � PAGEREF blockPANToken �284�.��CapToken�Copied from corresponding AuthRes or AuthRevRes.��Table � SEQ Table \* ARABIC �67�: CredReq�xe "CredReq"�

 

Payment Gateway processes CredReq���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���For each item for which the merchant received a CapToken:

Verify the presence of CapToken.  If CapToken is absent, reject the item by returning a “capTokenMissing” CapRevOrReqCode.

Verify CapToken as described on page � PAGEREF blockCapToken�280�.���For each transaction in message, perform credit using existing payment card financial network as specified by contents of CapRevOrCredItem.��

�Payment Gateway Generates CredRes

 

Create CredRes���

Step�Action���Receive response from payment card financial network.���Generate CredResData as described in CapRevOrCredResData on page � PAGEREF blockCapRevOrCredResData�394� using results from payment card financial network. PopulateInclude RRTags received in request.���Invoke Enc encapsulation on result with results.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.�� 

CredRes���

CredRes�Enc(P, M, CredResData)��CredResData�CapRevOrCredResData; see page � PAGEREF blockCapRevOrCredResData �394�.��Table � SEQ Table \* ARABIC �68�: CredRes�xe "CredRes"�

 

Merchant processes CredRes���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process CredResData as described in CapRevOrCredResData on page � PAGEREF blockCapRevOrCredResData�394�.  For each CapRevOrCredResItem, check the CapRevOrCredCode to determine result and record successful captured amounts.��

�Section 7�Credit Reversal Request/Response

Overview

 

Introduction�The CredRevReq/CredRevRes messages provide a mechanism for a Merchant to reverse a previous granted credit.�� 

����CredRevReq

����CredRevRes

���Figure � SEQ Figure \* ARABIC �36�: CredRevReq/CredRevRes Message Pair

 

�Merchant Generates CredRevReq

 

Create CredRevReq���

Step�Action���Generate CredRevReqData as described in CapRevOrCredReq on page � PAGEREF blockCapRevOrCredResData�394�.���For each CapRevOrCred item in CapRevOrCredItems: Populate an item in CapTokSeq as follows:

If available, populate with CapToken for corresponding transaction.

Else, if unavailable, insert a NULL.

Note: The result of this step will be a CapTokSeq with a one-to-one, ordered correspondence between items in CredRevReqData and CapTokSeq.���If available or new PAN is required, populate PANToken in extra slot of EncBX encapsulation.  

Note: If PANToken is included, only one item may be present in both CredRevReqData and CapTokSeq.���If PANToken is included, invoke EncBX encapsulation. Else, invoke EncB encapsulation.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.�� 

CredRevReq���

CredRevReq�< EncB(M, P, CredRevReqData, CapTokenSeq),�   EncBX(M, P, CredRevReqData, CapTokenSeq, PANToken) >

CapTokenSeq is external “baggage”.

If PANToken is included, it must correspond to a single entry in CredRevReqData.CredRevReqSeq and a single CapToken in CapTokenSeq.��CredRevReqData�CapRevOrCredReqData; see page � PAGEREF blockCapRevOrCredReqData �389�.��CapTokenSeq�{[CapToken] +}

One or more CapTokens, in ordered one-to-one correspondence with CredRevReqItem in CapRevOrCredReqData.CapRevOrCredReqItemSeq.

Note: Any CapToken may be omitted; that is, may be NULL.��PANToken�See page � PAGEREF blockPANToken �284���CapToken�Copied from corresponding AuthRes or AuthRevRes.��Table � SEQ Table \* ARABIC �69�: CredRevReq�xe "CredRevReq"�

Continued on next page

��styleref "Map Title"�Merchant Generates CredRevReq�, continued

 

Payment Gateway processes CredRevReq���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���For each item for which the merchant received a CapToken:

Verify the presence of CapToken.  If CapToken is absent, reject the item by returning a “capTokenMissing” CapRevOrReqCode.

Verify CapToken as described on page � PAGEREF blockCapToken�280�.���For each transaction in message, perform credit reversal using existing payment card financial network as specified by contents of CapRevOrCredItem.��

�Payment Gateway Generates CredRevRes



Create CredRevRes��� 

Step�Action���Receive response from payment card financial network.���Generate CredRevResData as described in CapRevOrCredResData on page � PAGEREF blockCapRevOrCredResData�394� using results from payment card financial network. PopulateInclude RRTags received in request.���Invoke Enc encapsulation on result with results.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.�� 

CredRevRes��� 

CredRevRes�Enc(P, M, CredRevResData)��CredRevResData�CapRevOrCredResData; see page � PAGEREF blockCapRevOrCredResData �394�.��Table � SEQ Table \* ARABIC �70�: CredRevRes�xe "CredRevRes"�

 

Merchant processes CredRevRes���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process CredRevResData as described in CapRevOrCredResData on page � PAGEREF blockCapRevOrCredResData�394�.  For each CapRevOrCredResItem, check the CapRevOrCredCode to determine result and record successful captured amounts.��

 

�Section 8�Gateway Certificate Request/Response

Overview

 

Introduction�The Gateway Certificate request processing consists of two messages, a request from a Merchant to a Payment Gateway, and a response from the Payment Gateway back to the Merchant.  With the request message, the Merchant requests the Payment GatewayÕs encryption certificate, which are needed before an encrypted message can be sent to the Payment Gateway.  The certificate is returned in the response message.�� 

����PCertReq

����PCertRes

���Figure � SEQ Figure \* ARABIC �37�: Gateway Certificate Request/Response





�Merchant Generates PCertReq

 

Create PCertReq���

Step�Action���Populate PCertTags as described in RRTags on page � PAGEREF block_Gen_RRTags �295�.���Recommended:  Populate MThumbs by computing thumbprints of Certificates and CRLs held by the Merchant; the Merchant should populate thumbs in the message which may subsequently be needed to verify signatures and certificates provided by the Payment Gateway.  Inclusion of this field is an optimization to reduce certificates and CRLs provided in the next message from the Payment Gateway.���Populate BrandIDSeq with one or more BrandIDandBINs for which certificates are required:

Populate BrandID.

Optional: Populate BIN���Optional: Populate PCRqExtensions.���Invoke S (see page � PAGEREF block_S �93�).���Invoke Compose MessageWrapper  (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��Continued on next page

��styleref "Map Title"�Merchant Generates PCertReq�, continued

 

PCertReq���

PCertReq�S(M, PCertReqData)��PCertReqData�{PCertTags, [MThumbs], BrandAndBINSeq, [PCRqExtensions]}��PCertTags�RRTags, see page � PAGEREF blockRRTags �295�.

Fresh RRPID for this PCertReq, Merchant-supplied MerTermIDs, and current date.��MThumbs�Thumbprints of Payment Gateway certificates currently in Merchant cache.��BrandAndBINSeq�{BrandAndBIN +}

Merchant requests Payment Gateway certificates for these payment card brands if the thumbprint of the current certificate does not appear in MThumbs.��PCRqExtensions�Note: The Payment Gateway certificate request is not encrypted so this extension must not contain confidential information.��BrandAndBIN�{BrandID, [BIN]}��BrandID�Payment card brand (without product type).��BIN�Bank Identification Number for the processing of Merchant’s transactions at the Payment Gateway.��Table � SEQ Table \* ARABIC �71�: PCertReq�xe "PCertReq"�

 

Payment Gateway processes PCertReq���

Step�Action���Gateway receives PCertReq from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process PCRqExtensions.  If any unrecognized extensions are marked critical, return “unrecognizedExtension” and discard PCertReq.���Process BrandIDSeq and MThumbs.���Proceed to send PCertRes.�� 

�Payment Gateway Generates PCertRes



Create PCertRes���

Step�Action���Copy PCertTags from PCertReq into PCertRes.���For each BrandAndBIN in BrandIDSeq from PCertReq, 

If a valid certificate is available:

Populate the corresponding Gateway Encryption Certificate Cert�PE.

Populate PCertCode of corresponding PCertResItem with “success” PCertCode.

Populate CertThumb with thumbprint for returned certificate.

Else, if certificates are not available because brand in unsupported: populate PCertCode of corresponding PCertResItem with “brandUnsupported” PCertCode and omit CertThumb.

Else, if brand is supported but BIN is unknown: populate PCertCode of corresponding PCertResItem with “unknownBIN” PCertCode and omit CertThumb.

Else, populate PCertCode of corresponding PCertResItem with “unspecifiedFailure” and omit CertThumb.���For each Brand for which a certificate is returned, return current BrandCRLIdentifier unless MThumbs contained thumbprint for current BrandCRLIdentifier.���Optional: Populate PCrqExtensions.��

Continued on next page
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PCertRes��� 

PCertRes�S(P, PCertResTBS)��PCertResTBS�{PCertTags, [BrandCRLIdentifierSeq], PCertResItems, [PCRsExtensions]}��PCertTags�RRTags (see page � PAGEREF blockRRTags �295�); copied from PCertReq.��BrandCRLIdentifierSeq�{BrandCRLIdentifier +}��PCertResItems�{PCertResItem +}

One or more status codes and certificate thumbprints of the certificates that are returned in a one-to-one correspondence with PCertReq.BrandAndBINSeq.��PCRsExtensions�Note: The Payment Gateway certificate response is not encrypted so this extension must not contain confidential information.��BrandCRLIdentifier�List of current CRLs for all CAs under a Brand CA. See page � PAGEREF blockBrandCRLIdentifier �249�.��PCertResItem�{PCertCode, [CertThumb]}��PCertCode�Enumerated code indicating result of PCertReq.��CertThumb�Thumbprint of returned certificate.��Table � SEQ Table \* ARABIC �72�: PCertRes�xe "PCertRes"�

 

Merchant processes PCertRes���Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Process PCRsExtensions.  If any unrecognized extensions are marked critical, log an “unrecognizedExtension” Error with Acquirer and discard PCertRes.���Extract certificates from Cert�PE.���Verify certificates in Cert�PE by matching against CertThumbs in PCertResItems.  Discard all certificates that do not match a returned CertThumb. ���Process each BrandCRLIdentifier in returned BrandCRLIdentifiers sequence.���Proceed to process any messages that were waiting for certificates returned in PCertRes.�� Continued on next page
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PCertCode�The following values are defined for PCertCode.��

success    �The request was processed successfully.��unspecifiedFailure�The request was not processed successfully because of a failure not included elsewhere in this list.��brandNotSupported�The request was not processed successfully because a Brand specified in the PCertReq message was not supported.��unknownBIN �The request was not processed successfully because a BIN specified in the PCertReq message was not supported.��Figure � SEQ Figure \* ARABIC �38�: Enumerated Values for PCertCode�xe "PCertCode"��xe "Enumerated Values for PCertCode"�



�Extension Guidelines



PCertReqData�The Payment Gateway certificate request carries information to identify certificates that the Merchant desires.

Note: the Payment Gateway certificate request is not encrypted so this extension shall not contain confidential information.��

PCertResData�The Payment Gateway certificate response carries copies of the certificates that were requested by the Merchant.

Note: the Payment Gateway certificate response is not encrypted so this extension shall not contain confidential information.��



�Section 9�Batch Administration

Overview

 

Introduction�The Merchant sends Batch Administration Requests to the Payment Gateway to administer batches of capture transactions.  The batch administration processing consists of two messages, a request from a Merchant to a Payment Gateway, and a response from the Payment Gateway back to the Merchant.  The request may include instructions to open, purge or close a batch and/or may transmit or request information about the batch contents.  The response returns status and/or requested information.

A batch is set up by a Payment Gateway when a Merchant opens the batch to accumulate transactions and amounts captured in a specific category.  All transactions which are captured (or reversed, etc.) between the Merchant and Acquirer are included in the specified batch, or in a distinguished batch called the default batch, if no batch is explicitly identified in the capture transaction.  Batches enable the Merchant and Payment Gateway to reconcile collections of transactions, and identify any discrepancies.  Note that a batch can support transactions for multiple brands within the batch.��

����BatchAdminReq

����BatchAdminRes

���Figure � SEQ Figure \* ARABIC �39�: BatchAdminReq/BatchAdminRes Message Pair



Batch Operations�If the Merchant is controlling the content of batches, each batch shall be opened before transactions are associated with it by including a BatchID and BatchSequenceNum in capture transactions.  The Merchant may also close batches in accordance with business requirements.  Transactions shall not be associated with batches after closure.  The Merchant also has the capability to purge all transactions from an open batch.  Purging transactions shall not cause the batch to be closed.



If the Payment Gateway is controlling the content of batches, the Merchant shall not provide BatchID and BatchSequenceNum in capture transactions.  The opening and closing of batches shall be controlled by the Payment Gateway who may include BatchID and BatchSequenceNum in the returned SaleDetail.  The Merchant shall not be allowed to purge or close BatchIDs generated by the Payment Gateway.��Continued on next page
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Batch Status�The Merchant can request status information for any batch that has a known BatchID.  The Payment Gateway shall return BatchStatus for the requested batch.  The Merchant may request the BatchStatus to be provided for specific brands, or may request only summary totals for the batch.



If the Merchant is controlling the content of batches, then the Merchant may provide BatchStatus information to the Payment Gateway for any BatchID.  The Payment Gateway shall check the Merchant provided BatchStatus against that accumulated by the Payment Gateway and return a status indicating whether or not the totals reconcile. ��



Batch Item Reconciliation�In a similar manner to the request for and transmission of BatchStatus, the Merchant can request or transmit transaction details associated with a particular BatchID. To allow the Merchant to request or transmit transactions for large batches, the Merchant may submit a sequence of BatchAdmin requests until the whole batch is requested or transmitted.  If the Merchant requests transaction information from the Payment Gateway, then the Merchant can use this to reconcile the batch totals. If the Merchant supplies transaction information to the Payment Gateway, then the Payment Gateway shall reconcile the batch and provide a status in the BatchAdminRes which follows the BatchAdminReq containing the end of batch indication.�� 

�Merchant Generates BatchAdminReq

 

Create BatchAdminReq���

Step�Action���If this is the first message to the Payment Gateway since new private keys were received, or if this is the first message of the day, include in the envelope of this message the certificates for the private keys and the certificates in their chain to the Brand certificate chosen by the Merchant for signature and encryption of BatchAdmin messages.���Generate RRTags as described on page � PAGEREF block_Gen_RRTags �295� as BatchAdminRRTags.���If a new batch is to be opened:

Set BatchOperation to open.

Populate BatchID with the identification for an unused batch.

Optionally, populate BrandAndBIN with a sequence of BrandIDs and, optionally, BINs to constrain the transactions that can appear in the batch.

Set ReturnBatchSummaryIndicator to FALSE.

Omit all other fields from the message.���If a batch is to be purged:

Set BatchOperation to purge.

Populate BatchID with the identification for an open batch.

Optionally, populate BrandandBIN with a sequence of BrandIDs and, optionally, BINs to restrict the transaction that are purged from the batch.

Set ReturnBatchSummaryIndicator to FALSE.

Omit all other fields from the message.���If batch is to be closed:

Set BatchOperation to close.

Populate BatchID with the identification for an open batch.

Set ReturnBatchSummaryIndicator to FALSE.

Omit all other fields from the message.���If batch status is to be requested from the Payment Gateway:

Omit BatchOperation.

Populate BatchID with the identification of the batch.

Optionally, populate BrandandBIN with a sequence of BrandIDs and, optionally, BINs to restrict the scope of the status returned in the BatchAdminRes.

Set ReturnBatchSummaryInd to TRUE.

Omit all other fields from the message.��Continued on next page
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�styleref "Block Label"�Create BatchAdminReq� (continued)

��

Step�Action���If batch detail is to be requested from the Payment Gateway:

Omit BatchOperation.

Populate BatchID with the identification of the batch.

Optionally, populate BrandandBIN with a sequence of BrandIDs and, optionally, BINs to restrict the transaction that are purged from the batch.

If batch summary information is also required set ReturnBatchSummaryInd to TRUE,�otherwise set to FALSE.

If this is the first (or only) request in the sequence, set StartingPoint to 0�otherwise set StartingPoint to the opaque NextSequence value received in the previous BatchAdminRes for this sequence.

Populate MaximumItems with the largest number of items to be sent in the BatchAdminRes.

Omit all other fields from the message.���If batch status is to be transmitted to the Payment Gateway:

Omit BatchOperation.

Populate BatchID with the identification of the batch.

Omit BrandandBIN.

Set ReturnBatchSummaryIndicator to FALSE.

Build BatchStatus:

Populate BatchTotals with values for all transactions in the batch.

Optionally, populate BrandBatchDetails with BrandID and BatchTotals for one or more brands included in the batch.

Omit all other fields from the message.��Continued on next page
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�styleref "Block Label"�Create BatchAdminReq (continued)� (continued)���

Step�Action���If batch detail is to be transmitted to the Payment Gateway:

Omit BatchOperation.

Populate BatchID with the identification of the batch.

Omit BrandandBIN.

Set ReturnBatchSummaryIndicator to FALSE.

If this is the last (or only) request in the sequence, set NextStartingPoint to 0�otherwise set NextStartingPoint to an opaque value to allow the Payment Gateway to check that the batch is received in the correct sequence.

Populate TransactionDetail for a set of items from the batch and maintain a record of the items sent.

If NextStartingPoint is 0, optionally, build BatchStatus:

Populate BatchTotals with values for all transactions in the batch.

Optionally, populate BrandBatchDetails with BrandID and BatchTotals for one or more brands included in the batch.

If the Merchant wishes to abort the transmission of BrandBatchDetails, set the MaximumItems field to 0, otherwise omit this field.

Omit all other fields from the message.���Invoke Signature operation using a Merchant Signature certificate for any of the brands known to the Payment Gateway (see page � PAGEREF block_S �93�) on result of steps 1-9.���Include the Merchant Encryption certificate for the same brand as the Merchant Signature certificate chosen in the previous step.  This certificate’s public key  will be used by the Payment Gateway to encrypt the BatchAdminRes.���Encrypt BatchAdminReqTBE using the Payment Gateway certificate and set the content type equal to id-set-content-BatchAdminReqTBE.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��Continued on next page
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BatchAdminReq���

BatchAdminReq�Enc(M, P, BatchAdminReqData)��BatchAdminReqData�{BatchAdminRRTags, [BatchID], [BrandAndBINSeq], [BatchOperation], ReturnBatchSummaryInd, [ReturnTransactionDetail], [BatchStatus], [TransDetails], [BARqExtensions]} ��BatchAdminRRTags�RRTags, see page � PAGEREF blockRRTags �295�.

Fresh RRPID and Date.��BatchID�Identification of the settlement batch for merchant-acquirer accounting.��BrandAndBINSeq�{BrandAndBIN +}��BatchOperation�Enumerated value indicating the action to be performed on the batch.��ReturnBatchSummaryInd�Indicates batch summary data  is to be returned in BatchAdminRes.��ReturnTransactionDetail�{StartingPoint, MaximumItems, ErrorsOnlyInd, [BrandID]}

If BrandID is specified, only items for that payment card brand are returned.��BatchStatus�See page � PAGEREF blockBatchStatus �296�.��TransDetails�{NextStartingPoint, TransactionDetailSeq}��BARqExtensions�The data in an extension to the batch administration message must be financial and should be important for the processing of the batch administration request.��Table � SEQ Table \* ARABIC �73�: BatchAdminReq�xe "BatchAdminReq"�

Continued on next page
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�styleref "Block Label"�BatchAdminReq� (continued)

��

BrandAndBIN�{BrandID, [BIN]}��StartingPoint�Zero indicates to send detail for the first group of items; otherwise, NextStartingPoint from a prior BatchAdminRes.��MaximumItems�The maximum number of items to be returned in this group of items.��ErrorsOnlyInd�Boolean indicating if only items with an error status should be returned.��BrandID�Payment card brand (without product type).��NextStartingPoint�Zero indicates that this is the last group of items; otherwise, an opaque value used to identify the starting point of the next group of items.��TransactionDetailSeq�{TransactionDetail +}��BIN�Bank Identification Number for the processing of Merchant’s transactions at the Acquirer.��TransactionDetail�See page � PAGEREF blockTransactionDetail �298�.���styleref "Caption"�Table 73: BatchAdminReq�, continued

Continued on next page
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Payment Gateway processes BatchAdminReq,���

Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Verify the signature.  If it does not verify, return an Error Message with ErrorCode set to signatureFailure.���Verify that the RRPID in the BatchAdminReq matches the RRPID in the Message Wrapper.  If it does not verify, return an Error Message with ErrorCode set to unknownRRPID.���If BatchOperation is set to open:

Verify that BatchID is not already open.  If it does not verify, set BAStatus to batchAlreadyOpen.

Verify that BatchID is available. If it does not verify, set BAStatus to batchIDUnavailable.

If BrandIDSeq is present:

Verify that each BrandID is supported.  If it does not verify, set BAStatus to brandNOTSupported.

Verify that each BIN is supported.  If it does not verify, set BAStatus to unknownBIN.

Store brands and BINs which can be used with this batch.

Open batch for use by Merchant and set BAStatus to success.

Proceed to send BatchAdminRes.

Note: Any other fields present in the BatchAdminReq message shall be ignored, when the BatchOperation is set to open.��Continued on next page
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�styleref "Block Label"�Payment Gateway processes BatchAdminReq,� (continued)���

Step�Action���If BatchOperation is set to purge:

Verify that BatchID is already open.  If it does not verify, set BAStatus to unknownbatchID.

If BrandIDSeq is present:

Verify that each BrandID relates to this batch.  If it does not verify, set BAStatus to brandBatchMismatch.

Verify that each BIN relates to this batch.  If it does not verify, set BAStatus to unknownBIN.

Purge all transactions in the batch associated with the specified brand and BIN.

Otherwise, purge all transactions from the batch.

Set BAStatus to success.

Proceed to send BatchAdminRes.

Note: Any other fields present in the BatchAdminReq message shall be ignored, when the BatchOperation is set to purge.���If BatchOperation is set to close:

Verify that BatchID is already open.  If it does not verify, set BAStatus to unknownbatchID.

Set BAStatus to success.

Proceed to send BatchAdminRes.

Note: Any other fields present in the BatchAdminReq message shall be ignored, when the BatchOperation is set to close.��Continued on next page
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�styleref "Block Label"�Payment Gateway processes BatchAdminReq,� (continued)���

Step�Action���If BatchOperation is omitted and ReturnBatchSummaryInd is TRUE:

Verify that BatchID is available. If it does not verify, set BAStatus to batchIDUnavailable.

If BrandAndBIN are included:

Verify that each BrandID relates to this batch.  If it does not verify, set BAStatus to brandBatchMismatch.

Verify that each BIN relates to this batch.  If it does not verify, set BAStatus to unknownBIN.

Calculate BatchTotals and populate a BrandBatchDetails data structure for each BrandAndBIN specified.

Calculate BatchTotals for the brands included in BrandAndBIN, or for all transactions if the BrandAndBIN is omitted.  Populate the BatchTotals in the BatchStatus data structure with the calculated values.

If TransmissionStatus and SettlementInfo is available from an upstream clearing system used by the Payment Gateway, populate the BatchAdminRes with this information.

If  StartingPoint is omitted, set BAStatus to success and proceed to send BatchAdminRes, otherwise proceed to the next step.

Note: The NextStartingPoint and TransactionDetailSeq are ignored if ReturnBatchSummaryInd is TRUE.��Continued on next page
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�styleref "Block Label"�Payment Gateway processes BatchAdminReq,� (continued)���

Step�Action���If StartingPoint is included:

If MaximumItems is set to 0, discard any previous information for this batch and set the BAstatus to success.  Proceed to send BatchAdminRes.

Verify that BatchID is available. If it does not verify, set BAStatus to batchIDUnavailable.

If StartingPoint is non-zero, verify that the StartingPoint equals the NextStartingPoint returned in the previous BatchAdminRes.  If it does not verify, set BAStatus to unknownStartingPoint.

If StartingPoint is zero, set the batch position to beginning of the batch, otherwise set the position in the batch as specified by StartingPoint.

If BrandAndBIN are included, 

Verify that each BrandID relates to this batch.  If it does not verify, set BAStatus to brandBatchMismatch

Verify that each BIN relates to this batch.  If it does not verify, set BAStatus to unknownBIN 

If MaximumItems is specified, populate TransactionDetail for at most MaximumItems from the current position and set NextStartingPoint to the position from which further transactions can be obtained.  If the end of the batch is reached set NextStartingPoint to 0.  The choice of items is constrained by BrandandBIN and by the ErrorsOnlyInd

Set BAStatus to success proceed to send BatchAdminRes.

Note: The NextStartingPoint and TransactionDetailSeq are ignored if StartingPoint is included.��Continued on next page
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�styleref "Block Label"�Payment Gateway processes BatchAdminReq,� (continued)���

Step�Action���If BatchOperation is omitted and BatchStatus is included:

Verify that BatchID is available. If it does not verify, set BAStatus to batchIDUnavailable.

If BrandBatchDetails are included:

Verify that each BrandID relates to this batch.  If it does not verify, set BAStatus to brandBatchMismatch.

Verify that each BIN relates to this batch.  If it does not verify, set BAStatus to unknownBIN.

Calculate BatchTotals and populate a BrandBatchDetails data structure for each BrandAndBIN specified.

Calculate BatchTotals for the brands included in BrandAndBIN, or for all transactions if the BrandAndBIN is omitted.  

For any set of BatchTotals that do not match those given in the BatchAdminReq message, populate the BatchTotals in the BatchStatus data structure with the calculated values.

If any of the totals does not balance, set BAStatus to totalsOutOfBalance and proceed to the next step.

If  TransactionDetails are omitted, set BAStatus to success and proceed to send BatchAdminRes, otherwise proceed to the next step.

Note The BrandAndBIN sequence is ignored.��Continued on next page
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�styleref "Block Label"�Payment Gateway processes BatchAdminReq,� (continued)���

Step�Action���If BatchOperation is omitted and TransactionDetails are included:

Verify that BatchID is available. If it does not verify, set BAStatus to batchIDUnavailable. 

If StartingPoint is non-zero and does not match the NextStartingPoint from the previous BatchAdminReq set BAStatus to unknownStartingPoint.

If NextStartingPoint is non-zero, store the TransactionDetails, copy the NextStartingPoint to the BatchAdminRes message and set BAStatus to success.  Proceed to send BatchAdminRes.

Reconcile the transactions received against those held at the PaymentGateway.  If any differences are found, set the BAStatus to totalsOutOfBalance.  Proceed to send BatchAdminRes.

Optionally set BAStatus to stopItemDetail to inform Merchant that the Payment Gateway is unwilling to receive more items in the batch.  Proceed to send BatchAdminRes.

Set BAStatus to success proceed to send BatchAdminRes.

Note:. The BrandAndBIN sequence is ignored.��

�Payment Gateway Generates BatchAdminRes



Create BatchAdminRes���

Step�Action���If the BAStatus is not set to success or MaximumItems in BatchAdminReq is set to 0, discard any batch information for this sequence of Batch Admin requests previously transmitted from the Merchant. ���Invoke Signature operation using the Payment Gateway Signature certificate. (see page � PAGEREF block_S �93�) on BatchAdminResData.���Encrypt BatchAdminResTBE using the provided Merchant encryption certificate and set the content type equal to id-set-content-BatchAdminResTBE.���Invoke Compose MessageWrapper (see page � PAGEREF block_Compose_msg_wrapper �Error! Bookmark not defined.�) to send to Cardholder.��Continued on next page
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BatchAdminRes��� 

BatchAdminRes�Enc(P, M, BatchAdminResData)��BatchAdminResData�{BatchAdminTags, BatchID, [BAStatus], [BatchStatus], [TransmissionStatus], [SettlementInfo], [TransDetails], [BARsExtensions]}��BatchAdminTags�RRTags (see page � PAGEREF blockRRTags �295�); copied from prior BatchAdminReq.��BatchID�Identification of the settlement batch for merchant-acquirer accounting.��BAStatus�Enumerated code indicating status of batch open.��BatchStatus�See page � PAGEREF blockBatchStatus �296�.��TransmissionStatus�Enumerated value indicating the status of the transmission from the gateway to the next upstream system.��SettlementInfo�{SettlementAmount, SettlementType, SettlementAccount, SettlementDepositDate}��TransDetails�{NextStartingPoint, TransactionDetailSeq}��BARsExtensions�The data in an extension to the batch administration response message must be financial and should be important for the processing of the batch administration request.

Note: Information regarding the processing of the request itself should appear in an extension to BatchAdminResData; information regarding the status of a batch should appear in an extension to BatchStatus; information regarding detail for an item within the capture batch should appear in an extension to TransactionDetail.��SettlementAmount�The net settlement amount to the Merchant’s account.��SettlementType�Enumerated code indicating the type of amount.��SettlementAccount�The Merchant’s account.��SettlementDepositDate�The date that the SettlementAmount will be credited to/debited from the Merchant’s account.��Table � SEQ Table \* ARABIC �74�: BatchAdminRes�xe "BatchAdminRes"�

Continued on next page
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�styleref "Block Label"�BatchAdminRes� (continued)���

NextStartingPoint�Zero indicates that this is the last group of items; otherwise, an opaque value used to identify the starting point of the next group of items.��TransactionDetailSeq�{TransactionDetail +}��TransactionDetail�See page � PAGEREF blockTransactionDetail �298�.���styleref "Caption"�Table 74: BatchAdminRes�, continued



ReimbursementID�The following values are defined for ReimbursementID.��

unspecified�Unknown or does not appear elsewhere in this list.��standard�Standard interchange rate.��keyEntered�Interchange rate for key-entered transactions.��electronic�Interchange rate for electronic transactions.��additionalData�Interchange rate for transactions that include additional clearing data.��enhancedData�Interchange rate for transactions that include data enhancements (such as additional authorization-related data).��marketSpecific�Interchange rate for transactions within a specific market segment (such as Passenger Transport).��Continued on next page

��styleref "Map Title"�Payment Gateway Generates BatchAdminRes�, continued

 

Merchant processes BatchAdminRes�The Merchant receives and processes BatchAdminRes.��Step�Action���Receive message from “Receive Message” (see page � PAGEREF block_Receive_msg_wrapper �77�).���Verify the signature.  If it does not verify, return an Error Message with ErrorCode set to signatureFailure.���Verify that the RRPID in the BatchAdminReq matches the RRPID in the Message Wrapper.  If it does not verify, return an Error Message with ErrorCode set to unknownRRPID.���If the BAStatus is not success and the Merchant is transmitting or requesting batch details, discard any information stored for this batch and restart from the beginning if details are still required.���If the Merchant is receiving batch details, store the NextStartingPoint for use in a subsequent BatchAdminRes.  A value of zero indicates that all batch details have been transmitted.���If the Merchant is transmitting batch details, verify that the NextStartingPoint matches that sent in the BatchAdminReq.  If it does not verify, send a BatchAdminReq with MaximumItems set to 0 to inform the Payment Gateway to discard the batch details previously sent and then resend the batch details to the Payment Gateway in a subsequent series of BatchAdmin requests.���Store details from the BatchAdmin request and forward to Merchant batch procedures. �� 

�Extension Guidelines



BatchAdmin-ReqData�The batch administration request carries information from the Merchant to control capture batches. The data in an extension to the batch administration message shall be financial and should be important for the processing of the batch administration request.��

BatchAdmin-ResData�The batch administration response carries information from the Payment Gateway regarding the processing of the batch administration response. The data in an extension to the batch administration response message shall be financial and should be important for the processing of the batch administration request.

Note: Information regarding the processing of the request itself should appear in an extension to BatchAdminResData; information regarding the status of a batch should appear in an extension to BatchStatus; information regarding detail for an item within the capture batch should appear in an extension to TransactionDetail.��

BatchStatus�See BatchAdminResData. See page � PAGEREF blockBatchAdminResData�Error! Bookmark not defined.�.��

Transaction�Detail�See BatchAdminResData. See page � PAGEREF blockBatchAdminResData�Error! Bookmark not defined.���
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