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� EMBED Draw  ���	�


�
This Programmer’s Guide will continue to be reviewed and updated to ensure clarity and consistency with the Formal Protocol Definition in Book 3.


MasterCard and Visa are creating a process for applications to be certified as compliant with the SET specifications.


�
Preface





Introduction�
The development of electronic commerce is at a critical juncture.


Consumer demand for secure access to electronic shopping and other services is very high.


Merchants want simple, cost-effective methods for conducting electronic transactions.


Financial institutions want a level playing field for software suppliers to ensure quality products at competitive prices.


Payment card brands must be able to differentiate electronic commerce transactions without significant impact to the existing infrastructure.


The next step toward achieving secure, cost-effective, on-line transactions to satisfy market demand is the development of a single, open industry specification.�
�



Secure Electronic Transaction protocol�
Visa and MasterCard have jointly developed the SET Secure Electronic Transaction protocol as a method to secure payment card transactions over open networks. SET is being published as an open specification for the industry. This specification is available to be applied to any payment card service and may be used by software vendors to develop applications.


Advice and assistance in the development of these specifications have been provided by GTE, IBM, Microsoft, Netscape, RSA, SAIC, Terisa, and Verisign.�
�



Payment gateway and certificate authority software�
While this specification defines the interface to the payment gateway and the certificate authority, it does not provide all necessary information for a software vendor to create these systems. Specifically, the specification does not address the interface between the payment gateway and the existing financial system and does not address the mechanism for the processing of certificate requests, which depends on payment card brand policy.�
�
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SET documentation�
The SET specification is documented in three volumes:�
�



Book�
Title�
Contents�
�
1�
Business Description�
Contains background information and processing flows for SET. Intended as a primer on software that both interfaces with payment systems and uses public-key cryptography.�
�
2�
Programmer’s Guide�
Contains the technical specifications for the SET protocol. Primarily intended for use by software vendors who intend to create cardholder and merchant software.�
�
3�
Formal Protocol Definition�
Contains the formal protocol definition for SET. Primarily intended for use by:


cryptographers analyzing security,


writers producing programming guides, and


system programmers developing cryptographic and messaging primitives.�
�



Organization�
The Programmer’s Guide contains the following parts:�
�



System Design Considerations�
Part I summarizes the system design considerations to be used in developing SET toolkits and applications.  It provides background information and introduces features and notation that will be used throughout the ProgrammerÕs Guide.�
�
Certificate Management�
Part II defines the certificate request architecture, protocols, and concepts used in SET.�
�
Payment System�
Part III presents the description and processing of the payment system portion of the SET protocol, including all messages related to authorization, capture, and management of the payment system.�
�
Appendices�
This is a collection of supplementary information related to the SET specifications.�
�
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Related documentation�
The following articles and books contain additional background material. Readers are encouraged to consult these references for more information.


Answers to Frequently Asked Questions about TodayÕs Cryptography, Paul Fahn, RSA Laboratories, 1993. (http://www.rsa.com/rsalabs/faq/)


Applied Cryptography, Second Edition, Bruce Schneier, John Wiley & Sons, Inc., 1996.


“Asymmetric Encryption: Evolution and Enhancements,” Don B. Johnson and Stephen M. Matyas, CryptoBytes, volume 2, number 1, Spring 1996


BSAFE 2.1ª, RSA Data Security, Inc., 1994. (http://www.rsa.com/rsa/prodspec/bsafe/rsa_bsaf.htm)


Data Encryption Standard, Federal Information Processing Standards Publication 46, 1977.


“The HMAC Construction,” Mihir Bellare, Ran Canetti, and Hugo Krawczyk, CryptoBytes, volume 2, number 1, Spring 1996


HTML Sourcebook, Ian S. Graham, John Wiley & Sons, Inc., 1995.


The Internet for Everyone: A Guide for Users and Providers, Richard W. Wiggins, McGraw-Hill, Inc., 1995.


Optimal Asymmetric Encryption, M. Bellare and P. Rogaway, Eurocrypt 94. (http://www-cse.ucsd.edu/users/mihir/papers/oae.ps.gz)


An Overview of the PKCS Standards, Burton S. Kaliski, Jr., RSA Laboratories, 1993. (http://www.rsa.com/pub/pkcs/doc/ or http://www.rsa.com/pub/pkcs/ps/)


Public-Key Cryptography Standards (PKCS), RSA Data Security, Inc., Version 1.5, revised Nov. 1, 1993. 


Extensions and Revisions to PKCS #7, RSA Data Security, Inc., May 13, 1997.


ITU Rec. X.509 (1993) | ISO/IEC 9594-8: 1995, including Draft Amendment 1: Certificate Extensions (Version 3 certificate).


RFC 1750, Randomness Recommendations for Security, D. Eastlake, S. Crocker, J. Schiller, December 1994.�
�
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