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� REF _Ref367171387 \* MERGEFORMAT �Figure 6� provides a high-level overview of the cardholder registration process, showing its seven fundamental steps. The detailed sections that follow describe each step. The icon to the left corresponds to � REF _Ref367171387 \* MERGEFORMAT �Figure 6� and serves as a map to the scenario; it is repeated in the more detailed sections with a shaded region that indicates which step is being described.�
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Cardholders must register with a Certificate Authority (CA) before they can send SET messages to merchants. In order to send SET messages to the CA, the cardholder must have a copy of the CA public key-exchange key, which is provided in the CA key-exchange certificate.


The cardholder also needs a copy of the registration form from the cardholder’s financial institution. In order for the CA to provide the registration form, the cardholder software must identify the issuing financial institution to the CA. Obtaining the registration form requires two exchanges between the cardholder software and the CA.


The registration process is started when the cardholder software requests a copy of the CA’s key-exchange certificate.�
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When the CA receives the request, it transmits its certificates to the cardholder. The CA key-encryption certificate provides the cardholder software with the information necessary to protect the payment card account number in the registration form request.�
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The cardholder software verifies the CA certificate by traversing the trust chain to the root key, as described in Section 3.3. The software must hold the CA certificates to use later during the registration process. Once the software has a copy of the CA key-exchange certificate, the cardholder can request a registration form.


The cardholder software creates a registration form request message. Next the software generates a random symmetric encryption key. It uses this random key to encrypt the registration form request message. The random key is then encrypted along with the account number into the digital envelope using the CA public key-exchange key. Finally, the software transmits all of these components to the CA.


The cardholder software:


verifies the CA certificate by traversing the trust chain to the root key,


holds the CA certificates to use later during the registration process,


creates a registration form request message,


generates a random symmetric encryption key,


uses this random key to encrypt the registration form request message,


encrypts the random key along with the account number into the digital envelope using the CA public key-exchange key,


transmits all of these components to the CA.�
�
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��
The CA identifies the cardholder’s financial institution (using the first six to eleven digits of the account number) and selects the appropriate registration form. It digitally signs and then returns this registration form to the cardholder. 


In some cases, the CA may not have a copy of the registration form but can inform the cardholder software where the form can be obtained. For example, the cardholder’s issuing financial institution may operate its own CA. In this event, the CA returns a referral response instead of the registration form. (This referral response is not shown in the diagram below.)�
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The cardholder software verifies the CA certificate by traversing the trust chain to the root key.


The cardholder needs a signature public/private key pair for use with SET. The cardholder software generates this key pair if it does not already exist.


To register an account, the cardholder fills out the registration form that was returned by the CA with information such as the cardholderÕs name, expiration date, account billing address, and any additional information the issuing financial institution deems necessary to identify the certificate requester as the valid cardholder.


The cardholder software generates a random number that will be used by the CA in generating the certificate. The usage of this random number is described in the processing performed by the CA.


The cardholder software takes this registration information and combines it with the public key in a registration message. The software digitally signs the registration message. Next the software generates two random symmetric encryption keys. The software places one random key inside the message; the CA will use this key to encrypt the response. It uses the other random key to encrypt the registration message. This random key is then encrypted along with the account number, expiration date, and the random number into the digital envelope using the CA public key-exchange key. Finally, the software transmits all of these components to the CA.


Note: If the CA returned a referral response as described earlier in the CA processing, the cardholder software will return to the beginning of the registration process communicating with the referral CA to receive that CA’s certificates and the appropriate registration form.�
�
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When the CA receives the cardholderÕs request, it decrypts the digital envelope to obtain the symmetric encryption key, the account information, and the random number generated by the cardholder software. It uses the symmetric key to decrypt the registration request. It then uses the signature key in the message to ensure the request was signed using the corresponding private signature key. If the signature is verified, the message processing continues; otherwise, the message is rejected and an appropriate response message is returned to the cardholder.


Next the CA must verify the information from the registration request using the cardholderÕs account information. The process by which the CA and the Issuer exchange information and the steps taken to verify the information in the registration request are outside the scope of this specification. As described in Section 4.1, there are several ways to configure the processing performed by the CA and the Issuer, such as having the payment card brand provide some or all of the functions on behalf of the Issuer or having the Issuer provide all of the functions.


If the information in the registration request is verified, a certificate will be issued. First, the CA generates a random number that is combined with the random number created by the cardholder software to generate a secret value. This secret value is used to protect the account information in the cardholder certificate. The account number, expiration date, and the secret value are encoded using a one-way hashing algorithm. The result of the hashing algorithm is placed into the cardholder certificate. If the account number, expiration date, and the secret value are known, the link to the certificate can be proven, but the information cannot be derived by looking at the certificate.


Next, the CA creates and digitally signs the cardholder certificate. The validity period of this certificate will be determined by CA policy; often it will correspond to the expiration date of the payment card, but it may expire sooner.


A response message containing the random number generated by the CA and other information (such as the brand logo) is then generated and encrypted using the symmetric key sent by the cardholder software in the registration message. The response is then transmitted to the cardholder.�
�
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When the cardholder software receives the response from the CA, it verifies the certificate by traversing the trust chain to the root key, as described in Section 3.3. It stores the certificate on the cardholderÕs computer for use in future electronic commerce transactions.


Next, the cardholder software decrypts the registration response using the symmetric encryption key that it sent to the CA in the registration message. It combines the random number returned by the CA with the value that it sent in the registration message to determine the secret value. It then stores the secret value to use with the certificate.


Cardholder software vendors will ensure that the certificate and related information is stored in a way to prevent unauthorized access.�
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