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� REF _Ref367172441 \* MERGEFORMAT �Figure 8� provides a high level overview of the purchase request portion of a cardholderÕs order process, showing its five fundamental steps. The detailed sections that follow describe each step. The icon to the left corresponds to � REF _Ref367172441 \* MERGEFORMAT �Figure 8� and serves as a map to the scenario; it is repeated in the more detailed sections with a shaded region that indicates which step is being described.�
�
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��
The SET protocol is invoked after the cardholder has completed browsing, selection, and ordering. Before this flow begins, the cardholder will have been presented with a completed order form and approved its contents and terms, such as the number of installment payments if the merchant is billing for the transaction in installments. In addition, the cardholder will have selected a payment card as the means of payment.


In order to send SET messages to a merchant, the cardholder must have a copy of the Payment GatewayÕs key-exchange keys. The SET order process is started when the cardholder software requests a copy of the gateway’s certificate. The message from the cardholder indicates which payment card brand will be used for the transaction.�
�



Cardholder initiates request�
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��
When the merchant receives the request, it assigns a unique transaction identifier to the message. It then transmits the merchant and gateway certificates that correspond to the payment card brand indicated by the cardholder, along with the transaction identifier to the cardholder.�
�



Merchant sends certificate(s)�
��
�
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��
The cardholder software verifies the merchant and gateway certificates by traversing the trust chain to the root key, then holds these certificates to use later during the ordering process.


The cardholder software creates the Order Information (OI) and Payment Instructions (PI). The software places the transaction identifier assigned by the merchant in the OI and the PI; this identifier will be used by the Payment Gateway to link the OI and the PI together when the merchant requests authorization.


Note: The OI does not contain the order data such as the description of goods (the items and quantities) or the terms of the order (such as number of installment payments). This information is exchanged between the cardholder and merchant software during the shopping phase before the first SET message.


The cardholder software generates a dual signature for the OI and the PI by computing the message digests of both, concatenating the two digests, computing the message digest of the result and encrypting that using the cardholder private signature key. The message digests of the OI and the PI are sent along with the dual signature.


Next the software generates a random symmetric encryption key and uses it to encrypt the dual signed PI. The software then encrypts the cardholder account number as well as the random symmetric key used to encrypt the PI into a digital envelope using the Payment GatewayÕs key�exchange key.


Finally, the software transmits a message consisting of the OI and the PI to the merchant.�
�
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Cardholder receives response and sends request�
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��
When the merchant software receives the order, it verifies the cardholder signature certificate by traversing the trust chain to the root key. Next it uses the cardholder public signature key and the message digest of the PI (included with the OI) to check the digital signature to ensure that the order has not been tampered with in transit and that it was signed using the cardholder private signature key.


The merchant software then processes the order including the payment authorization described in Section 4.5.


Note: It is not necessary for the merchant to perform the authorization phase prior to sending a response to the cardholder. The cardholder can determine later if the authorization has been performed by sending an order inquiry message. (The order inquiry flow is described in Book 2: Programmer’s Guide.)


After the OI has been processed, the merchant software generates and digitally signs a purchase response message, which includes the merchant signature certificate and indicates that the cardholderÕs order has been received by the merchant. The response is then transmitted to the cardholder.


If the authorization response (see Section 4.5) indicates that the transaction was approved, the merchant will ship the goods or perform the services indicated in the order.�
�
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Merchant processes request message�
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��
When the cardholder software receives the purchase response message from the merchant, it verifies the merchant signature certificate by traversing the trust chain to the root key. It uses the merchant public signature key to check the merchantÕs digital signature. Finally, it takes some action based on the contents of the response message, such as displaying a message to the cardholder or updating a database with the status of the order.


The cardholder can determine the status of the order (such as whether it has been authorized or submitted for payment) by sending an order inquiry message. This message is described in Book 2: Programmer’s Guide.�
�



Cardholder receives purchase response�
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