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� REF _Ref367243962 \* MERGEFORMAT �Figure 10� provides a high level overview of a merchantÕs payment capture process, showing its three fundamental steps. The detailed sections that follow describe each step. The icon to the left corresponds to � REF _Ref367243962 \* MERGEFORMAT �Figure 10� and serves as a map to the scenario; it is repeated in the more detailed sections with a shaded region that indicates which step is being described.�
�



�
��
�
Figure � SEQ Figure \* ARABIC �10�: Payment Capture


Continued on next page


�
�styleref "Map Title"�4.6  Payment Capture�, continued





��
After completing the processing of an order from a cardholder (see Section 4.4), the merchant will request payment. There will often be a significant time lapse between the message requesting authorization and the message requesting payment.


The merchant software generates and digitally signs a capture request, which includes the final amount of the transaction, the transaction identifier from the OI, and other information about the transaction. The request is then encrypted using a new randomly generated symmetric key, which in turn is encrypted using the public key�exchange key of the Payment Gateway. The capture request and optionally the capture token if one was included in the authorization response (see Section 4.5) are then transmitted to the Payment Gateway.


Note: While the flow described here contains only a single capture request, the merchant software is permitted to batch multiple requests into a single message.�
�



Merchant requests payment�
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��
When the Payment Gateway receives the capture request, it decrypts the digital envelope of the capture request to obtain the symmetric encryption key. It uses the symmetric key to decrypt the request. It then uses the merchant public signature key to ensure the request was signed using the merchant private signature key.


The Payment Gateway decrypts the capture token (if present) and then uses the information from the capture request and the capture token to format a clearing request, which it sends to the Issuer via a payment card payment system.


The Payment Gateway then generates and digitally signs a capture response message, which includes a copy of the Payment Gateway signature certificate. The response is then encrypted using a new randomly generated symmetric key, which in turn is encrypted using the merchant public key�exchange key. The response is then transmitted to the merchant.�
�
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Gateway processes capture request�
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��
When the merchant software receives the capture response message from the Payment Gateway, it decrypts the digital envelope to obtain the symmetric encryption key. It uses the symmetric key to decrypt the response message. It then verifies the Payment Gateway signature certificate by traversing the trust chain to the root key. It uses the Payment Gateway public signature key to check the Payment Gateway digital signature.


The merchant software stores the capture response to be used for reconciliation with payment received from the Acquirer.�
�



Merchant receives response�
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