4  Payment Processing


4.1  Overview





Purpose�
This chapter describes the flow of transactions as they are processed by various systems.�
�



Protocol description�
In the event that the description of the processing in this book differs from that in Book 3: Formal Protocol Definition, the Formal Protocol Definition takes precedence.�
�



Transactions described�
SET defines a variety of transaction protocols that use the cryptographic concepts introduced in Chapter 3 to securely conduct electronic commerce. This chapter describes the following transactions:�
�



Transaction�
Topic�
�
Cardholder registration�
4.2�
�
Merchant registration�
4.3�
�
Purchase request�
4.4�
�
Payment authorization�
4.5�
�
Payment capture�
4.6�
�
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Other transactions�
The additional transactions listed below are part of the SET specification, but are not described in this book. For more information about these transactions, see Book 2: Programmer’s Guide.�
�



Certificate inquiry and status�
If the CA is unable to complete the processing of a certificate request quickly, it will send a reply to the cardholder or merchant indicating that the requester should check back later. The cardholder or merchant sends the Certificate Inquiry message to determine the status of the certificate request and to receive the certificate if the request has been approved.�
�
Purchase inquiry�
Allows the cardholder to check the status of the processing of an order after the purchase response has been received. Note that this message does not include information such as the status of back ordered goods, but does indicate the status of authorization, capture and credit processing.�
�
Authorization reversal�
Allows a merchant to correct previous authorization requests. If the order will not be completed, the merchant reverses the entire authorization. If part of the order will not be completed (such as when goods are back ordered), the merchant reverses part of the amount of the authorization.�
�
Capture reversal�
Allows a merchant to correct errors in capture requests such as transaction amounts that were entered incorrectly by a clerk.�
�
Credit�
Allows a merchant to issue a credit to a cardholder’s account such as when goods are returned or were damaged during shipping. Note that the SET Credit message is always initiated by the merchant, not the cardholder. All communications between the cardholder and merchant that result in a credit being processed happen outside of SET.�
�
Credit reversal�
Allows a merchant to correct a previously request credit.�
�
Payment gateway certificate request�
Allows a merchant to query the Payment Gateway and receive a copy of the gateway’s current key�exchange and signature certificates.�
�
Batch administration�
Allows a merchant to communicate information to the Payment Gateway regarding merchant batches.�
�
Error message�
Indicates that a responder rejects a message because it fails format or content verification tests. �
�
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Guide to the diagrams�
The following abbreviations are use in the detailed diagrams in this chapter to indicate the participant who digitally signs a message or certificate.�
�



Initial�
Participant�
�
C�
Cardholder�
�
M�
Merchant�
�
P�
Payment Gateway�
�
CA�
Certificate Authority�
�



�
The following symbols are used in the detailed diagrams:�
�



Symbol�
Description�
�
��
These are cryptographic keys. 


The ÒteethÓ of the key indicate the keyÕs owner.


Keys with ÒPBÓ on the handle are public keys, and those with ÒPVÓ are private keys. Private keys are always known to their owner.


Keys with a diamond (�) are signature keys and those with a small key (�)are key-exchange keys.�
�
��
This is a digital signature. The initial indicates which private key was used to create the signature. For example, this signature was created by the merchant private signature key.�
�
��
This is a dual signature. The initial indicates which private key was used to create the signature. For example, this dual signature was created by the cardholder private signature key.�
�
��
These are certificates.


The initial in the ÒsealÓ indicates which private key was used to sign the certificate.


The letter on the certificate indicates the public key being certified.


The diamond and key symbols distinguish signature certificates from key-exchange certificates.


The ÒCAÓ in these symbols indicates that these certificates were created by the Certificate Authority, and the ÒMÓ indicates they are merchant certificates.�
�
Figure � SEQ Figure \* ARABIC �5�: Guide to Diagrams
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��
This is a symmetric key used to encrypt data. It will always be sent with the encrypted data in the digital envelope. The number following the key differentiates symmetric keys used in a transaction set.�
�
��
This is a payment card and is used to indicate when the cardholderÕs account number is being transmitted in the digital envelope along with the symmetric encryption key.�
�
��
This is protected data. It is used to represent account information sent in the digital envelope of registration requests for merchants and payment gateways.�
�
��
This is an encrypted message including the digital envelope. The data in the shaded region has been encrypted using a randomly generated symmetric key (identified here as the second such key generated for this transaction set). The entity whose public key was used to encrypt the envelope is identified above the envelope (in this case, the Payment Gateway).


Note that in this case the digital envelope includes both the symmetric key and the cardholderÕs account number. Also note that the portion of the message encrypted using the symmetric key contains the cardholderÕs signature certificate and was dual signed by the cardholder.�
�
� REF _Ref367174652 \* MERGEFORMAT �Figure 5: Guide to Diagrams�, continued





�
Note: Bold text in the detailed diagrams in sections 4.2 - 4.6 denotes that the particular step requires user participation. The reader should assume that all other steps are automated by SET software and require at most minimal user interaction (that is, either the software displays an acknowledgment message or the user must perform a trivial action like clicking an icon).�
�
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Certificate Authority functions�
Sections 4.2 and 4.3 include diagrams that describe the processing flows of the Certificate Authority. The primary functions of the Certificate Authority are to:


receive registration requests,


process and approve/decline requests, and


issue certificates.


The processing flows describe these functions as though they are performed by a single entity, but they actually may be performed by one to three entities. Payment card brands and individual financial institutions will review their business needs for these functions to select a solution for implementation. The selected solution may be to implement a single-server device that provides the Certificate Authority functions or multiple devices that distribute the processing.


The following list suggests some possible arrangements with variations on distribution:


A company that issues proprietary cards may perform all three steps for its cardholders.


A financial institution may receive, process, and approve certificate requests for its cardholders or merchants, and forward the information to the appropriate payment card brand(s) to issue the certificates.


An independent Registration Authority that processes payment card certificate applications for multiple payment card brands may receive certificate requests and forward them to the appropriate financial institution (Issuer or Acquirer) for processing; the financial institution forwards approved requests to the payment card brands to issue the certificates.


These scenarios simply suggest some possible arrangements. Payment card brands and financial institutions will select an appropriate solution based on their individual business needs.�
�
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Optional cardholder certificates�
The diagrams and processing flows that follow describe the processing of the transactions when the cardholder is in possession of a signature certificate issued under the trust hierarchy of the payment card brand. Payment card brands at their option may allow cardholders to process transactions without a certificate as a temporary measure to facilitate implementation of this specification.�
�



Cardholder authentication�
The SET protocol uses a cardholder signature certificate to confirm that a transaction is from a registered user of a payment card.�
�



Strength of cardholder certificates�
A cardholder certificate is not a guarantee of the identity of the cardholder. The strength of a cardholder certificate is wholly dependent on the methods used by the payment card brand and the payment card issuer to authenticate the cardholder prior to the certificate being issued.�
�



No digital signature�
When a cardholder does not possess a signature certificate, no digital signature is generated. In place of the digital signature, the cardholder generates the message digest of the data and inserts the message digest into the digital envelope.�
�



Assurance of integrity�
The recipient of data from the cardholder uses the message digest from the digital envelope to confirm the integrity of the data.�
�
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